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Overview

Before purchasing a TaurusDB instance, consider factors such as the price,
performance, workload capacity, and service scenario to choose the right one for
your needs. This section describes the differences between types, billing modes,
and storage types of TaurusDB instances, helping you select the most suitable
instance.

Storage Engine

By default, TaurusDB uses the InnoDB storage engine to provide high-performance
and reliable transaction processing. The TaurusDB kernel provides functions such
as parallel query, table recycle bin, hot row update, and multi-tenancy. It is widely
used in high-performance and high-concurrency scenarios.

Storage Types

TaurusDB provides two storage types: DL6 and DL5. The table below explains their
key differences to help you choose the best option for your needs.

Table 1-1 Storage type description

Storage Type Characteristic Applicable Scenario

DL6 The shared storage is the | Core application systems
default storage type for that are sensitive to
TaurusDB instances performance and have
created before July 2024. | demanding requirements
DL6-based instances on storage /O during
achieve zero RPO with a | Peak hours, such as those
3-AZ deployment and in finance, e-commerce,
deliver better government, and gaming
performance and higher
peak throughput.
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Billing Modes

Storage Type

Characteristic

Applicable Scenario

DL5

The new type of storage
uses Huawei Cloud's
hardware and network
infrastructure
technologies, ensuring
that DL5-based instances
maintain the same high
availability (zero RPO in
the 3-AZ deployment) as
DL6-based instances.
Although the peak
performance may
decrease, the cost per
unit of capacity is
significantly reduced.

CPU-intensive sub-core
business systems, or
application modules that
need to minimize costs

There are yearly/monthly, pay-per-use, and serverless billing modes to meet
requirements in different scenarios.

Table 1-2 Comparison of billing modes

Billing Yearly/Monthly Pay-per-Use Serverless
Mode
Payment | Prepaid Postpaid Postpaid
Billed by the Billed for what you Billed for what
required duration use you use
specified in your
order
Supported | e Single-node e Single-node Serverless
Instance | o (Cyster e Cluster
Type S
e Multi-primary
Billing Billed by the Billed by second and Billed by second
Cycle required duration settled by hour and settled by
specified in your hour
order
Billing Instance Instance specifications | Compute, storage
Item specifications (vCPUs | (vCPUs and memory), | space, backup
and memory), storage space, backup | space, EIP, and
storage space, space, EIP, and monitoring by
backup space, EIP, monitoring by seconds | seconds
and monitoring by
seconds
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Billing Can be changed to Can be changed to N/A
Mode pay-per-use. yearly/monthly. For
Change | 1he change is only details, see Pay-per-
applied after the Use to Yearly/
yearly/monthly Monthly.
subscription expires.
For details, see
Yearly/Monthly to
Pay-per-Use.
Applicable | Recommended for Good for short-term, The instance
Scenario | resources expected bursty, or capacities
to be in use long- unpredictable automatically
term. A cost- workloads that cannot | change based on
effective option for tolerate any application
scenarios where the | interruptions, such as | requirements.
resource usage applications for e-
duration is commerce flash sales,
predictable. temporary testing, and
scientific computing.
Yearly/Monthly

The table below lists the billing items.

Table 1-3 Billing items

Billing Item

Description

Billing Factor

(Mandatory)
instance

DB | You are billed for the selected

vCPUs, memory, and
number of nodes

instance specifications, including
vCPUs, memory, and nodes.

(Mandatory)
Storage

Pre-purchased storage is billed
on a yearly/monthly basis.

However, if the actual usage
exceeds your purchased storage,
you will be billed for additional
storage on a pay-per-use basis.

Storage space, which is
billed based on the
unified standard

(Mandatory)
Backup space

TaurusDB provides free backup
space equal to the amount of
your purchased storage space.

After the free backup space is
used up, charges are applied
based on the backup space
pricing details. Pricing is listed on
a per-hour basis, but bills are
calculated based on the actual
usage duration.

Backup space, which is
billed based on the
unified standard
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Billing Item Description Billing Factor
(Optional) EIP e TaurusDB instances can be Bandwidth, traffic, and
bandwidth accessed through a public EIP reservation (An EIP

network, and traffic fees are is required if a DB
generated accordingly. instance needs to access
e You are not billed for traffic the Internet.)
generated through a private EIP for a yearly/monthly
network. DB instance: billed by
bandwidth
(Optional) TaurusDB provides monitoring Monitoring frequency,
Monitoring by every 60 seconds for free, but which is billed based on
seconds you are billed for monitoring by | the unified standard
seconds. Its pricing is listed on a
per-hour basis, but bills are
calculated based on actual
usage.
(Optional) HTAP | If you create a standard HTAP Instance specifications
instance instance for a TaurusDB instance, | and storage type
you will be billed for the HTAP
instance.
(Optional) Cross- | If cross-region backup is enabled, | Backup space and
region backup you will be billed for backup network traffic required
space and network traffic for dumping cross-
required for dumping cross- region backups
region backups.
(Optional) Proxy | Proxy instances are free. N/A
instance
(Optional) DRS If you use Data Replication For details, see DRS
migration Service (DRS) for data migration, | Billing.
you will be billed based on the
DRS pricing standard.
Pay-per-Use

The table below lists the billing items.

Table 1-4 Billing items

Billing Description Billing Factor

Item

(Mandator | You are billed for the selected instance | vCPUs, memory, and
y) DB specifications, including vCPUs, number of nodes
instance memory, and nodes.
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Billing Description Billing Factor
Item
(Mandator | Pre-purchased storage is billed on a Storage space, which is
y) Storage | yearly/monthly basis. billed based on the
unified standard
(Mandator | After the free backup space is used up, | Backup space, which is
y) Backup charges are applied based on the billed based on the
space backup space pricing details. Pricing is | unified standard
listed on a per-hour basis, but bills are
calculated based on the actual usage
duration.
(Optional) e DB instances can be accessed Bandwidth, traffic, and
EIP through a public network, and EIP reservation (An EIP is
bandwidth traffic fees are generated required if a DB instance
accordingly. needs to access the
e You are not billed for traffic Internet.)
generated through a private e Billing by bandwidth:
network. bandwidth fee + EIP
reservation fee
e Billing by traffic:
traffic fee + EIP
reservation fee
e Shared bandwidth
added: bandwidth fee
+ EIP reservation fee
(Optional) | Enabling monitoring by seconds will Monitoring frequency,
Monitoring | incur additional fees. Its pricing is which is billed based on
by seconds | listed on a per-hour basis, but bills are | the unified standard
calculated based on actual usage.
(Optional) | If you create a standard HTAP instance | Instance specifications
HTAP for a TaurusDB instance, you will be and storage type
instance billed for the HTAP instance.
(Optional) | If cross-region backup is enabled, you | Backup space and
Cross- will be billed for backup space and network traffic required
region network traffic required for dumping for dumping cross-
backup cross-region backups. region backups
(Optional) | Proxy instances are free. N/A
Proxy
instance
(Optional) | If you use Data Replication Service For details, see DRS
DRS (DRS) for data migration, you will be Billing.
migration billed based on the DRS pricing

standard.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.


https://support.huaweicloud.com/intl/en-us/price-drs/drs_00_0008.html
https://support.huaweicloud.com/intl/en-us/price-drs/drs_00_0008.html

TaurusDB
User Guide

1 Selection Guide

Serverless

The table below lists the billing items.

Table 1-5 Billing items

Billing Item

Description

Billing Factor

DB instance

You are billed for the selected
instance specifications. The billing
starts immediately after the instance
is purchased.

vCPUs, memory, and
number of nodes

Storage space

You do not need to select storage
when purchasing a DB instance.
Storage will be scaled up
dynamically based on how much
data needs to be stored. It is billed
hourly on a pay-per-use basis.

Storage space, which is
billed based on the
unified standard

Backup space

TaurusDB provides free backup
space equal to the amount of your
used storage space. If the backup
space usage exceeds 100% of your
provisioned database storage, the
additional part will be billed based
on the backup pricing.

Backup space, which is
billed based on the
unified standard

(Optional)
Public network
traffic

TaurusDB instances are accessible
from both private and public
networks, but only the traffic from
public networks is billed.

Bandwidth, traffic, and
EIP reservation (An EIP
is required if a DB
instance needs to
access the Internet.)

(Optional)
HTAP instance

If you create a standard HTAP
instance for a TaurusDB instance,
you will be billed for the HTAP
instance.

Instance specifications
and storage type

Instance Type

TaurusDB supports cluster, single-node, and multi-primary instances. You can
select an instance type based on your service scenario and scale. For details, see

Table 1-6.
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Table 1-6 Instance type description

Instance
Type

Description

Highlight

Applicable
Scenario

Cluster

DB engine version:

8.0

Node: 1 primary
node + 1 to 15
read replicas

e The primary node
processes read
and write
requests, and the
read replicas
process only read
requests.

e If the primary
node becomes
unavailable,
TaurusDB
automatically fails
over to a read
replica.

Medium- and
large-sized
enterprises in the
Internet, taxation,
banking, and
insurance sectors

Single-node

DB engine version:
8.0

Node: 1 primary
node + 0 read
replicas

Single-node instances
do not involve data
synchronization
between nodes and
can easily ensure
atomicity,
consistency, isolation,
and durability of
transactions.

Development and
testing of
microsites, and
small and medium
enterprises, or
learning about
TaurusDB

Serverless

DB engine version:
8.0

Node: 1 primary
node + 0 to 7 read
replicas

The instance
capacities
automatically change
based on application
requirements.

Scenarios where
capacity needs to
be automatically
expanded based on
services

Multi-
primary

DB engine version:
8.0

Node: 2 to 63
primary nodes + 0
read replicas

Such an instance can
process multiple
reads and writes,
delivering excellent
read/write
performance at high
concurrency.

Scenarios where
high concurrent
write performance
is required

Instance Specifications

There are general-purpose and dedicated specifications for pay-per-use and
yearly/monthly TaurusDB instances, as listed in Table 1-7. For a serverless
instance, you do not need to select the instance specifications. You only need to
specify a compute range. A serverless instance is billed by TCU. 1 TCU is
approximately equal to 1 vCPU and 2 GB of memory.

Issue 01 (2025-06-12)
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Table 1-7 Instance specifications

Instance
Specification

Supported
CPU
Architecture

Description

Applicable
Scenario

General- x86 The vCPUs and memory | Scenarios where
purpose are shared with other stable
general-purpose performance is
instances on the same not critical
physical machine. vCPU
usage is maximized
through resource
overcommitment.
General-purpose
instances are cost-
effective.
Dedicated x86 and Your instance gets Scenarios that
Kunpeng dedicated vCPUs and require stable
memory, so the performance
performance is stable. It
is not affected by other
instances on the same
physical machine.
Functions Supported by Different Instance Types
Table 1-8 Reference for instance type selection
Reference Single-node Cluster Serverle Multi-
ss primary
(OBT)
Specification | Changing v v X X
s change the vCPUs
and
Memory of
a DB
Instance or
Node
Changing X X v X
the
Compute
Range
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Reference Single-node Cluster Serverle Multi-
ss primary
(OBT)

Changing v v X X

the Supported | Supported

Storage only by only by

Space of a yearly/ yearly/

DB monthly monthly

Instance instances instances

Configurin v v X X

g _ Supported | Supported

Autoscalin only by only by

g for a DB yearly/ yearly/

Instance monthly monthly

(OBT) instances instances
Version Upgrading v v v X
upgrade the Minor

Version of

a DB

Instance
Backup and | Data v v v X
restoration Backups

Data v v v X

Restoratio

ns
Data Migrating X v X X
migration Data to

TaurusDB

Enterprise

Edition

(OBT)
Proxy Changing v v v v
instance Configurat

ions of a

Proxy

Instance

Upgrading v v v v

the Kernel

Version of

a Proxy

Instance
DBA Performan v v v X
Assistant ce

Monitoring
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Using IAM to Grant Access to TaurusDB

2.1 Creating a User and Granting TaurusDB Permissions

This section describes how to use IAM for fine-grained permissions control over
your TaurusDB resources. With IAM, you can:

e C(Create IAM users for employees based on your enterprise's organizational
structure. Each IAM user will have their own security credentials for accessing
TaurusDB resources.

e Grant only the permissions required for users to perform specific tasks.

e Entrust an account or cloud service to perform professional and efficient O&M
on your TaurusDB resources.

If your account does not require individual IAM users, skip this section.

Figure 2-1 describes the procedure for granting permissions.

Prerequisites

Learn about the permissions (see system-defined permissions) supported by
TaurusDB and choose roles or policies according to your requirements. For the
permissions of other services, see system-defined permissions.
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Process Flow

Figure 2-1 Process for granting TaurusDB permissions

Start

Create a user group and

grant permissions.

¥
Create a user.

—_—

N

w
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og in as the user and
verify permissions.

Y
End

Create a user group and assign permissions to it.

Create a user group on the IAM console and attach the GaussDB FullAccess
policy to the group.

To use some interconnected services, you also need to configure permissions
of such services. For example, when using DAS to connect to a DB instance,
you need to configure the GaussDB FullAccess and DAS FullAccess
permissions.

Create an IAM user.
Create a user on the IAM console and add the user to the group created in 1.
Log in and verify permissions.

Log in to the TaurusDB console using the created user, and verify that the
user only has read permissions for TaurusDB.

Choose Service List > TaurusDB and click Buy DB Instance. If you can buy an
instance, the required permission policy has already been applied.

2.2 Creating a TaurusDB Custom Policy

Custom policies can be created to supplement the system-defined policies of
TaurusDB.

You can create a custom policy in either of the following ways:

Visual editor: Select cloud services, actions, resources, and request conditions.
This does not require knowledge of policy syntax.

JSON: Write policies from scratch or based on an existing policy.

For details, see Creating a Custom Policy. This section provides examples of
common TaurusDB custom policies.
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Example Custom Policies

e Example 1: Allowing users to create TaurusDB instances
{

"Version": "1.1",
"Statement": [

{
"Effect": "Allow",

"Action": [
"gaussdb:instance:create"
]
}
]
}

e Example 2: Denying TaurusDB instance deletion

A policy with only "Deny" permissions must be used in conjunction with other
policies. If the permissions assigned to a user contain both "Allow" and
"Deny", the "Deny" permissions take precedence over the "Allow" permissions.

The following method can be used if you need to assign permissions of the
GaussDB FullAccess policy to a user but you want to prevent the user from
deleting TaurusDB instances. Create a custom policy for denying TaurusDB
instance deletion, and attach both policies to the group the user belongs to.
Then, the user can perform all operations on TaurusDB instances except
deleting TaurusDB instances. The following is an example of a deny policy:

{
"Version": "1.1",
"Statement": [
{
"Effect": "Deny"
"Action": [
"gaussdb:instance:delete"
]l
}
1
}

e Example 3: Defining permissions for multiple services in a policy

A custom policy can contain the actions of one or multiple services that are of
the same type (global or project-level). The following is an example policy
containing actions of multiple services:

{
"Version": "1.1",
"Statement": [
{

"Action": [
"gaussdb:instance:create”,
"gaussdb:instance:modify",
"gaussdb:instance:delete”,

"vpc:publiclps:list",
"vpc:publiclps:update"
1
"Effect": "Allow"
}
]
}
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Buying a DB Instance

3.1 Buying a Pay-per-Use DB Instance

Scenarios
This section describes how to create a pay-per-use DB instance on the TaurusDB
console.

Billing
After you buy a pay-per-use DB instance, you will be billed for resources you
actually use. For billing details, see Pay-per-Use Billing.

Procedure

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed Custom Config page, configure required information and click
Next.

e Basic configuration

Figure 3-1 Basic configuration

Basic Configuration
Billing Mode (3)

Yearly/Manthly Pay-per-use Serverless

Region ()

] v
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Table 3-1 Basic configuration

Parameter

Description

Billing Mode

Select Pay-per-use.

Region

Region where an instance is deployed.

NOTE

You cannot change the region of an instance once it is purchased.

L4 Resource selection

Figure 3-2 Resource selection

Resource Selection

DB Engine Version

Kernel Version

2060241200

TaurusDB V2.0 ‘

To create m ti-primary instances, select kernel version 20

Creation Method

Create new

Edition Type ()

Standard

DB Instance Type (3

Cluster Single

Single-AZ Multi-AZ

T E
@

a2 a3 a4

Storage Type ()

DL6 DL5

Migrate from RDS

Multi-primary

Table 3-2 Resource selection

Parameter

Description

DB Engine
Version

Only TaurusDB V2.0 is supported.

Kernel
Version

DB kernel version. For details about the updates in each
kernel version, see TaurusDB Kernel Version Release

History.
NOTE

To specify the kernel version when buying an instance, submit a
request by choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console.
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Parameter Description
Creation How an instance is created. The value can be Create new
Method or Migrate from RDS.

- Create new: A new TaurusDB instance will be created.

- Migrate from RDS: If you want to migrate data from
an RDS instance to a TaurusDB Enterprise Edition
instance, select Migrate from RDS. To use this function,
submit a service ticket.

DB Instance Select Cluster, Single, or Multi-primary.
Type - Cluster: A cluster instance can contain one primary

node and 1 to 15 read replicas. The primary node
processes read and write requests, and the read replicas
process only read requests. If the primary node becomes
unavailable, TaurusDB automatically fails over to a read
replica. Cluster instances apply to medium- and large-
sized enterprises in the Internet, taxation, banking, and
insurance sectors.

Single: A single-node instance contains only one
primary node and there are no read replicas. Single-
node instances do not involve data synchronization
between nodes and can easily ensure atomicity,
consistency, isolation, and durability of transactions.
They are only recommended for development and
testing of microsites, and small and medium enterprises,
or for learning about TaurusDB.

Multi-primary: A multi-primary instance can contain 2
to 63 primary nodes, with no read replicas. Such an
instance can process multiple reads and writes,
delivering excellent read/write performance at high
concurrency. For more information about multi-primary
instances, see Multi-primary Instances (OBT).

The kernel version of a multi-primary instance must be:

2.0.63.250300, 2.0.60.241201, 2.0.60.241200,
2.0.57.240922, 2.0.57.240920, 2.0.57.240905, or
2.0.57.240900
NOTE

To buy a multi-primary instance, submit a request by choosing

Service Tickets > Create Service Ticket in the upper right
corner of the management console.
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Parameter

Description

AZ Type

An AZ is a physical region where resources have their own
independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

- Single-AZ: The primary node and read replicas are
deployed in the same AZ.

- Multi-AZ: The primary node and read replicas are
deployed in different AZs to achieve higher availability
and reliability. It is suitable for workloads that require
cross-AZ DR or are insensitive to cross-AZ latency.

Storage Type

- DL6
The original shared storage. The default storage type of
TaurusDB instances created before July 2024 is shared
storage, while that of TaurusDB instances created in July
2024 and beyond is DL6.

DL6-based instances achieve zero RPO with a 3-AZ
deployment and deliver better performance and higher
peak throughput. They are suitable for core application
systems that are sensitive to performance and have
demanding requirements on storage I/O during peak
hours, such as those in finance, e-commerce,
government, and gaming.

- DL5
A new type of storage. With Huawei Cloud's hardware
and network infrastructure technologies, DL5-based
instances maintain the same high availability (zero RPO
in the 3-AZ deployment) as DL6-based instances.

Although the peak performance of DL5-based instances
may be a bit less than what you get with DL6-based
instances, the cost per unit of capacity is a lot less. DL5-
based instances are suitable for CPU-intensive sub-core
business systems, or application modules that need to
minimize costs.

For more information about storage types, see Storage
Types.

Instance options
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Figure 3-3 Specifications and storage
Instance Options
Resource Type

Instance Specifcations 0]

General-purpose

Dedficated instances offer premium perfor
5 0n the same physical machine

CPU and memory resources for your sery

erl-purpose: A cost-fectve option where CPU and meory resources are shared with other general-purpase DB

(U Architecture ()

VCPUs | Memory Maximum Connections
(9) 20CPUs 808 20

4vCPUs |16 6B 5000

8vCPUs | 3268 10000

16VCPUs| 64 GB 18000

16vCPUs| 128 GB 18000

32vCPUs| 128 GB 30000

43vCPUs| 192 GB 45000

60vCPUs| 256 GB 60000

4vCPUs | 32 GB (Sold Out) 10000

J2vCPUs | 256 GB (Sold Ouf) 30000
Total Records: 12 0 v 12
Nodes

2

The total number of nodes, including 1 primary node. The remainder willbe read replics. You can create up to 9 read replicas (10 nodes total)

Storage ()

Storage will be scaled up dynamically based on how much data needs to be stored. It s biled hourly on a pay-per-use bass.

Backup Space
TaurusDB provides free backup storage equal to the amount of your purchased storage spate.
TaurusDB provi

@

equal to the amount of your used storage space. After the free back

pace s used up, you wilbe billed or the addtional space on a pay-per-use basis hackup space pricing detals (7

TDE can be enabled only during DB instance creati t be disabled later. Cross-region backup is unavailable for DB instances with TDE enabled

Table 3-3 Specifications and storage

Parameter Description

Resource Type | Select Shared.
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Parameter

Description

Instance
Specifications

TaurusDB is a cloud-native database that uses the shared
storage. To ensure that instances run stably under high
read/write pressure, TaurusDB controls the read/write
peaks of instances based on instance specifications. For
details about how to select instance specifications, see
Performance White Paper.

For more information about instance specifications, see
Instance Specifications.

After a DB instance is created, you can change its vCPUs
and memory.

CPU
Architecture

Select x86 or Kunpeng.

- x86: x86 instances use Intel® Xeon® Scalable processors
and feature robust and stable computing performance.
When working on high-performance networks, the
instances provide the additional performance and
stability that enterprise-class applications demand.

- Kunpeng: Kunpeng instances use Kunpeng 920
processors and 25GE high-speed intelligent NICs for
powerful compute and high-performance networks,
making them an excellent choice for enterprises
needing cost-effective, secure, and reliable cloud
services.

Nodes This parameter is mandatory for cluster instances.
- By default, each instance can contain one primary node
and multiple read replicas.
- You can create up to 9 read replicas for a pay-per-use
instance at a time.
- After an instance is created, you can add read replicas
as required. Up to 15 read replicas can be added to an
instance. For details, see Adding Read Replicas to a
DB Instance.
Storage It contains the system overhead required for inodes,

reserved blocks, and database operations.

Storage of a pay-per-use instance will be scaled up
dynamically based on the amount of data that needs to
be stored, and is billed hourly on a pay-per-use basis.

Backup Space

TaurusDB provides free backup space equal to the amount
of your used storage. After the free backup space is used
up, you will be billed for the additional space on a pay-
per-use basis.
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Parameter Description

TDE

NOTE

Instance.

Transparent Data Encryption (TDE) encrypts data files and
backup files using certificates to implement real-time 1/O
encryption and decryption. This function effectively
protects the security of databases and data files.

After TDE is enabled, you need to select the cryptographic
algorithm AES256 or SM4 as needed.

- To use TDE, submit a request by choosing Service Tickets >
Create Service Ticket in the upper right corner of the
management console.

- For details about TDE constraints, see Enabling TDE for a DB

Figure 3-4 Network
Network @

veC (@
default_vpc v

After the DB instance is created, the VPC cannot be changed.

Q| CreatevrC (3

Subnet
v || Q Create Subnet (7

1Py Address
Manually-assigned
f you want to create DB instances in batches, the IP addresses are assigned automatically.Available IP addresses: 236.
An EIP is required if you want to access DB instances through a public network. View EIPs.
Security Group (%)

default v Q| View Security Group (9
1 a security group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.

© Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

~ Security Group Rules  Add Inbound Rule (3
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Table 3-4 Network

Parameter Description

VPC A dedicated virtual network where your instance is located.
It isolates networks for different workloads to enhance
security.

TaurusDB allocates a default VPC (default_vpc) for your
instance. You can also use an existing, new, or shared VPC.

After a TaurusDB instance is created, the VPC cannot be
changed.

To use an existing VPC, select an existing VPC under the
current account from the drop-down list.

To use a new VPC, create a VPC first and then select the
VPC from the drop-down list.

For details about how to create a VPC, see Creating a
VPC and Subnet in Virtual Private Cloud User Guide.

To use a shared VPC, select a VPC that another account
shares with the current account from the drop-down
list.

With Resource Access Manager (RAM), you can share
subnets in a VPC with one or more accounts, so you can
easily configure and manage multiple accounts'
resources at low costs.

For more information about VPC subnet sharing, see
VPC Sharing in Virtual Private Cloud User Guide.
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Parameter

Description

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
Subnets take effect only within an AZ. Dynamic Host
Configuration Protocol (DHCP) is enabled by default for
subnets where DB instances are located and cannot be
disabled.

TaurusDB supports both IPv4 and IPv6 networks. Instances
using IPv4 and IPv6 cannot be in the same subnet.

IPv4

A private IPv4 address is automatically assigned when
you create a DB instance. You can also enter an idle
private IPv4 address within the subnet CIDR block. After
the DB instance is created, the private IPv4 address can
be changed.

IPv6

IPv6 addresses are used to deal with IPv4 address
exhaustion. To enable IPv6, submit a request by
choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console. After
IPv6 is enabled, if you want to create an instance using
IPv4, you need to select an IPv4 subnet.

You can create a DB instance that uses a private IPv6
address only when its specifications support IPv6.
Instance specifications supporting IPv6 vary depending
on regions and AZs. Whether instance specifications
support IPv6 is displayed on the console after a region
and an AZ are selected.

IPv6 needs to be enabled for subnets where TaurusDB
instances are located. If IPv6 is not enabled, enable it by
following the instructions provided in Creating a VPC
and Subnet.

Figure 3-5 Enabling IPv6 for a subnet

Subnet Setting

Subnet Name subnet-b68d
Az Az1 v!|®

|Pv4 CIDR Block . - 0 . /24 v

The CIDR block cannot be modified after the subnet has been created.

1Pv8 CIDR Block Enable (@

Associated Route Table Default (%)

v Advanced Settings
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Parameter Description
Security A security group enhances security by controlling access to
Group TaurusDB from other services. When you select a security

group, you must ensure that it allows the client to access
DB instances.

If no security group is available or has been created,
TaurusDB allocates a security group to your DB instance by
default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP. If the port and protocol
are not enabled for the selected security group, click Add
Inbound Rule as prompted and complete the
configuration in the displayed dialog box.

For details, see Configuring Security Group Rules.

Figure 3-6 Setting an administrator password

Manager

DB Instance Name ()

Administrator Password

d with four digits appended in the format "DB instance name-SN". For example, if the DB instance name is instance, the first instance will be named as instance-0001, the

Confirm Password

Table 3-5 Database configuration

Parameter Description
DB Instance The name must start with a letter and consist of 4 to 64
Name characters. Only letters (case-sensitive), digits, hyphens (-),

and underscores () are allowed.

- If you create multiple instances at a time, a hyphen (-)
followed by a number with four digits will be appended
to the instance name, starting with -0001. For example,
if you enter instance, the first instance will be named
instance-0001, the second instance-0002, and so on.

- The names for instances created in batches must consist
of 4 to 59 characters. Only letters, digits, hyphens (-),
and underscores (_) are allowed.
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Parameter

Description

Administrator
Password

The default administrator account is root.

The administrator password must consist of 8 to 32
characters and contain at least three of the following:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%/"*-_=+?,()&$|.). Enter a strong password
and periodically change it to improve security and defend
against threats such as brute force cracking attempts.

If you select a custom parameter template during instance
creation, the administrator password must comply with the
values of validate_password parameters in the custom
parameter template. Otherwise, the instance creation will
fail.

To check the parameter values, go to the Parameter
Templates page, find the target parameter template and
click its name. In the upper right corner of the page, search
for validate_password.

Keep this password secure. If lost, the system cannot
retrieve it.

After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm
Password

Enter the administrator password again.

Advanced settings and required quantity
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-~ Advanced Settings

Database Proxy (®
Praxy Mode (3)

(@) Read/Write Read-only

Proxy Instance Specifications

2 vCPUs | 4 GB { General-enhanced ) ™

Enterprise Project (3

Parameter Template (%)

Default-TaurusDB V2.0 v

Time Zone

(UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi hd

Table Name (2

Case insensitive

This option cannot be changed later.

Case sensitive

Tag @
TMS's predefined tags are recom
+ Add Tag

Tags you can still add: 20

Required Duration and Quantity
Quantity (@
1

The total ber of DB instances cannot exceed 974

Table 3-6 Advanced settings

(Q | Create Enterprise Project (5

Q

mended for adding the same tag to different cloud resources

Figure 3-7 Advanced settings and required quantity

=

View Parameter Template [

Create predefined tags (5 Q3

Parameter Description

Database
Proxy

NOTE

Splitting.

Enabled by default. After a proxy instance is created, you
can use the proxy address to connect to your DB instance.

- To create a proxy instance when buying a DB instance, submit
a request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.

- You can also create proxy instances after buying a DB instance.
For details, see Creating a Proxy Instance for Read/Write

Proxy Mode

You can select Read/Write or Read-only as needed.

- Read/Write: All write requests are forwarded only to
the primary node, and all read requests are forwarded
to the selected nodes based on the read weights.

- Read-only: Write requests are not forwarded to any
node. The primary node does not process write and
read requests, and all read requests are forwarded to
the selected read replicas based on read weights.
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Step 3 Confirm the settings.

Parameter

Description

Proxy Instance
Specifications

You can select the proxy instance specifications as needed.

Enterprise
Project

Only available for enterprise users. If you want to use this
function, contact customer service.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down
list. The default project is default.

Parameter
Template

Contains engine configuration values that can be applied
to one or more instances.

In the drop-down list, you can select the default parameter
template, the high-performance parameter template, or a
custom parameter template in the current region as
required. For details about the high-performance
parameter template, see Introducing the High-
Performance Parameter Template.

If you use a custom parameter template when creating a
DB instance, the specification-related parameters in the
custom template will not be applied. Instead, the default
values are used. For details, see What Parameters Should
| Pay Attention to When Creating a DB Instance?

After a DB instance is created, you can adjust its
parameters as needed. For details, see Modifying
Parameters of a DB Instance.

Time Zone

You need to select a time zone for your instance based on

the region hosting your instance. The time zone is selected
during instance creation and cannot be changed after the

instance is created.

Table Name

Specifies whether table names are case sensitive. This
option cannot be changed later.

- Case sensitive: Table names are case sensitive.

- Case insensitive: Table names are case insensitive and
are stored in lowercase letters by default.

Tag

Tags a DB instance. This parameter is optional. Adding
tags helps you better identify and manage your DB
instances. Each DB instance can have up to 20 tags.

After a DB instance is created, you can view its tag details
on the Tags tab. For details, see Tag Management.

Quantity

You can buy DB instances in batches. The default value is
1. The value ranges from 1 to 10.
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e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit.

Step 4 Refresh the DB instance list and view the status of the DB instance. If the status
changes from Creating to Available, it has been created successfully. You can
manage the DB instance on the Instances page.

The automated backup policy is enabled by default and cannot be disabled, and a
full backup will be automatically created.

--—-End

Follow-up Operations

After an instance is created, you can enter a description for it. For details, see
Modifying a DB Instance Description.

The default database port is 3306. You can change it after an instance is created.
To ensure data and instance security, you are advised to change the database port
in a timely manner. For details, see Changing a Database Port.

APIs
e Creating a DB Instance
e Querying DB Instances
e Deleting a Pay-per-Use DB Instance

3.2 Buying a Yearly/Monthly DB Instance

Scenarios
This section describes how to create a yearly/monthly DB instance on the
TaurusDB console.
Billing
Yearly/Monthly DB instances are billed based on the purchase period. For billing
details, see Yearly/Monthly Billing.
Prerequisites
e You have created a Huawei ID and enabled Huawei Cloud services.
e You can create an IAM user or user group on the IAM console and grant it
specific operation permissions, to perform refined management on Huawei
Cloud. For details, see Creating a User and Granting TaurusDB Permissions.
e Your account balance is not below zero.
Procedure

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed Custom Config page, configure required information and click
Next.
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e Basic configuration

Figure 3-8 Basic configuration

Basic Configuration
gillng Made ()

Yearly/Monthly Pay-per-use Serverless

Region ()
9 v

Regions are geographic areas isolated from each other. Resources are region-specific and cannot be used across regions through intemal network connections.

Table 3-7 Basic configuration

Parameter | Description

Billing Select Yearly/Monthly.

Mode

Region Region where an instance is deployed.
NOTE

You cannot change the region of an instance once it is purchased.

L4 Resource selection
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Figure 3-9 Resource selection
Resource Selection

DB Engine Version

TaurusDB V2.0

Kernel Wersion

2.0.60.241200 R @

Creation Method

Edition Type (&)

DE Instance Type (3

AZ Type (D

AZ

Storage Type ()

DL6 DLS
Table 3-8 Resource selection

Parameter Description

DB Engine Select TaurusDB V2.0.

Version

Kernel DB kernel version. For details about the updates in each

Version kernel version, see TaurusDB Kernel Version Release

History.
NOTE

To specify the kernel version when buying an instance, submit a
request by choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console.

Creation Select Create new.

Method
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Parameter

Description

DB Instance
Type

Select Cluster or Single.

- Cluster: A cluster instance can contain one primary
node and 1 to 15 read replicas. The primary node
processes read and write requests, and the read replicas
process only read requests. If the primary node becomes
unavailable, TaurusDB automatically fails over to a read
replica. Cluster instances apply to medium- and large-
sized enterprises in the Internet, taxation, banking, and
insurance sectors.

- Single: A single-node instance contains only one
primary node and there are no read replicas. Single-
node instances do not involve data synchronization
between nodes and can easily ensure atomicity,
consistency, isolation, and durability of transactions.
They are only recommended for development and
testing of microsites, and small and medium enterprises,
or for learning about TaurusDB.

AZ Type

An AZ is a physical region where resources have their own
independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

- Single-AZ: The primary node and read replicas are
deployed in the same AZ.

- Multi-AZ: The primary node and read replicas are
deployed in different AZs to achieve higher availability
and reliability. It is suitable for workloads that require
cross-AZ DR or are insensitive to cross-AZ latency.
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Parameter Description

Storage Type |- DL6

The original shared storage. The default storage type of
TaurusDB instances created before July 2024 is shared
storage, while that of TaurusDB instances created in July
2024 and beyond is DL6.

DL6-based instances achieve zero RPO with a 3-AZ
deployment and deliver better performance and higher
peak throughput. They are suitable for core application
systems that are sensitive to performance and have
demanding requirements on storage 1/O during peak
hours, such as those in finance, e-commerce,
government, and gaming.

- DL5
A new type of storage. With Huawei Cloud's hardware
and network infrastructure technologies, DL5-based
instances maintain the same high availability (zero RPO
in the 3-AZ deployment) as DL6-based instances.

Although the peak performance of DL5-based instances
may be a bit less than what you get with DL6-based
instances, the cost per unit of capacity is a lot less. DL5-
based instances are suitable for CPU-intensive sub-core
business systems, or application modules that need to
minimize costs.

For more information about storage types, see Storage
Types.

e Instance options
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Figure 3-10 Specifications and storage

Instance Options

Resource Type

Dedicated

Instance Specfications (7)

General-purpose

Dedicated instances offer premium performance by providing dedicated CPU and memory resources for your services General-purpose: A cost-effective option where CPU and memory resources are shared with other general-purpose DB instances

on the same physical machine.

CPU Architecture ()

m Kunpeng
VCPUs | Memory

(®) 1vCPu 468

2VCPUs | 4GB
2VCPUs | 868
4¥CPUs | 16,68
4YCPUs | 16.GB
3VCPUs| 2GB
8CPUs| 2268
16YCPUs | 64 GB
16VCPUS | 64 GB
32VCPUs | 128 6B

Total Records: 11

Currently selected:  Dedicated | x86 | 1vCPU |4 GB
Nodes

2+

The total number of nodes, including 1 primary node. The remainder will be read replicas. You can create up to 9 read replicas (10 nodes total).

Storage Space ()

10 25600 5119 6780 128000

If your specified storage is used up, you will be billed for any additional storage on a pay-per-use basis.

Backup Space

TaurusDB provides free 10 GB backup storage equal to the amount of your purchased storage space.

Maximum Connections

1000

1500

1500

5099

3000

6000

10099

18099

18000

30000

GB

TaurusDB provides free backup storage equal to the amount of your used storage space. After the free backup space is used up, you will b blled for the additional space on a pay-per-use basis.backup space pricing detalls (73

After a DB Instance is created, an automated backup will be created and remained for seven days by default. You can change its retention period.

T0E ()

TDE can be enabled only during DB instance creation and cannot be disabled later. Cross-region backup is unavailable for DB instances with TDE enabled
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Table 3-9 Specifications and storage

Parameter

Description

Instance
Specifications

TaurusDB is a cloud-native database that uses the shared
storage. To ensure that instances run stably under high
read/write pressure, TaurusDB controls the read/write
peaks of instances based on instance specifications. For
details about how to select instance specifications, see
Performance White Paper.

For more information about instance specifications, see
Instance Specifications.

After a DB instance is created, you can change its vCPUs
and memory.

CPU
Architecture

Select x86 or Kunpeng.

- x86: x86 instances use Intel® Xeon® Scalable processors
and feature robust and stable computing performance.
When working on high-performance networks, the
instances provide the additional performance and
stability that enterprise-class applications demand.

- Kunpeng: Kunpeng instances use Kunpeng 920
processors and 25GE high-speed intelligent NICs for
powerful compute and high-performance networks,
making them an excellent choice for enterprises
needing cost-effective, secure, and reliable cloud
services.

Nodes

This parameter is mandatory for cluster instances.

- By default, each instance can contain one primary node
and multiple read replicas.

- You can create up to 9 read replicas for a yearly/
monthly instance at a time.

- After an instance is created, you can add read replicas
as required. Up to 15 read replicas can be added to an
instance. For details, see Adding Read Replicas to a
DB Instance.

Storage

It contains the system overhead required for inodes,
reserved blocks, and database operations.

Storage space ranges from 40 GB to 128,000 GB and must
be a multiple of 10. After a DB instance is created, you
can change its storage space.
NOTE
If you want to create a DB instance with storage of at least 10
GB, submit a request by choosing Service Tickets > Create

Service Ticket in the upper right corner of the management
console.
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Parameter

Description

Backup Space

TaurusDB provides free backup space equal to the amount
of your used storage. After the free backup space is used
up, you will be billed for the additional space on a pay-
per-use basis.

If you purchase X GB storage billed on a yearly/monthly
basis and Y GB storage billed on a pay-per-use basis, you
will get (X+ ¥) GB backup space for free.

TDE

Transparent Data Encryption (TDE) encrypts data files and
backup files using certificates to implement real-time 1/O
encryption and decryption. This function effectively
protects the security of databases and data files.

After TDE is enabled, you need to select the cryptographic
algorithm AES256 or SM4 as needed.
NOTE

- To use TDE, submit a request by choosing Service Tickets >
Create Service Ticket in the upper right corner of the
management console.

- For details about TDE constraints, see Enabling TDE for a DB
Instance.

Figure 3-11 Network

Network (2

vPC @

default_vpc

v || Q CreateveC B

After the DB instance is created, the VPC cannot be changed.

Subnet

IPvd Address

Automatically-assigned

v || Q] Create Subnet (3

Manually-assigned

f you want to create DB instances in batches, the IP addresses are assigned automatically.Available IP addresses: 236.

An EIP is required if you want to acc

Security Group (%)

default

cess DB instances through a public network. View EIPs.

v || Q View Security Group (3

1 a security group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.

© Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

~ Security Group Rules  Add Inbound Rule (3
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Table 3-10 Network

Parameter Description

VPC A dedicated virtual network where your instance is located.
It isolates networks for different workloads to enhance
security.

TaurusDB allocates a default VPC (default_vpc) for your
instance. You can also use an existing, new, or shared VPC.

After a TaurusDB instance is created, the VPC cannot be
changed.

To use an existing VPC, select an existing VPC under the
current account from the drop-down list.

To use a new VPC, create a VPC first and then select the
VPC from the drop-down list.

For details about how to create a VPC, see Creating a
VPC and Subnet in Virtual Private Cloud User Guide.

To use a shared VPC, select a VPC that another account
shares with the current account from the drop-down
list.

With Resource Access Manager (RAM), you can share
subnets in a VPC with one or more accounts, so you can
easily configure and manage multiple accounts'
resources at low costs.

For more information about VPC subnet sharing, see
VPC Sharing in Virtual Private Cloud User Guide.
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Parameter

Description

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
Subnets take effect only within an AZ. Dynamic Host
Configuration Protocol (DHCP) is enabled by default for
subnets where DB instances are located and cannot be
disabled.

TaurusDB supports both IPv4 and IPv6 networks. Instances
using IPv4 and IPv6 cannot be in the same subnet.

IPv4

A private IPv4 address is automatically assigned when
you create a DB instance. You can also enter an idle
private IPv4 address within the subnet CIDR block. After
the DB instance is created, the private IPv4 address can
be changed.

IPv6

IPv6 addresses are used to deal with IPv4 address
exhaustion. To enable IPv6, submit a request by
choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console. After
IPv6 is enabled, if you want to create an instance using
IPv4, you need to select an IPv4 subnet.

You can create a DB instance that uses a private IPv6
address only when its specifications support IPv6.
Instance specifications supporting IPv6 vary depending
on regions and AZs. Whether instance specifications
support IPv6 is displayed on the console after a region
and an AZ are selected.

IPv6 needs to be enabled for subnets where TaurusDB
instances are located. If IPv6 is not enabled, enable it by
following the instructions provided in Creating a VPC
and Subnet.

Figure 3-12 Enabling IPv6 for a subnet

Subnet Setting

Subnet Name subnet-b68d
Az Az1 v!|®

|Pv4 CIDR Block . - 0 . /24 v

The CIDR block cannot be modified after the subnet has been created.

1Pv8 CIDR Block Enable (@

Associated Route Table Default (%)

v Advanced Settings
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Parameter Description
Security A security group enhances security by controlling access to
Group TaurusDB from other services. When you select a security

group, you must ensure that it allows the client to access
DB instances.

If no security group is available or has been created,
TaurusDB allocates a security group to your DB instance by
default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP. If the port and protocol
are not enabled for the selected security group, click Add
Inbound Rule as prompted and complete the
configuration in the displayed dialog box.

For details, see Configuring Security Group Rules.

Figure 3-13 Setting an administrator password

Manager

DB Instance Name ()

Administrator Password

d with four digits appended in the format "DB instance name-SN". For example, if the DB instance name is instance, the first instance will be named as instance-0001, the

Confirm Password

Table 3-11 Database configuration

Parameter Description
DB Instance The name must start with a letter and consist of 4 to 64
Name characters. Only letters (case-sensitive), digits, hyphens (-),

and underscores () are allowed.

- If you create multiple instances at a time, a hyphen (-)
followed by a number with four digits will be appended
to the instance name, starting with -0001. For example,
if you enter instance, the first instance will be named
instance-0001, the second instance-0002, and so on.

- The names for instances created in batches must consist
of 4 to 59 characters. Only letters, digits, hyphens (-),
and underscores (_) are allowed.
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Parameter

Description

Administrator
Password

The default administrator account is root.

The administrator password must consist of 8 to 32
characters and contain at least three of the following:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%/"*-_=+?,()&$|.). Enter a strong password
and periodically change it to improve security and defend
against threats such as brute force cracking attempts.

If you select a custom parameter template during instance
creation, the administrator password must comply with the
values of validate_password parameters in the custom
parameter template. Otherwise, the instance creation will
fail.

To check the parameter values, go to the Parameter
Templates page, find the target parameter template and
click its name. In the upper right corner of the page, search
for validate_password.

Keep this password secure. If lost, the system cannot
retrieve it.

After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm
Password

Enter the administrator password again.

Advanced settings
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Figure 3-14 Advanced settings

~ Advanced Settings

Database Proxy (%)
O

Proxy Mode (2)

(®) Read/Write Read-only

Proxy Instance Specifications

2 vCPUs | 4 GB ( General-enhanced ) W

Enterprise Project (3)

—Select--

Parameter Template (3

Default-TaurusDB V2.0

Time Zone

e (Y| Create Enterprise Project (5

e Q| View Parameter Template (7

(UTC+08:00) Beijing, Chongging, Hong Kong, Urumagi g

Table Name (&

Case Insensitive

Case sensitive

This option cannot be changed later.

Tag @

TMS's predefined tags are recommended for adding the same tag to different cloud resources. Create predefined tags 0 QQ

+ Add Tag

Tags you can still add: 20

Table 3-12 Database proxy

Parameter

Description

Database
Proxy

Enabled by default. After a proxy instance is created, you
can use the proxy address to connect to your DB instance.

NOTE

- To create a proxy instance when buying a DB instance, submit
a request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.

- You can also create proxy instances after buying a DB instance.
For details, see Creating a Proxy Instance for Read/Write
Splitting.

Proxy Mode

You can select Read/Write or Read-only as needed.

- Read/Write: All write requests are forwarded only to
the primary node, and all read requests are forwarded
to the selected nodes based on the read weights.

- Read-only: Write requests are not forwarded to any
node. The primary node does not process write and
read requests, and all read requests are forwarded to
the selected read replicas based on read weights.
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Parameter

Description

Proxy Instance
Specifications

You can select the proxy instance specifications as needed.

Enterprise
Project

Only available for enterprise users. If you want to use this
function, contact customer service.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down
list. The default project is default.

Parameter
Template

Contains engine configuration values that can be applied
to one or more instances.

In the drop-down list, you can select the default parameter
template, the high-performance parameter template, or a
custom parameter template in the current region as
required. For details about the high-performance
parameter template, see Introducing the High-
Performance Parameter Template.

If you use a custom parameter template when creating a
DB instance, the specification-related parameters in the
custom template will not be applied. Instead, the default
values are used. For details, see What Parameters Should
| Pay Attention to When Creating a DB Instance?

After a DB instance is created, you can adjust its
parameters as needed. For details, see Modifying
Parameters of a DB Instance.

Time Zone

You need to select a time zone for your instance based on

the region hosting your instance. The time zone is selected
during instance creation and cannot be changed after the

instance is created.

Table Name

Specifies whether table names are case sensitive. This
option cannot be changed later.

- Case sensitive: Table names are case sensitive.

- Case insensitive: Table names are case insensitive and
are stored in lowercase letters by default.

Tag

Tags a DB instance. This parameter is optional. Adding
tags helps you better identify and manage your DB
instances. Each DB instance can have up to 20 tags.

After a DB instance is created, you can view its tag details
on the Tags tab. For details, see Tag Management.

Required duration and quantity
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Figure 3-15 Required duration and quantity

Required Duration and Quantity

Required Duration

months 4 months 5 months 6 months 7 months 8 months 9 months ‘ 1 year ‘

Table 3-13 Required duration and quantity

Parameter

Description

Required
Duration

This parameter is available only for yearly/monthly
instances. The system will automatically calculate the fee
based on the selected required duration. The longer the
required duration is, the larger discount you will enjoy.

Auto-renew

- This parameter is available only for yearly/monthly
instances and is not selected by default.

- If you select this parameter, the auto-renew cycle is
determined by the selected required duration.

Quantity

You can create DB instances in batches. The default value is
1. The value ranges from 1 to 10.

Step 3 Confirm your order for yearly/monthly instances.

If you need to modify your settings, click Previous.
If you do not need to modify your settings, click Pay Now.

Yearly/Monthly instances are created only after you complete the payment.

Step 4 Refresh the DB instance list and view the status of the DB instance. If the status
changes from Creating to Available, it has been created successfully. You can

manage the DB instance on the Instances page.

The automated backup policy is enabled by default and cannot be disabled, and a

full backup will be automatically created.

--—-End

Follow-up Operations

After an instance is created, you can enter a description for it. For details, see

Modifying a DB Instance Description.

The default database port is 3306. You can change it after an instance is created.
To ensure data and instance security, you are advised to change the database port
in a timely manner. For details, see Changing a Database Port.
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APIs
e Creating a DB Instance
e Querying DB Instances
e Unsubscribing from a Yearly/Monthly DB Instance

3.3 Buying a Serverless DB Instance

Scenarios
The capacities of serverless DB instances automatically change based on
application requirements.
This section describes how to create a serverless DB instance on the TaurusDB
console.
Constraints
Serverless DB instances are only available in the following regions:
e CN North-Beijing4
e (N East-Shanghai1
e (N South-Guangzhou
e AP-Singapore
e AP-Bangkok
e ME-Riyadh
e (CN-Hong Kong
Billing
For details, see Serverless Billing.
Prerequisites
e You have created a Huawei ID and enabled Huawei Cloud services.
e You can create an IAM user or user group on the IAM console and grant it
specific operation permissions, to perform refined management on Huawei
Cloud. For details, see Creating a User and Granting TaurusDB Permissions.
e Your account balance is not below zero.
Procedure

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed Custom Config page, configure required information and click
Next.

e Basic configuration
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Figure 3-16 Basic configuration

Basic Configuration
Billing Mode ()
Yearly/Monthly Pay-per-use m
Serve atures automatic scal ng based on your app cation's needs. To optimize costs, you are Lﬂ“ for the compute and sto Ae resources actually usea.
Region ()
L} v
iig""ialél:i-"f aphic areas isolated from each other Resources are 'E‘:\:H-*piihi and cannot be used across regions through internal network connections. For low network atency and quick resour
Table 3-14 Basic configuration
Parameter | Description
Billing Select Serverless.
Mode
Region Region where an instance is deployed.
NOTE
You cannot change the region of an instance once it is purchased.

e Resource selection
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Resource Selection

DB Engine Version

Figure 3-17 Resource selection

TaurusDB V2.0

Kernel Version

2.0.60.241200 v | @
Creation Method
DB Instance Type ()
AZ Type (@
Single-A7 Multi-AZ
AL
Table 3-15 Resource selection
Parameter Description
DB Engine Select TaurusDB V2.0.
Version
Kernel DB kernel version. For details about the updates in each
Version kernel version, see TaurusDB Kernel Version Release
History.
NOTE
To specify the kernel version when buying an instance, submit a
request by choosing Service Tickets > Create Service Ticket in
the upper right corner of the management console.
To buy a multi-primary instance, select kernel version
2.0.45.230950 or 2.0.57.240900.
Creation Select Create new.
Method
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Parameter

Description

DB Instance
Type

Only cluster instances are supported.

A cluster instance billed on a serverless basis can contain
one primary node and up to seven read replicas. The
primary node processes read and write requests, and the
read replicas process only read requests. If the primary
node becomes unavailable, TaurusDB automatically fails
over to a read replica. Cluster instances apply to medium-
and large-sized enterprises in the Internet, taxation,
banking, and insurance sectors.

AZ Type

An AZ is a physical region where resources have their own
independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

- Single-AZ: The primary node and read replicas are
deployed in the same AZ.

- Multi-AZ: The primary node and read replicas are
deployed in different AZs to achieve higher availability
and reliability. It is suitable for workloads that require
cross-AZ DR or are insensitive to cross-AZ latency.

Instance options

Figure 3-18 Specifications and storage

Instance Options
Compute Configuration

Compute Range (3

Minimum 2

Nodes

2

Up to two nodes can be created at a time

storage ()

v TCUs Maximum 4 v o[ TCUs

Storage will be scaled up dynamically based on how much data needs to be stored. It is billed hourly on a pay-per-use basis.

Backup Space

TaurusDB provides free backup storage equal to the amount of your purchased storage space.

TaurusDB provides free backup storage

TOE ()

equal to the amount of your used storage space After the free backup Space Is used up, you will be billeg for the adaitional space on 4 pay-per-use basis
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Table 3-16 Specifications and storage

Parameter

Description

Compute
Configuratio
n

Currently, only Custom is supported.

Compute
Range

1 TCU is approximately equal to 1 vCPU and 2 GB of
memory.

Value range: 1 TCU to 32 TCUs

Nodes

Total number of one primary node and read replicas you
created for the instance. You can create up to 8 nodes at a
time.

Storage

It contains the system overhead required for inodes,
reserved blocks, and database operations.

Storage will be scaled up dynamically based on the amount
of data that needs to be stored, and is billed hourly on a
pay-per-use basis.

Backup
Space

TaurusDB provides free backup space equal to the amount
of your used storage. After the free backup space is used up,
you will be billed for the additional space on a pay-per-use
basis.

TDE

Transparent Data Encryption (TDE) encrypts data files and
backup files using certificates to implement real-time |/O
encryption and decryption. This function effectively protects
the security of databases and data files.

After TDE is enabled, you need to select the cryptographic
algorithm AES256 or SM4 as needed.
NOTE

- To use TDE, submit a request by choosing Service Tickets >
Create Service Ticket in the upper right corner of the
management console.

- For details about TDE constraints, see Enabling TDE for a DB
Instance.
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Figure 3-19 Network
Network (@
O]
default_vpc v || Q) CreateveCc B
After the DB instance s created, the VPC cannot be changed.
Subnet
v || Q] Create Subnet (4
IPv4 Address

Automatically-assigned Manually-assigned

f you want to create DB instances in batches, the IP addresses are assigned automatically.Available IP addresses: 236.

An EIP is required if you want to access DB instances through a public network. View EIPs.

Security Group (3
default v || Q) View Security Group (3

1 a security group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.
@ Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

v Security Group Rules  Add Inbound Rule (3

Table 3-17 Network

Parameter Description

VPC A dedicated virtual network where your instance is located.
It isolates networks for different workloads to enhance
security.

TaurusDB allocates a default VPC (default_vpc) for your
instance. You can also use an existing, new, or shared VPC.

After a TaurusDB instance is created, the VPC cannot be
changed.

- To use an existing VPC, select an existing VPC under the
current account from the drop-down list.

- To use a new VPC, create a VPC first and then select the
VPC from the drop-down list.
For details about how to create a VPC, see Creating a
VPC and Subnet in Virtual Private Cloud User Guide.

- To use a shared VPC, select a VPC that another account
shares with the current account from the drop-down
list.

With Resource Access Manager (RAM), you can share
subnets in a VPC with one or more accounts, so you can
easily configure and manage multiple accounts'
resources at low costs.

For more information about VPC subnet sharing, see
VPC Sharing in Virtual Private Cloud User Guide.
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Parameter

Description

Subnet

A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
Subnets take effect only within an AZ. Dynamic Host
Configuration Protocol (DHCP) is enabled by default for
subnets where DB instances are located and cannot be
disabled.

TaurusDB supports both IPv4 and IPv6 networks. Instances
using IPv4 and IPv6 cannot be in the same subnet.

IPv4

A private IPv4 address is automatically assigned when
you create a DB instance. You can also enter an idle
private IPv4 address within the subnet CIDR block. After
the DB instance is created, the private IPv4 address can
be changed.

IPv6

IPv6 addresses are used to deal with IPv4 address
exhaustion. To enable IPv6, submit a request by
choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console. After
IPv6 is enabled, if you want to create an instance using
IPv4, you need to select an IPv4 subnet.

You can create a DB instance that uses a private IPv6
address only when its specifications support IPv6.
Instance specifications supporting IPv6 vary depending
on regions and AZs. Whether instance specifications
support IPv6 is displayed on the console after a region
and an AZ are selected.

IPv6 needs to be enabled for subnets where TaurusDB
instances are located. If IPv6 is not enabled, enable it by
following the instructions provided in Creating a VPC
and Subnet.

Figure 3-20 Enabling IPv6 for a subnet

Subnet Setting

Subnet Name subnet-b68d
Az Az1 v!|®

|Pv4 CIDR Block . - 0 . /24 v

The CIDR block cannot be modified after the subnet has been created.

1Pv8 CIDR Block Enable (@

Associated Route Table Default (%)

v Advanced Settings
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Parameter Description
Security A security group enhances security by controlling access to
Group TaurusDB from other services. When you select a security

group, you must ensure that it allows the client to access
DB instances.

If no security group is available or has been created,
TaurusDB allocates a security group to your DB instance by
default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP. If the port and protocol
are not enabled for the selected security group, click Add
Inbound Rule as prompted and complete the
configuration in the displayed dialog box.

For details, see Configuring Security Group Rules.

Figure 3-21 Setting an administrator password

Manager

DB Instance Name ()

Administrator Password

d with four digits appended in the format "DB instance name-SN". For example, if the DB instance name is instance, the first instance will be named as instance-0001, the

Confirm Password

Table 3-18 Database configuration

Parameter Description
DB Instance The name must start with a letter and consist of 4 to 64
Name characters. Only letters (case-sensitive), digits, hyphens (-),

and underscores () are allowed.

- If you create multiple instances at a time, a hyphen (-)
followed by a number with four digits will be appended
to the instance name, starting with -0001. For example,
if you enter instance, the first instance will be named
instance-0001, the second instance-0002, and so on.

- The names for instances created in batches must consist
of 4 to 59 characters. Only letters, digits, hyphens (-),
and underscores (_) are allowed.
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Parameter

Description

Administrator
Password

The default administrator account is root.

The administrator password must consist of 8 to 32
characters and contain at least three of the following:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%/"*-_=+?,()&$|.). Enter a strong password
and periodically change it to improve security and defend
against threats such as brute force cracking attempts.

If you select a custom parameter template during instance
creation, the administrator password must comply with the
values of validate_password parameters in the custom
parameter template. Otherwise, the instance creation will
fail.

To check the parameter values, go to the Parameter
Templates page, find the target parameter template and
click its name. In the upper right corner of the page, search
for validate_password.

Keep this password secure. If lost, the system cannot
retrieve it.

After a DB instance is created, you can reset this password.
For details, see Resetting the Administrator Password.

Confirm
Password

Enter the administrator password again.

Advanced settings and required quantity
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Figure 3-22 Advanced settings and

-~ Advanced Settings

Database Proxy (®
Praxy Mode (3)

(@) Read/Write Read-only

Proxy Instance Specifications

2 vCPUs | 4 GB { General-enhanced )

Enterprise Project (3

Parameter Template (%)

Default-TaurusDB V2.0

Time Zone

(UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi

Table Name (2

Case insensitive

This option cannot be changed later.

Case sensitive

Tag @
TMS's predefined tags are recom
+ Add Tag

Tags you can still add: 20

Required Duration and Quantity

Quantity (@
1

The total ber of DB instances cannot exceed 974

Table 3-19 Advanced settings

mended for adding the same tag to different cloud resoure

required quantity

~ (Q | Create Enterprise Project (5

View Parameter Template [

ces. Create predefined tags (5 QQ

Parameter Description

Database
Proxy

NOTE

Splitting.

Enabled by default. After a proxy instance is created, you
can use the proxy address to connect to your DB instance.

- To create a proxy instance when buying a DB instance, submit
a request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.

- You can also create proxy instances after buying a DB instance.
For details, see Creating a Proxy Instance for Read/Write

Proxy Mode

You can select Read/Write or Read-only as needed.

- Read/Write: All write requests are forwarded only to
the primary node, and all read requests are forwarded
to the selected nodes based on the read weights.

- Read-only: Write requests are not forwarded to any
node. The primary node does not process write and
read requests,
the selected read replicas based on read weights.

and all read requests are forwarded to

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

51



https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://support.huaweicloud.com/intl/en-us/usermanual-taurusdb/taurusdb_11_0017.html
https://support.huaweicloud.com/intl/en-us/usermanual-taurusdb/taurusdb_11_0017.html

TaurusDB
User Guide

3 Buying a DB Instance

Parameter

Description

Proxy Instance
Specifications

You can select the proxy instance specifications as needed.

Enterprise
Project

Only available for enterprise users. If you want to use this
function, contact customer service.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down
list. The default project is default.

Parameter
Template

Contains engine configuration values that can be applied
to one or more instances.

In the drop-down list, you can select the default parameter
template, the high-performance parameter template, or a
custom parameter template in the current region as
required. For details about the high-performance
parameter template, see Introducing the High-
Performance Parameter Template.

If you use a custom parameter template when creating a
DB instance, the specification-related parameters in the
custom template will not be applied. Instead, the default
values are used. For details, see What Parameters Should
| Pay Attention to When Creating a DB Instance?

After a DB instance is created, you can adjust its
parameters as needed. For details, see Modifying
Parameters of a DB Instance.

Time Zone

You need to select a time zone for your instance based on

the region hosting your instance. The time zone is selected
during instance creation and cannot be changed after the

instance is created.

Table Name

Specifies whether table names are case sensitive. This
option cannot be changed later.

- Case sensitive: Table names are case sensitive.

- Case insensitive: Table names are case insensitive and
are stored in lowercase letters by default.

Tag

Tags a DB instance. This parameter is optional. Adding
tags helps you better identify and manage your DB
instances. Each DB instance can have up to 20 tags.

After a DB instance is created, you can view its tag details
on the Tags tab. For details, see Tag Management.

Quantity

You can buy DB instances in batches. The default value is
1. The value ranges from 1 to 10.

Step 3 Confirm your specifications.
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e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit.

Step 4 Refresh the DB instance list and view the status of the DB instance. If the status
changes from Creating to Available, it has been created successfully. You can
manage the DB instance on the Instances page.

The automated backup policy is enabled by default and cannot be disabled, and a
full backup will be automatically created.

--—-End

Follow-up Operations

After an instance is created, you can enter a description for it. For details, see
Modifying a DB Instance Description.

The default database port is 3306. You can change it after an instance is created.
To ensure data and instance security, you are advised to change the database port
in a timely manner. For details, see Changing a Database Port.

APlIs

e Creating a DB Instance
e Querying DB Instances
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Connecting to a DB Instance

4.1 Connection Methods

You can connect to a TaurusDB instance through Data Admin Service (DAS), a
private network, a public network, or JDBC.

Table 4-1 Connection methods

Conne | Connect | Description Comments
ct ion
Throu | Address
gh
DAS Not DAS enables you to manage e Easy to use,
required | TaurusDB instances from a web- secure, advanced,
based console, simplifying database and intelligent
management and improving e Recommended
efficiency. By default, you have the
remote login permission. It is
recommended that you use DAS to
connect to instances because this
connection method is more secure
and convenient than other methods.
Private | Private A private IP address is provided by e Secure and
netwo | IP default. excellent
rk address | when your applications are performance
deployed on an ECS that is in the e Recommended
same region and VPC as your
TaurusDB instance, you are advised
to connect the ECS to the instance
over a private IP address.
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Conne
ct
Throu

gh

Connect
ion
Address

Description

Comments

Public
netwo
rk

EIP

If you cannot access your TaurusDB
instance over a private IP address,
bind an EIP to the instance and
connect it to the ECS (or a public
network host) over the EIP.

e A relatively lower
level of security
compared with
other connection
methods.

e To achieve a
higher data
transmission rate
and security
level, you are
advised to
migrate your
applications to
an ECS that is in
the same VPC as
your TaurusDB
instance and use
a private IP
address to access
the instance.

JDBC

Private
IP
address
or EIP

JDBC is used to access TaurusDB
instances.

4.2 Connecting to a DB Instance Through DAS
(Recommended)

Data Admin Service (DAS) is a one-stop management platform that allows you to
manage Huawei Cloud databases on a web console. It offers database

development, O&M, and intelligent diagnosis, making it easy to use and maintain
databases.

Prerequisites

Procedure

This section describes how to connect to a DB instance through DAS.

You have purchased a DB instance. If you have not, purchase one by referring to
Buying a DB Instance.

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a DB instance and click Log In in the Operation
column.

Alternatively, on the Instances page, click the instance name. On the displayed
Basic Information page, click Log In in the upper right corner.

mmmmmmmmmmm

mmmmmmmmmmmmm

Step 5 Enter the login username and password and click Test Connection.

Figure 4-1 Login page

Instance Login Information x
DB Instance Mame  Taurusdb-5660 DB Engine Version  TaurusDB
# Login Username root
* Password saranaae w Test Connection -
@ Connection is successiul
Remember Password Your password will be encrypted and stored securely
Description
Show Executed SOL Statements @ (}
7 not enabled, the executed SQL stateme: e viewe e ach SQL statem
Table 4-2 Parameter description
Parameter Description
Login Username | The default administrator is root.
Password Enter the password you specified for the root user during

instance creation. If you forget the password, reset it. For
details, see Resetting the Administrator Password.

Show Executed You are advised to enable Show Executed SQL Statements.
SQL Statements | If enabled, you can view the executed SQL statements under
SQL Operations > SQL History and execute them again
without entering the SQL statements.

Step 6 After the connection test is successful, click Log In. Then you can access and
manage your databases.

--—-End
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Other Methods for Connecting to a DB Instance

Connecting to a DB Instance Through mysql (the MySQL Command-Line
Client)

Connecting to a DB Instance Through MySQL-Front
Connecting to a DB Instance Through JDBC

What Can | Do If the DAS Console Is Not Displayed After | Click Log In in the
Operation Column of an Instance on the Instances Page?

Set your browser to allow pop-ups and try again.

What Should | Do If | Cannot Connect to My DB Instance Due to Insufficient

Permissions?

Error message: You do not have the required permission. The policy does not
allow action das:connections:xxx.

Error cause: Your account does not have the DAS FullAccess permission.

Solution: Add the DAS FullAccess permission by referring to Creating a User
and Granting Permissions.

Error message: You do not have the permission to perform this operation.
Contact your administrator to request the required permission.

Error cause: Your account does not have the DAS FullAccess permission.

Solution: Add the DAS FullAccess permission by referring to Creating a User
and Granting Permissions.

Error message: Your current account only has the read-only permission and
cannot perform this operation. To ensure that you can use DAS smoothly, add
the DAS Administrator permission.

Error cause: Your account does not have the DAS FullAccess permission.

Solution: Add the DAS FullAccess permission by referring to Creating a User
and Granting Permissions.

What Should I Do If | Can't Connect to My TaurusDB Instance?

1.

Error message: Access denied for user 'user_name'@'100.xxx.xx.xx' (using
password: YES).

a. Error cause: The username or password of a TaurusDB database is
incorrect.

Solution: Check whether the username and password are correct. If you
are not sure, log in to the GaussDB console to view the username and
reset the password.

NOTICE

Changing the password may affect services.

If the username and password are correct, log in to the database using a
client or CLI tool and run select * from mysql.user where user =

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 57


https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html
https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html
https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html
https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html
https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html
https://support.huaweicloud.com/intl/en-us/usermanual-das/das_08_0003.html

TaurusDB
User Guide

4 Connecting to a DB Instance

'user_name' to view the account. Make sure that the DAS CIDR block is
within the CIDR block of the user. user_name @ % and user_name
@100.% are two different users whose passwords and permissions are
independent. Make sure to enter the password of user user_name
@100.%.

b. Error cause: The IP address of the DAS server is not in the whitelist of the
login user.

Solution: Log in to the database using the client or CLI tool, and create a

user that can be used to access the database through DAS.
create user 'user_name'@'100.%' identified by 'password’;
grant all privileges on *.* to 'user_name'@'100.%";

L] NOTE
1. Ensure that the IP address of the DAS server is in a CIDR block starting with

100. Add the IP address to the whitelist of the login user.
2. Grant permissions to user user_name@100.% based on service requirements.

Error message: Trying to connect with ssl, but ssl not enabled in the server
Error cause: The SSL function is not enabled on the server.

Solution: Run the following statement to check an SSL user is used. If yes,
enable SSL on the TaurusDB instance details page. The user is an SSL user if
the ssl_type field has a value.

select user, host, ssl_type from mysqgl.user where user = 'user_name';
Error message: Client does not support authentication protocol requested
by server. plugin type was = 'sha256_password'

Error cause: DAS does not allow you to connect to the database whose
password is encrypted with SHA-256.

Solution: Execute the following SQL statements to change the password
encryption method to mysql_native_password.

alter user 'user_name'@'%' identified with mysql_native_password by 'password';

Error message: Communications link failure The last packet sent
successfully to the server was 0 milliseconds ago. The driver has not
received any packets from the server.

Error cause: The network between the DAS server and the instance is
disconnected.

Solution: Contact technical support.

Follow-up Operations

Step 1

After logging in to a TaurusDB instance through DAS, you can manage your
databases.

Create a database.

After logging in to a TaurusDB instance, click Create Database on the home page,
enter database information, and click OK.
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Figure 4-2 Creating a database

Database List

+ Create Database

Database Name Table Quantity Table Size Index Size Character Set Operation

Create Database

# Name & test

Character Set utig

Collation utf8_general_ci

o cancel

Database test is used as an example. After the database is created, you can view
it in the database list.

Figure 4-3 Viewing the created database

Database List

+ Creao Database

Step 2 Create a table.

Locate the database and click Create Table in the Operation column.

Figure 4-4 Creating a table

Character Sa

15/page | Total Records: 1

On the Basic Information tab, set the required parameters.

Figure 4-5 Entering basic table information

««««««

Storage Engine

Click Next and enter column information.
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Figure 4-6 Entering column information
0

\\\\\\\\

Click Create. In the SQL preview window, view the SQL statements for creating a
table and click Execute.

Figure 4-7 Previewing the SQL statements for creating a table

SQL Preview

CREATE TABLE ~test™ . tablel”
Tid™ INT(11) UNSIGNED NOT NULL,
“name” WARCHAR 32 NULL,
PRIMARY KEY (~id”
ENGINE = InnoDBE
DEFAULT CHARACTER SET = utfSmb4
COLLATE = utf8mbd_general_ci;

After the SQL statements are executed successfully, you can view the created table
in the table list.

Figure 4-8 Viewing the created table

vvvvv

Step 3 Create a user and grant all permissions on the database created in Step 1 to the
user.

On the top menu bar, choose Account Management > User Management.
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Figure 4-9 User management

SQL Operations Datal nagement Import and Export Structure Management Data Scheme Background Tasks Account Management
e GaussDB(for MySQL)

Database Management-test

Curtent Database:teSt Change Character Set: utfe Collation: uttg_oeneral ¢ (ClRLLL)

-
ST

Click Create User and enter user information and authorization information.

Figure 4-10 Creating a user

Gioval Permissions Oblect Permissions Role

Figure 4-11 Entering user information and authorization information

v Basic Information

Pemission

SELECTINSERTUPDATE DELETE CREATE DROPREFERENCE . Edi

For example, in the Object Permissions area, all permissions on the table
(table1) in the database (test) are granted to the user (user).

Figure 4-12 Previewing the SQL statements for creating a user

SQL Preview .

S*COMMON SETTINGS*/
CREATE USER 'user'@"®' IDENTIFIED BY '#dk&d!

4 f*COMMON OBJECT SETTINGS*/
5 GRANT SELECT, EXECUTE ON “sys .* TO 'user'@'%';
5 GRANT SELECT ON ~performance_schema .* TO 'user'@'¥';

5 /*COMMON GLOBAL SETTINGS*/
9 GRANT PROCESS ON *.* TO "user'@'%’;

o Cancel

Figure 4-13 Viewing the created user
E=

Step 4 Log in to the database as the created user and write data into the database.
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On the DAS development tool page, add a database login as user user. Click Log
In in the Operation column to log in to the TaurusDB instance.

Figure 4-14 Adding a login as user

Logi

In the row containing the test database, click Query SQL Statements in the
Operation column. The SQL execution window is displayed.

Figure 4-15 Accessing the SQL execution window

Run the following SQL statement in the SQL input box to query data in table1:
SELECT * FROM table1;

Figure 4-16 Viewing table data

Database:

There is no data in table1.

Run the following SQL statements to write several data records to table1:
insert into table1(id, name, age) values(1, 'sam’, 30);

insert into table1(id, name, age) values(2, 'cidy’, 25);

insert into table1(id, name, age) values(3, 'lily', 27);
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Figure 4-17 Writing data to the table

Data has been written into the table.
Run the following SQL statement again to check whether there is data in table1:
SELECT * FROM table1;

Figure 4-18 Verifying the written data

----End

4.3 Connecting to a DB Instance Through mysqgl (the
MySQL Command-Line Client)

4.3.1 Connecting to a DB Instance over a Private Network

If your applications are deployed on an ECS that is in the same region and VPC as
your DB instance, connect the ECS to the DB instance through a private IP address.

This section describes how to connect a Linux ECS to a DB instance with SSL
enabled through a private IP address. SSL encrypts connections to the DB instance,
making data more secure.

Step 1: Buy an ECS

1. Log in to the management console and check whether there is an ECS
available.
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- If there is a Linux ECS, go to 3.

- If there is a Windows ECS, see Connecting to a DB Instance Through
MySQL-Front.

- If no ECS is available, go to 2.

Figure 4-19 ECS

‘‘‘‘‘‘‘‘‘‘‘

2. Buy an ECS and select Linux (for example, CentOS) as its OS.

To download the mysql client to the ECS, bind an EIP to the ECS. The ECS
must be in the same region, VPC, and security group as the DB instance for
mutual communications.

For details about how to purchase a Linux ECS, see Purchasing an ECS in
Elastic Cloud Server Getting Started.

3. On the ECS Information page, view the region and VPC of the ECS.

Figure 4-20 ECS information
ECS Information

Mame ecs-e707 &
Description - &
Region

Specifications
Image

VPC default_vpc

Billing Mode

Last Transaction Order

Created Aug 07, 2024 11:24:24 GMT+08:00
Launched Aug 07, 2024 11:24:32 GMT=08:00
Expires On Sep 07, 2024 23:59:59 GMT=08:00
Upon Expiration Enter grace period (2)

4. On the Basic Information page of the DB instance, view the region and VPC
of the DB instance.

5. Check whether the ECS and DB instance are in the same region and VPC.

- If they are in the same region and VPC, go to Step 2: Test Connectivity
and Install the mysql Client.

- If they are in different regions, buy another instance. The ECS and DB
instance in different regions cannot communicate with each other. To
reduce network latency, deploy your DB instance in the region nearest to
your workloads.
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- If they are in different VPCs, change the VPC of the ECS to that of the DB
instance. For details, see Changing a VPC.

Step 2: Test Connectivity and Install the mysql Client

1.

Log in to the ECS. For details, see Logging In to a Linux ECS Using an SSH
Password in Elastic Cloud Server User Guide.

On the Instances page of the TaurusDB console, click the instance name to
go to the Basic Information page.

In the Network Information area, obtain the private IP address and database
port.

Figure 4-21 Viewing the private IP address and database port

Network Information

On the ECS, check whether the private IP address and database port of the DB
instance can be connected.

telnet 192.168.6.144 3306

- If yes, network connectivity is normal.

- If no, check the security group rules.

®  |f in the security group associated with the ECS, there is no outbound
rule with Destination set to 0.0.0.0/0 and Protocol & Port set to All,
add the private IP address and port of the DB instance to the
outbound rules.

®  |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add the
private IP address and port of the ECS to the inbound rules. For
details, see Configuring Security Group Rules.

Figure 4-22 Security group of a DB instance

Download the mysql client installation package for Linux locally.

Find the corresponding version, for example, mysql-community-
client-8.0.21-1.el6.x86_64.rpm, and download the installation package. You
are advised to use a mysql client running a version later than that of the DB
instance.

Upload the installation package to the ECS.

You can use any terminal connection tool, such as WinSCP and PuTTY, to
upload the installation package to the ECS.

Run the following command on the ECS to install the mysql client:
rpm -ivh --nodeps mysqgl-community-client-8.0.21-1.el6.x86_64.rpm
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/A CAUTION

e If any conflicts occur during the installation, add the replacefiles
parameter to the command and install the client again.
rpm -ivh --replacefiles mysql-community-client-8.0.21-1.el6.x86_64.rpm

e If a message is displayed prompting you to install a dependent package
during the installation, add the nodeps parameter to the command and

install the client again.
rpm -ivh --nodeps mysql-community-client-8.0.21-1.el6.x86_64.rpm

Step 3: Connect to the DB Instance Using Commands (SSL Connection)

1.

On the Instances page of the TaurusDB console, click the instance name to
go to the Basic Information page.

In the Instance Information area, check whether SSL is enabled.
- Ifyes, go to 3.

- If no, click . In the displayed dialog box, click Yes to enable SSL.
Then, go to 3.

Click == under SSL to download Certificate Download.zip, and obtain the
root certificate ca.pem and bundle ca-bundle.pem from the package.
Upload ca.pem to the ECS.

Run the following command on the ECS to connect to the DB instance:
mysql -h host -P port -u userName -p --ssl-ca=caName

Example:
mysql -h 192.168.0.79 -P 3306 -u root -p --ssl-ca=ca.pem

Table 4-3 Parameter description

Parameter Description

host Private IP address of the DB instance.

port Database port of the DB instance. The default value is
3306.

userName Administrator account root.

caName Name of the CA certificate. The certificate should be stored
in the directory where the command is executed.

Enter the password of the database account if the following information is
displayed:
Enter password:

d6-test ~]# mysql -h -P 3386 -u root -p
B
Welcome the MySQL mqnitor. Commands end with ; or \g.
Your MySQL connection id is 108609
Server version: MySQL Community Server - (GPL)

Copyright (c) 2060, 2021, Oracle and/or 1ts affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

' or "\h* for help. Type "\c' to clear the current input statement.
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FAQs

4.3.2 Connecting to a DB Instance over a Public Network

If you cannot access your DB instance through a private IP address, bind an EIP to
the DB instance first and connect the ECS to the DB instance through the EIP.

Step 1: Buy an ECS

Log in to the management console and check whether there is an ECS

available.

What Should | Do If | Can't Connect to My TaurusDB Instance?

This section describes how to connect a Linux ECS to a DB instance with SSL
enabled through an EIP. SSL encrypts connections to the DB instance, making data
more secure.

- If there is a Linux ECS, go to 3.

- If there is a Windows ECS, see Connecting to a DB Instance Through
MySQL-Front.

- If no ECS is available, go to 2.
Buy an ECS and select Linux (for example, CentOS) as its OS.

To download the mysqgl client to the ECS, bind an EIP to the ECS.
For details about how to purchase a Linux ECS, see Purchasing an ECS in

Elastic Cloud Server Getting Started.

On the ECS Information page, view the region and VPC of the ECS.

Figure 4-23 ECS information

ECS Information

Billing Mode

Last Transaction Or

Created
Launched

Expires On

Upon Expiration

der

ecs-e707 &

- &

default_vpc

Aug 07, 2024 11:24:24 GMT=08:00
Aug 07, 2024 11:24:32 GMT=08:00
Sep 07, 2024 23:50:50 GMT=08:00

Enter grace period (3)
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On the Basic Information page of the DB instance, view the region and VPC
of the DB instance.

Figure 4-24 DB instance information

Billing Information

Step 2: Test Connectivity and Install the mysql Client

1.

Log in to the ECS. For details, see Logging In to a Linux ECS Using an SSH
Password in Elastic Cloud Server User Guide.

On the Instances page of the TaurusDB console, click the instance name to
go to the Basic Information page.

In the Network Information area, obtain the EIP and database port.

Figure 4-25 EIP and database port

Network Information

Private IP Acdress

If no EIP has been bound to the DB instance, see Binding or Unbinding an
EIP.

On the ECS, check whether the EIP and database port of the DB instance can
be connected.

telnet £/P 3306
- If yes, network connectivity is normal.

- If no, check the security group rules.

® |f in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add the
EIP and port of the DB instance to the outbound rules.

® |f in the security group of the DB instance, there is no inbound rule
with Source set to 0.0.0.0/0 and Protocol & Port set to All, add the
private IP address and port of the ECS to the inbound rules. For
details, see Configuring Security Group Rules.
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Figure 4-26 Security group of a DB instance

Download the mysql client installation package for Linux locally.

Find the corresponding version, for example, mysgl-community-
client-8.0.21-1.el6.x86_64.rpm, and download the installation package. You
are advised to use a mysql client running a version later than that of the DB
instance.

Upload the installation package to the ECS.

You can use any terminal connection tool, such as WinSCP and PuTTY, to
upload the installation package to the ECS.

Run the following command on the ECS to install the mysql client:
rpm -ivh --nodeps mysqgl-community-client-8.0.21-1.el6.x86_64.rpm

/A\ CAUTION

e If any conflicts occur during the installation, add the replacefiles

parameter to the command and install the client again.
rpm -ivh --replacefiles mysqgl-community-client-8.0.21-1.el6.x86_64.rpm

e |f a message is displayed prompting you to install a dependent package
during the installation, add the nodeps parameter to the command and

install the client again.
rpm -ivh --nodeps mysql-community-client-8.0.21-1.el6.x86_64.rpm

Step 3: Connect to the DB Instance Using Commands (SSL Connection)

1.

On the Instances page of the TaurusDB console, click the instance name to
go to the Basic Information page.

In the Instance Information area, check whether SSL is enabled.
- Ifyes, go to 3.

- If no, click . In the displayed dialog box, click Yes to enable SSL.
Then, go to 3.

Click == under SSL to download Certificate Download.zip, and obtain the
root certificate ca.pem and bundle ca-bundle.pem from the package.

Upload ca.pem to the ECS.

Run the following command on the ECS to connect to the DB instance:
mysql -h host -P port -u userName -p --ssl-ca=caName

Example:
mysql -h 172.16.0.31 -P 3306 -u root -p --ssl-ca=ca.pem
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Table 4-4 Parameter description

Parameter Description

host EIP of the DB instance.

port Database port of the DB instance. The default value is
3306.

userName Administrator account root.

caName Name of the CA certificate. The certificate should be stored
in the directory where the command is executed.

6. Enter the password of the database account if the following information is
displayed:
Enter password:
-P 3306 -u root -p
“ommands end with ; or \g.
09

munity Server - (GPL)

Copyright (c) 2ee@, 2021, Oracle and/or its affiliates.

is a registered trademark of Oracle Corporation and/or its
s. Other names may be trademarks of their respective

‘help;' or '\h* for help. Type "\c¢' to clear the current input statement.

FAQs

What Should | Do If | Can't Connect to My TaurusDB Instance?

4.4 Connecting to a DB Instance Through MySQL-Front

If your DB instance and ECS are not in the same region or VPC, you can connect to
your DB instance using a Windows client through an EIP.

This section describes how to connect to a DB instance using a Windows ECS with
the MySQL-Front client installed through an EIP.

Step 1: Buy an ECS

Step 1 Log in to the management console and check whether there is an ECS available.

e If there is a Linux ECS, see Connecting to a DB Instance Through mysql
(the MySQL Command-Line Client).

e If there is a Windows ECS, go to Step 3.
e If no ECS is available, go to Step 2.

Step 2 Buy an ECS and select Windows as its OS.
To download the mysqgl client to the ECS, bind an EIP to the ECS.

For details about how to purchase a Windows ECS, see Purchasing an ECS in
Elastic Cloud Server Getting Started.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 70


https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0012.html
https://console-intl.huaweicloud.com/ecm/?locale=en-us#/ecs/manager/vmList
https://support.huaweicloud.com/intl/en-us/qs-ecs/en-us_topic_0021831611.html

TaurusDB

User Guide 4 Connecting to a DB Instance
Step 3 On the ECS Information page, view the region and VPC of the ECS.
Figure 4-27 Viewing ECS information
< ecs
Summary Disks Network Interfaces Security Groups EIPs Monitoring Tags
ECS Information
ecs-e02f é
AZ AZ1
General computing | 2 vCPUs | 16 GIiB | m2 large 8
ce| Windows Server 4DGE | Marketplace image
Version: Windows Server 2019 Standard 64bit
Pay-per-use
Jun 08, 2023 10:39:12 GMT+08:00
Jun 08, 2023 10:39:23 GMT+08:00
Time — Modify
Step 4 On the Basic Information page of the DB instance, view the region and VPC of

the DB instance.

Figure 4-28 Viewing the region and VPC of the DB instance

Instance Information

Basic Information

Kernel Version
2045230901

Network Information

Private IP Address Public 1P Address (EP) Private Demain Narm
a

Subnet
defeult_subnet

--—-End

Step 2: Bind an EIP to a DB Instance

Step 1
Step 2

Step 3

You can bind an EIP to a DB instance for public access and unbind it as required.
If an EIP has been bound to the DB instance, skip this step.

Log in to the management console.

Click ¥ in the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.
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Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, click Bind under Public IP Address (EIP).
Step 6 In the displayed dialog box, select an EIP and click OK.

If no EIPs are available, click View EIP to create an EIP on the network console.
After the EIP is created, go back to the Basic Information page and bind the
newly created EIP to the instance.

/A\ CAUTION

You need to configure security group rules and enable specific IP addresses and
ports to access the DB instance. For details, see Configuring Security Group
Rules.

Step 7 In the Network Information area, locate Public IP Address (EIP) and view the
bound EIP.

--—-End

Step 3 Query the EIP of the DB Instance to Be Connected

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, obtain the EIP and database port.

Figure 4-29 Viewing the EIP and database port

Network Informaticn

----End

Step 4: Test Connectivity and Install MySQL-Front

Step 1 Open the cmd window on your local server and check whether the EIP and
database port of the DB instance can be connected.
telnet £/P port

Example:

telnet 192.168.0.16 3306
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(11 NOTE

If the message "command not found" is displayed, install the Telnet tool based on the OS
used by the ECS.

e If yes, network connectivity is normal.

e If no, check the security group rules.

- If in the security group of the ECS, there is no outbound rule with
Destination set to 0.0.0.0/0 and Protocol & Port set to All, add the EIP
and port of the DB instance to the outbound rules.

‘‘‘‘‘‘‘‘

saorus | Fastassrue

(| [posam] @

- If in the security group of the DB instance, there is no inbound rule
allowing the access from the EIP and port of the ECS, add the EIP and
port of the ECS to the inbound rules. For details, see Configuring
Security Group Rules.

Step 2 Open a browser, and download and install the MySQL-Front tool locally (version
5.4 is used as an example).

--—-End

Step 5: Connect to the DB Instance Using MySQL-Front

Step 1 Start MySQL-Front.
Step 2 In the displayed dialog box, click New.

Figure 4-31 Creating a connection

& Open Connection

Accounts
Mame Last Login
=
Mew... Delete Properties...
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Step 3 Enter the information about the DB instance to be connected and click Ok.

Figure 4-32 Adding an account

¥ Add Account

Description

Mame:

Connection

Host:
Port: 3306 :
Connection Type: Built-in W
Login Information
User: root
Password:
Database:
Help Cancel

Table 4-5 Parameter description

Parameter

Description

Name

Database connection task name. If you do not specify this
parameter, it will be the same as that configured for Host by
default.

Host

Private IP address.

Port

Database port. The default value is 3306.

User

Account name of the DB instance. The default value is root.

Password

Password of the account for accessing the DB instance.

Step 4 In the displayed window, select the connection that you created and click Open.
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Figure 4-33 Opening a connection

& Open Connection

Accounts
MName Last Login
1] 222
Mew... Delete Properties...

Step 5 Check whether the DB instance has been connected. If the connection information
is correct, the DB instance has been connected.

Figure 4-34 Login succeeded

{ - MySQL-Front

file Edit Search View Database Exiras Setfings Help

2O +DEX Ba BE %w BE &4

EN & Object Browser 2] =/ 501 Editor
d Name ) It Size Created Extras
0 information schem oo )
3 mysql 1, information schema 97
0, performance scher -
3 mysql 38 4128K8
; :zbench_ | 4 performance schema 14
& Pracesses Jsys 149 16KB utfBmbd, utfBmb4_0900 ai ci
& User 3 sysbench db 20 50MB
(9 Variables System Tools (3)
i Processes
&l User 9
[ Variables 963
-—End

FAQs
What Should | Do If | Can't Connect to My TaurusDB Instance?

4.5 Connecting to a DB Instance Through JDBC

Although the SSL certificate is optional if you choose to connect to a database
through Java database connectivity (JDBC), you are advised to download the SSL
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certificate to encrypt the connections for security purposes. By default, SSL is
enabled for new TaurusDB instances. SSL encrypts connections to instances but
prolongs connection response time and increases CPU usage. Before enabling SSL,
evaluate the impact on service performance. For details about how to enable or
disable SSL, see Configuring SSL.

Prerequisites

Familiarize yourself with:

e Computer basics
e Java programming language
e JDBC knowledge

Connection with the SSL Certificate

The SSL certificate needs to be downloaded and verified for connecting to
databases.

/\ CAUTION

If the ssl_type value of a database user is x509, this method is unavailable.
To check the ssl_type value of the current user, run the following command:

select ssl_type from mysql.user where user = 'xxx';

Step 1 Download the CA certificate or certificate bundle.

1. On the Instances page, click the instance name to go to the Basic
Information page.

2. Click Download under SSL.
Step 2 Use keytool to generate a truststore file using the CA certificate.

keytool installation path ./keytool.exe -importcert -alias MySQLCACert -file ca.pem -keystore truststore_file -
storepass password

Table 4-6 Parameter description

Parameter Description

keytool Bin directory in the JDK or JRE installation path, for

installation path | example, C:\Program Files (x86)\Java\jdk11.0.7\bin.

MySQLCACert Name of the truststore file. Set it to a name specific to the
service for future identification.

ca.pem Name of the CA certificate downloaded and decompressed
in Step 1, for example, ca.pem.

truststore_file Path for storing the truststore file.

password Password of the truststore file.
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Code example (using keytool in the JDK installation path to generate the
truststore file):

Owner: CN=MySQL_Server_8.0.22_Auto_Generated_CA_Certificate
Issuer: CN=MySQL_Server_8.0.22_Auto_Generated_CA_Certificate
Serial number: 1
Valid from: Thu Feb 16 11:42:43 EST 2017 until: Sun Feb 14 11:42:43 EST 2027
Certificate fingerprints:
MD5: 18:87:97:37:EA:CB:0B:5A:24:AB:27:76:45:A4:78:C1
SHAT1: 2B:0D:D9:69:2C:99:BF:1E:2A:25:4E:8D:2D:38:B8:70:66:47:FA:ED
SHA256:C3:29:67:1B:E5:37:06:F7:A9:93:DF:C7:B3:27:5E:09:C7:FD:EE:2D:18:86:F4:9C:40:D8:26:CB:DA:95:
A0:24
Signature algorithm name: SHA256withRSA Subject Public Key Algorithm: 2048-bit RSA key
Version: 1
Trust this certificate? [no]: y
Certificate was added to keystore
Step 3 Connect to your TaurusDB instance through JDBC.

jdbc:mysql://instance_ip.instance_port{database name?
requireSSL=value 1&useSSL=value2&verifyServerCertificate=value3&trustCertificateKeyStoreUrl=file:
truststore_file&trustCertificateKeyStorePassword=password

Table 4-7 Parameter description

Parameter Description

instance_ip IP address of the DB instance.

e If you are accessing the instance through ECS,
instance_ip is the private IP address of the instance. You
can view the private IP address in the Network
Information area on the Basic Information page.

e |f you are accessing the instance through a public
network, instance_ip is the EIP that has been bound to
the instance. You can view the EIP in the Network
Information area on the Basic Information page.

e If you are accessing the instance through a proxy
instance, /nstance_ip is the proxy address. You can view
the proxy address on the Database Proxy page.

instance_port Database port of the DB instance. The default port is 3306.

You can view the database port in the Network
Information area on the Basic Information page.

database_name Database name used for connecting to the instance. The
default value is mysql.

valuel Value of requireSSL, indicating whether the server supports
SSL. It can be either of the following:

e true: The server supports SSL.
e false: The server does not support SSL.

For details about the relationship between requireSSL and
sslmode, see Table 4-8.
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Parameter

Description

value2

Value of useSSL, indicating whether the client uses SSL to
connect to the server. It can be either of the following:

e true: The client uses SSL to connect to the server.

e false: The client does not use SSL to connect to the
server.

For details about the relationship between useSSL and
sslmode, see Table 4-8.

value3

Value of verifyServerCertificate, indicating whether the
client verifies the server certificate. It can be either of the
following:

e true: The client verifies the server certificate.
e false: The client does not verify the server certificate.

For details about the relationship between verifyServerCer-
tificate and sslmode, see Table 4-8.

truststore_file

Path for storing the truststore file configured in Step 2.

password

Password of the truststore file configured in Step 2.

Table 4-8 Relationship between connection parameters and sslmode

useSSL requireSSL verifyServerCer- | sslMode
tificate

false N/A N/A DISABLED

true false false PREFERRED

true true false REQUIRED

true N/A true VERIFY_CA

Code example (Java code for connecting to a TaurusDB instance):

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.ResultSet;
import java.sql.Statement;
import java.sql.SQLException;

public class JDBCTest {

//There will be security risks if the username and password used for authentication are directly written
into code. Store the username and password in ciphertext in the configuration file or environment variables.
//In this example, the username and password are stored in the environment variables. Before running the
code, set environment variables EXAMPLE_USERNAME_ENV and EXAMPLE_PASSWORD_ENV as needed.
static final String USER = System.getenv("EXAMPLE_USERNAME_ENV");
static final String PASS = System.getenv("EXAMPLE_PASSWORD_ENV");

public static void main(String[] args) {
Connection conn = null;
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Statement stmt = null;

String url = "jdbc:mysql://<instance_ip>:<instance_port>/<database_name>?
requireSSL=true&useSSL=true&verifyServerCertificate=true&trustCertificateKeyStoreUrl=file:
<truststore_file>&trustCertificateKeyStorePassword=<password>";

try {
Class.forName("com.mysql.cj.jdbc.Driver");
conn = DriverManager.getConnection(url, USER, PASS);

stmt = conn.createStatement();
String sql = "show status like 'ssl%'";
ResultSet rs = stmt.executeQuery(sql);

int columns = rs.getMetaData().getColumnCount();

for (inti=1;i<=columns; i++) {
System.out.print(rs.getMetaData().getColumnName(i));
System.out.print("\t");

}

while (rs.next()) {
System.out.println();
for (inti=1;i <= columns; i++) {
System.out.print(rs.getObject(i));
System.out.print("\t");
}

rs.close();
stmt.close();
conn.close();

} catch (SQLException se) {
se.printStackTrace();

} catch (Exception e) {
e.printStackTrace();

} finally {
// release resource ....

}

}
}

--—-End

Connection Without the SSL Certificate
(11 NOTE

You do not need to download the SSL certificate because certificate verification on the
server is not required.

Step 1 Connect to your TaurusDB instance through JDBC.

jdbc:mysql://instance_ip:instance_port/ database_name?useSSL=false

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 79



TaurusDB
User Guide

4 Connecting to a DB Instance

Table 4-9 Parameter description

Parameter Description

instance_ip IP address of the DB instance.

e |f you are accessing the instance through ECS,
instance_ip is the private IP address of the instance. You
can view the private IP address in the Network
Information area on the Basic Information page.

e If you are accessing the instance through a public
network, /instance_ip is the EIP that has been bound to
the instance. You can view the EIP in the Network
Information area on the Basic Information page.

You can view the database port in the Network
Information area on the Basic Information page.

instance_port Database port of the DB instance. The default port is 3306.

database _name Database name used for connecting to the instance. The
default value is mysql.

Code example (Java code for connecting to a TaurusDB instance):
import java.sql.Connection;

import java.sql.DriverManager;

import java.sql.ResultSet;

import java.sql.Statement;

public class MyConnTest {
final public static void main(String[] args) {
Connection conn = null;
// set sslmode here.
// no ssl certificate, so do not specify path.
String url = "jdbc:mysql://192.168.0.225:3306/my_db_test?useSSL=false";
try {
Class.forName("com.mysql.jdbc.Driver");

//There will be security risks if the username and password used for authentication are
directly written into code. Store the username and password in ciphertext in the configuration file or
environment variables.

//In this example, the username and password are stored in the environment variables.
Before running the code, set environment variables EXAMPLE_USERNAME_ENV and
EXAMPLE_PASSWORD_ENYV as needed.

conn = DriverManager.getConnection(url, System.getenv("EXAMPLE_USERNAME_ENV"),
System.getenv("EXAMPLE_PASSWORD_ENV"));

System.out.println("Database connected");

Statement stmt = conn.createStatement();
ResultSet rs = stmt.executeQuery("SELECT * FROM mytable WHERE columnfoo = 500");
while (rs.next()) {

System.out.println(rs.getString(1));

rs.close();
stmt.close();
conn.close();

} catch (Exception e) {
e.printStackTrace();
System.out.println("Test failed");

} finally {

// release resource ....

}
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}
}

--—-End

Related Issues
e Symptom

When you use JDK 8.0 or a later version to connect to your TaurusDB instance
with an SSL certificate downloaded, an error similar to the following is
reported:

javax.net.ssl.SSLHandshakeException: No appropriate protocol (protocol is disabled or
cipher suites are inappropriate)

at sun.security.ssl. HandshakeContext.<init>(HandshakeContext.java:171) ~[na:1.8.0_292]

at sun.security.ssl.ClientHandshakeContext.<init>(ClientHandshakeContext.java:98) ~
[na:1.8.0_292]

at sun.security.ssl.TransportContext.kickstart(TransportContext.java:220) ~
[na:1.8.0_292]

at sun.security.ssl.SSLSocketImpl.startHandshake (SSLSocketImpl.java:428) ~
[na:1.8.0_292]

at
com.mysql.cj.protocol.ExportControlled.performTlsHandshake(ExportControlled.java:316) ~
[mysqgl-connector-java-8.0.17.jar:8.0.17]

at
com.mysql.cj.protocol.StandardSocketFactory.performTlsHandshake(StandardSocketFactory.java
:188) ~[mysgl-connector-java8.0.17.jar:8.0.17]

at
com.mysql.cj.protocol.a.NativeSocketConnection.performTlsHandshake (NativeSocketConnection.
java:99) ~[mysql-connector-java8.0.17.jar:8.0.17]

at
com.mysql.cj.protocol.a.NativeProtocol.negotiateSSLConnection(NativeProtocol.java:331) ~
[mysql-connector-java8.0.17.jar:8.0.17]
... 68 common frames omitted

e Solution

Specify the corresponding parameter values in the code link of Step 3 based
on the JAR package used by the client. Example:

- mysqgl-connector-java-5.1.xxjar (For 8.0.18 and earlier versions, use the
enabledTLSProtocols parameter. For details, see Connecting Securely
Using SSL.)
jdbc:mysql://instance_ip:instance_port/ database_name?
requireSSL=true&useSSL=true&verifyServerCertificate=true&trustCertificateKeyStoreUrl=file:
truststore_file&trustCertificateKeyStorePassword=password& enabledTLSProtocols=TLSv1.2

- mysqgl-connector-java-8.0. xxjar (For connection drivers later than 8.0.18,

use the tlsVersions parameter.)
jdbca:mysql://instance_ip.instance_port/database_name?
requireSSL=true&useSSL=true&verifyServerCertificate=true&trustCertificateKeyStoreUrl=file:
truststore_file&trustCertificateKeyStorePassword=password& tlsVersions =TLSv1.2

4.6 Connection Information Management

4.6.1 Configuring Security Group Rules

Scenarios

A security group is a collection of access control rules for ECSs and TaurusDB
instances that are within the same VPC, have the same security requirements, and
are mutually trusted. To ensure database security and reliability, you need to
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configure security group rules to allow only specific IP addresses and ports to
access the TaurusDB instances.

When you attempt to connect to a TaurusDB instance through a private network,
check whether the ECS and TaurusDB instance are in the same security group.

e If they are in the same security group, they can communicate with each other
by default. No security group rule needs to be configured.

e If they are in different security groups, you need to configure security group
rules for the ECS and TaurusDB instance, respectively.

- TaurusDB instance: Configure an inbound rule for the security group
with which the TaurusDB instance is associated.

- ECS: The default security group rule allows all outbound data packets. In
this case, you do not need to configure a security group rule for the ECS.
If not all outbound traffic is allowed in the security group, you may
need to configure an outbound rule for the ECS to allow all outbound
packets.

This section describes how to configure an inbound rule for a TaurusDB instance.

For details about the requirements of security group rules, see Adding a Security
Group Rule in the Virtual Private Cloud User Guide.

Precautions

The default security group rule allows all outbound data packets. This means that

ECSs and TaurusDB instances associated with the same security group can access

each other by default. After a security group is created, you can configure security

group rules to control access to and from TaurusDB instances associated with that
security group.

e By default, you can create up to 500 security group rules.

e Too many security group rules will increase the first packet latency. You are
advised to create up to 50 rules for each security group.

e One instance can be associated with only one security group.

e To access a TaurusDB instance from resources outside the security group, you
need to configure an inbound rule for the security group associated with the
instance.

{1 NOTE

To ensure data and instance security, use permissions properly. You are advised to use the
minimum access permission, change the default database port 3306, and set the accessible
IP address to the remote server's address or the remote server's minimum subnet address to
control the access scope of the remote server.
The default value of Source is 0.0.0.0/0, indicating that all IP addresses can access the
TaurusDB instance as long as they are associated with the same security group as the
instance.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.
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Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 Configure security group rules.

In the Network Information area, click the security group name under Security
Group.

Figure 4-35 Configuring security group rules

Network Information

Private IP Address
g

default subnet

Step 6 On the Inbound Rules tab, click Add Rule. In the displayed dialog box, set
required parameters and click OK.

You can click @' to add more inbound rules.

Figure 4-36 Adding inbound rules

X
Add Inbound Rule  Learn more about security group configuration.
@ Some security group rules will not take effect for ECSs with certain specifications. Learn more
If you select IP address for Source, you can enter multiple IP addresses, separated with commas (.). Each |P address represents a different security group rule.
Security Group  default
import multiple rules
Priority (3 Action (D Type Protocol & Port (9 Source (9 Description Operation
Protocols / TCP (Cus v IP address v
Allow Py w Replicate
Example: 22 or 22,24 or 22-3 00000 X
(® Add Rule
(" cancat ) “
Table 4-10 Inbound rule parameter description
s
Parameter | Description Example Value

Protocol & Network protocol for which the | TCP (Custom ports)
Port security group rule takes effect.

e Currently, the value can be
All, TCP (All ports), TCP
(Custom ports), UDP (All
ports), UDP (Custom ports),
ICMP, GRE, or others.

e All indicates all protocol
ports are supported.
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Parameter | Description Example Value
Port: the port over which the When connecting to the
traffic can reach your DB instance through a private
instance. network, enter the port of the
instance.
e Individual port: Enter a
port, such as 22.
e (Consecutive ports: Enter a
port range, such as 22-30.
e All ports: Leave it empty or
enter 1-65535.
Type Currently, only IPv4 and IPv6 IPv4
are supported.
Source Source of the security group 0.0.0.0/0
rule. The value can be a security
group or an IP address.
XXX XXX XXX.XXX/32 (IPv4 address)
XXX.XXX.XXX.0/24 (subnet)
0.0.0.0/0 (any IP address)
Description | Supplementary information -
about the security group rule.
This parameter is optional.
The description can contain up
to 255 characters and cannot
contain angle brackets (<>).
Operation You can replicate or delete a -
security group rule. However, if
there is only one security group
rule, you cannot delete it.
----End

4.6.2 Binding or Unbinding an EIP

Scenarios

You can bind an EIP to a TaurusDB instance for public access and unbind it as

required.

Precautions

e Binding EIPs to DB instances reduces the security of the DB instances. Exercise
caution when performing this operation. To achieve a higher transmission rate
and security level, you are advised to migrate your applications to the ECS
that is in the same region as the TaurusDB instance.
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e After an EIP billed on a pay-per-use basis is unbound from a TaurusDB
instance, it is still billed. To save money, you can release the EIP or bind it to
another DB instance.

Billing

e Traffic generated by the public network is billed. You can unbind the EIP from

your DB instance when the EIP is no longer used.

Binding an EIP

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, click Bind under Public IP Address (EIP).
Step 6 In the displayed dialog box, select an EIP and click OK.

If no EIPs are available, click View EIP to create an EIP on the network console.
After the EIP is created, go back to the Basic Information page and bind the
newly created EIP to the instance.

Step 7 In the Network Information area, locate Public IP Address (EIP) and view the
bound EIP.

--—-End

Unbinding an EIP

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the DB instance that has an EIP bound.

Step 5 In the Network Information area on the displayed Basic Information page, click
Unbind under Public IP Address (EIP).

Step 6 In the displayed dialog box, click OK.

Step 7 In the Network Information area on the Basic Information page, check the
result.

You can also see the progress and result of unbinding an EIP from a DB instance
on the Task Center page.

To bind an EIP to the DB instance again, see Binding an EIP.

--—-End
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APlIs

e Binding an EIP
e Unbinding an EIP
e Querying an EIP

4.6.3 Changing a Database Port

Constraints

Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

APIs

You can change the database port of a TaurusDB instance.

e The database port of a DB instance with database proxy enabled cannot be
changed.

e If there is an HTAP instance, the database port of the DB instance cannot be
changed.

e The change will be applied to the ports of the primary node and read replicas.

e If you change the database port of a DB instance, the ports of the primary
node and read replicas are changed accordingly and all of them are rebooted.

e |t takes about 1 to 5 minutes to change a database port.

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the Network Information area, click ¢ under Database Port.

The database port of a TaurusDB instance ranges from 1025 to 65534, excluding
5342, 5343, 5344, 5345, 12017, 20000, 20201, 20202, 33060, 33062, and 33071,
which are reserved for system use.

In the displayed dialog box, enter a new database port and click OK.

--—-End

Changing a Database Port

4.6.4 Applying for and Changing a Private Domain Name

You can use a private network domain name to connect to a TaurusDB instance.

After a TaurusDB instance is created, you can apply for and change the private
domain name as needed.
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Constraints
e Domain Name Service (DNS) is deployed.

e Changing the private domain name will interrupt your database connection.
To reconnect to the DB instance, change the connection address of your
applications. The new private domain name is applied to the instance about 5
minutes after the change.

Applying for a Private Domain Name

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, click Apply under Private Domain Name.

Step 6 View the generated private domain name under Private Domain Name.

--—-End

Changing a Private Domain Name

Step 1 On the Instances page, click the instance name to go to the Basic Information
page.

Step 2 In the Network Information area, click Modify under Private Domain Name.

Figure 4-37 Modifying a private domain name

Network Information

Step 3 In the displayed dialog box, enter a new domain name and click OK.
e  Only the prefix of a private domain name can be modified.

e The prefix of a private domain name can contain 8 to 63 characters, and can
include only lowercase letters and digits.

e The new private domain name must be different from existing ones.
Step 4 If you have enabled operation protection, click Send Code in the displayed

Identity Verification dialog box and enter the obtained verification code. Then,
click OK.

Two-factor authentication improves the security of your account and cloud
product. For details about how to enable operation protection, see /dentity and
Access Management User Guide.

--—-End
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4.6.5 Configuring and Changing a Private IP Address

Scenarios
You can change private IP addresses after migrating data from on-premises
databases or other cloud databases to TaurusDB.
Constraints
e  After read/write splitting is enabled, the private IP address cannot be
changed.
e If there is an HTAP instance, the private IP address of the DB instance cannot
be changed.

e  After a private IP address is changed, the domain name needs to be resolved
again. This operation takes several minutes and may interrupt database
connections. You are advised to change a private IP address during off-peak
hours.

Configuring the Private IP Address of a DB Instance

When you buy an instance, select a VPC and subnet on the Buy DB Instance page.
Then, a private IP address will be automatically assigned to your instance. You can
also enter a private IP address.

Procedure

You can change the private IP address of an existing TaurusDB instance.

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, click Modify under Private IP Address.

Step 6 In the displayed dialog box, check the in-use IP addresses.
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Figure 4-38 Changing a private IP address

Change Private IP Address X
Changing the private IP address will interrupt database connections because it takes a few minutes to resolve the
new IP address. Perform this operation during off-peak hours.

New Private IP Address

1
Enter an IP address that is not in use.
In-use IP Address
IP Address Used By

Gateway
Idle
Virtual IP Address
ECS IP Address
ECS IP Address
ECS IP Address
Virtual IP Address
ECS IP Address
ECS IP Address

Total Records: 18 10 v 1 2 >

 ——
\_ Cancel ) “

Step 7 Enter an IP address that is not in use and click OK.

An in-use IP address cannot be used as the new private IP address of the DB
instance.

Step 8 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

--—-End
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Database Usage

5.1 Usage Guidelines

5.1.1 Database Permissions

All DDL operations (such as creating tables and modifying table structures)
are performed by DBAs through DAS only after being reviewed. Services are
launched during off-peak hours.

Permissions must be managed in a fine-grained manner by separating read

permissions from write permissions, and O&M permissions from development
permissions.

DDL operations are recorded in operation logs.

5.1.2 Table Design

All created MySQL tables must use the InnoDB engine.
The decimal type must be DECIMAL. Do not use FLOAT or DOUBLE.

FLOAT and DOUBLE have lower precision than DECIMAL and may cause
rounding errors. If a value to be stored is beyond the range of DECIMAL, split
the value into INTEGER and DECIMAL parts and store them separately.

The following reserved words cannot be used: DESC, RANGE, MATCH, and
DELAYED.

For details about the keywords and reserved words of MySQL Community
Edition 8.0, see Keywords and Reserved Words.

In addition to the keywords and reserved words of MySQL Community Edition
8.0, some other keywords and reserved words are added to TaurusDB. Do not
use these keywords and reserved words when naming objects.

Table 5-1 lists the new keywords and reserved words in TaurusDB.
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Table 5-1 New keywords and reserved words in TaurusDB

Reserved Word

Related Scenario

EXTRA_HEALTH

High availability

PBS Backup and restoration
REDO Primary/standby replication
SLICEID Shared storage

SLOWIO Shared storage
SPACEUSAGE Shared storage
RDS_INSTANT Recycle bin

RECYCLE_BIN Recycle bin

RDS_RECYCLE Recycle bin

RDS_TAC Recycle bin

RDS_GDB_CTRL

RegionlessDB

Every data table must have a primary key, which can be either an ordered and
unique field related to business or an auto-increment field unrelated to
business. The absence of a primary key may cause slow execution of the
primary database and replication latency.

If an auto-increment primary key in MySQL reaches the maximum value of its
data type, new insertions will fail. For details about how to handle this issue,
see What Should | Do If a MySQL Auto-Increment Primary Key Reaches
the Maximum Value?

If a MySQL table contains a foreign key and has a foreign key relationship, the
error message "ERROR 1451 (23000): Cannot delete or update parent row: a
foreign key constraint fails" will be displayed when you attempt to delete the
table. For details about how to handle this issue, see Failed to Delete a Table
with a Foreign Key.

Each table field must have a default value and NOT NULL. If the field is the
numeric type, use 0 as its default value. If the field is the character type (such
as VARCHAR), use an empty string (").

Do not use partitioned tables. If necessary, use multiple independent tables
instead. Partitioned tables have the following disadvantages:

- All partitions will be locked during DDL operations. As a result, operations
on the partitions will be blocked.

- When a partitioned table contains a large amount of data, it is difficult
and risky to perform DDL or other O&M operations on the table.

- Partitioned tables are seldom used, which may cause unknown risks.

- When a single server is poor in performance, splitting a partitioned table
is expensive.

- When all partitions are accessed due to improper operations on a
partitioned table, severe performance problems may occur.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 92


https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0160.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0160.html
https://support.huaweicloud.com/intl/en-us/trouble-taurusdb/taurusdb_trouble_0207.html
https://support.huaweicloud.com/intl/en-us/trouble-taurusdb/taurusdb_trouble_0207.html

TaurusDB
User Guide

5 Database Usage

Each table contains two DATETIME fields: CREATE_TIME and UPDATE_TIME.
(11 NOTE

You can obtain the required data from a data warehouse based on these two fields
without consulting services.

When an exception occurs in the database, you can use the two fields to determine
the time when the data is inserted and updated. In extreme cases, you can determine
whether to restore data based on the fields.

VARCHAR is a variable-length character data type. The length of VARCHAR
cannot exceed 2,048.

If the length of a field exceeds 2,048, define the field type as TEXT or create
an independent table and use a primary key to associate the related tables. In
this way, the index efficiency of other fields is not affected.

The length of a single row in a table cannot exceed 1,024 bytes.
The maximum number of fields in a single table is 50.

If the lengths of all strings are almost the same, use the fixed-length
character strings.

On the premise of ensuring data consistency, cross-table redundant fields are
allowed to avoid join queries and improve query performance.

Redundant fields must comply with the following rules:
-  Fields are not frequently modified.
-  Fields are not large VARCHAR and TEXT.

The data types with proper storage size can save database tablespace and
index storage space while improving the search speed. LONG TEXT and BLOB
are not recommended.

Ensure that all characters are stored and represented in UTF-8 or utf8mb4
encoding. Comments must be provided for tables and fields.
Avoid using large transactions.

For example, if multiple SELECT and UPDATE statements are executed in a
high-frequency transaction, the database concurrency capability is severely
affected because resources such as locks held by the transaction can be
released only when the transaction is rolled back or committed. In this case,
data write consistency must also be considered.

Full-text indexes are not recommended because there are many limitations on
them.

For ultra-large tables, you also need to comply with the following rules:

- Use TINYINT, SMALLINT, and MEDIUM_INT as integer types instead of
INT. If a value is non-negative, add UNSIGNED. Keep the field type as
short as possible while meeting service evolution requirements.

- Configure the VARCHAR length as needed.

Example:
CREATE TABLE T1 (A VARCHAR(255));

After optimization:
CREATE TABLE T1 (A VARCHAR(Length that meets service requirements));

- Use enumerations or integers instead of strings.
- Use TIMESTAMP instead of DATETIME.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 93



TaurusDB
User Guide

5 Database Usage

- Keep the number of fields in a single table below 20.
- Avoid using UNIQUE. Programs can enforce the constraints.
- Store IP addresses as integers.

- Partition fields with strong sequence and add range conditions during
queries to improve efficiency.

- If there is obvious hot data and cold data, place the hot data in a
separate partition.

- Use a proxy instance to connect to a database. In scenarios that do not
require high consistency, distribute read requests to read replicas. If you
have a high volume of queries, adding read replicas can help speed them

up.

5.1.3 Index Design

Use the same field type to prevent implicit conversion from causing invalid
indexes.

Create unique indexes on all minimum sets of fields or combinations of fields
with uniqueness.

Before creating a unique index, consider whether it is helpful for queries.
Useless indexes can be deleted. Evaluate the impact of extra indexes on
INSERT operations. Determine whether to create unique indexes based on the
requirements for the correctness and performance of data with uniqueness.

For example, there is a table containing the fields a, b, ¢, d, e, and f. If the
combination of a and b and the combination of e and f have uniqueness, you
are advised to create unique indexes for the two combinations, respectively.

(11 NOTE

Even if complete verification control is implemented at the application layer, dirty data
is generated as long as there is no unique index according to Murphy's Law.

Create indexes on fixed-length fields (for example, INT). When creating an
index on a VARCHAR field, the index length must be specified. It is not
necessary to create an index on the whole field. The index length is
determined according to the actual text distinction.

/A\ CAUTION

The index length and distinction are a pair of contradictions. Generally, for
string type data, the distinction of an index with a length of 20 bytes will be
higher than 90%. The distinction formula is COUNT(DISTINCT
LEFT(Column_name, Index_length))/COUNT(*). Place the column names with
a high distinction on the left.

If possible, do not use left fuzzy search (for example, SELECT * FROM users
WHERE u_name LIKE ' %hk') or full fuzzy search on the page to avoid
degradation from index scan to full table scan. Solve the problem at the
application layer.

An index file has the leftmost prefix matching feature of B-tree. If the value
on the left is not determined, the index cannot be used.
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Use a covering index to query data and avoid returning to the table. However,
do not add too many fields to the covering index, or the write performance
will be compromised.

Types of indexes that can be created include primary key indexes, unique
indexes, and normal indexes. A covering index indicates that if you execute
EXPLAIN statements, "using index" will be displayed in the Extra column.

Optimize the SQL performance as follows: range (minimum requirement), ref
(basic requirement), and consts (maximum requirement).

When creating a composite index, place the column with the highest
distinction on the left.

Ensure that the number of indexes in a single table is at most 5, or does not
exceed 20% of the number of table fields.

Avoid the following misunderstandings when creating indexes:

- Indexes should be frequently used. An index needs to be created for a
query.

- Indexes should be as few as possible. Indexes consume space and slow
down updates and insertions.

- Unique indexes cannot be used. Unique features must be resolved at the
application layer using the "query first and then insert" method.

Reduce the use of ORDER BY that cannot be used with indexes based on the
actual service requirements. The statements such as ORDER BY, GROUP BY,
and DISTINCT consume many CPU resources.

If a complex SQL statement is involved, use the existing index design and add
EXPLAIN before the SQL statement. EXPLAIN can help you optimize the index
by adding some query restrictions.

Execute new SELECT, UPDATE, or DELETE statements with EXPLAIN to check
the index usage and ensure neither Using filesort nor Using temporary is
displayed in the Extra column. If the number of scanned rows exceeds 1,000,
exercise caution when executing these statements. Analyze slow query logs
and delete unused slow query statements every day. For details about the
parameters of an execution plan, see Table 5-2.
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Table 5-2 EXPLAIN parameters

Parameter

Description

type

Indicates the scan type.

e ALL: full table scan

e index: full index scan

e range: index range scan

e ref: index lookup using a non-unique key

e eq_ref: index lookup using a unique key (primary
key or unique index)

e const: MySQL can locate the unique row of data
when the query uses index lookup using a primary
key or unique index.

e system: The table has only one row.

e NULL: The query can be completed without
accessing the table.

possible_keys

Indicates the indexes from which MySQL can choose to
find the rows in this table. If an index exists on a
column involved in a query, the index is listed but may
not be used by the query.

key

Indicates the key (index) that MySQL actually decided
to use. The key is NULL if no index was chosen. To
force MySQL to use or ignore an index listed in the
possible_keys column, use FORCE INDEX, USE INDEX,
or IGNORE INDEX in your query.

ref

Shows which columns or constants are compared to
the index named in the key column to select rows from
the table.

rows

Indicates the estimated number of rows to be read for
required records based on table statistics and index
selection.
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Parameter Description

Extra e Using temporary: To resolve the query, MySQL
needs to create a temporary table to hold the result.
This typically happens if the query contains GROUP
BY and ORDER BY clauses that list columns
differently.

e Using filesort: MySQL must do an extra pass to find
out how to retrieve rows in sorted order.

e Using index: The column information is retrieved
from the table using only information in the index
tree without having to do an additional seek to read
the actual row. If Using where is displayed at the
same time, it indicates that desired information
needs to be obtained by using the index tree and
reading rows of the table.

e Using where: In WHERE clause, Using where is
displayed when the desire data is obtained without
reading all the data in the table or the desire data
cannot be obtained by only using indexes. Unless
you specifically intend to fetch or examine all rows
from the table, you may have something wrong in
your query if the Extra value is not Using where
and the table join type is ALL or index.

e If a function is used on a WHERE statement, the index becomes invalid.

For example, in WHERE left(name, 5) = 'zhang', the left function invalidates
the index on name.

You can modify the condition on the service side and delete the function.
When the returned result set is small, the service side filters the rows that
meet the condition.

e  For ultra-large tables, you also need to comply with the following rules when
using indexes:

- Create indexes for columns involved in the WHERE and ORDER BY
statements. You can use EXPLAIN to check whether indexes or full table
scans are used.

- Fields with sparse value distribution, such as gender with only two or
three values, cannot be indexed.

- Do not use string fields as primary keys.
- Do not use foreign keys. Programs can enforce the constraints.

- When using multi-column indexes, arrange them in the same order as
the query conditions and remove unnecessary single-column indexes (if
any).

- Before removing an index, conduct a thorough analysis and back up the
data.

- For a table with tens of millions or hundreds of millions of data records,
create indexes efficiently for it by referring to How Do | Write Data to or
Create Indexes for an Ultra-large Table?
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5.1.4 SQL Usage

Database SQL Query

Optimize the ORDER BY ... LIMIT statements by indexes to improve execution
efficiency.

If statements contain ORDER BY, GROUP BY, or DISTINCT, ensure that the
result set filtered by the WHERE condition contains at most 1,000 lines.
Otherwise, the SQL statements are executed slowly.

For ORDER BY, GROUP BY, and DISTINCT statements, use indexes to directly
retrieve sorted data. For example, use key(a,b) in where a=1 order by b.

When using JOIN, use indexes on the same table in the WHERE condition.

Example:
select t1.a, t2.b from t1,t2 where t1.a=t2.a and t1.b=123 and t2.c= 4

If the t1.c and t2.c fields have the same value, only b in the index (b,c) on t1
is used.

If you change t2.c=4 in the WHERE condition to t1.c=4, you can use the
complete index. This may occur during field redundancy design
(denormalization).

If deduplication is not required, use UNION ALL instead of UNION.

As UNION ALL does not deduplicate and sort the data, it runs faster than
UNION. If deduplication is not required, use UNION ALL preferentially.

To implement pagination query in code, specify that if count is set to 0, the
subsequent pagination statements are not executed.

Do not frequently execute COUNT on a table. It takes a long time to perform
COUNT on a table with a large amount of data. Generally, the response speed
is in seconds. If you need to frequently perform the COUNT operation on a
table, introduce a special counting table.

If only one record is returned, use LIMIT 1. If data is correct and the number
of returned records in the result set can be determined, use LIMIT as soon as
possible.

When evaluating the efficiency of DELETE and UPDATE statements, change
the statements to SELECT and then run EXPLAIN. A large number of SELECT
statements will slow down the database, and write operations will lock tables.

TRUNCATE TABLE is faster and uses fewer system and log resources than
DELETE. If the table to be deleted does not have a trigger and the entire table
needs to be deleted, TRUNCATE TABLE is recommended.

- TRUNCATE TABLE does not write deleted data to log files.

- A TRUNCATE TABLE statement has the same function as a DELETE
statement without a WHERE clause.

-  TRUNCATE TABLE statements cannot be written with other DML
statements in the same transaction.

Do not use negative queries to avoid full table scanning. Negative queries
indicate the following negative operators are used: NOT, !=, <>, NOT EXISTS,
NOT IN, and NOT LIKE.

If a negative query is used, the index structure cannot be used for binary
search. Instead, the entire table needs to be scanned.
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Avoid using JOIN to join more than three tables. The data types of the fields
to be joined must be the same.

During multi-table join query, ensure that the associated fields have indexes.
When joining multiple tables, select the table with a smaller result set as the
driving table to join other tables. Pay attention to table indexes and SQL
performance even if two tables are joined.

To query ultra-large tables, you also need to comply with the following rules:
- To locate slow SQL statements, enable slow query logs.

- Do not perform column operations, for example, SELECT id WHERE age
+1=10. Any operation on a column, including database tutorial functions
and calculation expressions, will cause table scans. Move operations to
the right of the equal sign (=) during the query.

- Split larger statements into smaller and simpler statements to reduce
lock time and avoid blocking the entire database.

- Do not use SELECT*.

- Change OR to IN. The efficiency of OR is at the n level, while the
efficiency of IN is at the log(n) level. Try to keep the number of INs
below 200.

- Avoid using stored procedures and triggers in applications.
- Avoid using queries in the %xxx format.
- Avoid using JOIN and try to query a single table whenever possible.

- Use the same type for comparison, for example, '123' to '123"' or 123 to
123.

- Avoid using the != or <> operators in the WHERE clause. Otherwise, the
engine will not use indexes and instead scan the full table.

- For consecutive values, use BETWEEN instead of IN, for example, SELECT
id FROM t WHERE num BETWEEN 1 AND 5;.

SQL Statement Development

Split simple SQL statements.

For example, in the OR condition f_phone='10000' or f_mobile='10000', the
two fields have their own indexes, but only one of them can be used.
You can split the statement into two SQL statements or use UNION ALL.

If possible, perform the complex SQL calculation or service logic at the service
layer.

Use a proper pagination method to improve pagination efficiency. Skipping
paging is not recommended for large pages.

- Negative example: SELECT * FROM table1 ORDER BY ftime DESC LIMIT
10000,10;

It causes a large number of I/O operations because MySQL uses the read-
ahead policy.

- Positive example: SELECT * FROM table1 WHERE ftime < last_time
ORDER BY ftime DESC LIMIT 10;

This pagination method is recommended. The boundary value from the
last record of the previous page is transferred.
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Execute UPDATE statements in transactions based on primary keys or unique
keys. Otherwise, a gap lock is generated and the locked data range is
expanded. As a result, the system performance deteriorates and a deadlock
occurs.

Do not use foreign keys and cascade operations. The problems of foreign keys
can be solved at the application layer.

Example:

If student_id is a primary key in the student table, student_id is a foreign key
in the score table. If student_id is updated in the student table, student_id in
the score table is also updated. This is a cascade update.

- Foreign keys and cascade updates are suitable for single-node clusters
with low concurrency and are not suitable for distributed cluster with
high concurrency.

- Cascade updates may cause strong blocks and foreign keys affect the
INSERT operations.

If possible, do not use IN. If it is required, ensure that the number of set
elements after IN should be at most 500.

To reduce interactions with the database, use batches of SQL statements, for
example, INSERT INTO ... VALUES (*),(*),(*)....(*);. Try to keep the number
of * items below 100.

Do not use stored procedures, which are difficult to debug, extend, and
transplant.

Do not use triggers, event schedulers, or views for service logic. The service
logic must be processed at the service layer to avoid logical dependency on
the database.

Do not use implicit type conversion.
The conversion rules are as follows:

a. If at least one of the two parameters is NULL, the comparison result is
also NULL. However, when <=> is used to compare two NULL values, 1 is
returned.

b. If both parameters are character strings, they are compared as character
strings.

c. If both parameters are integers, they are compared as integers.

d. When one parameter is a hexadecimal value and the other parameter is a
non-digit value, they are compared as binary strings.

e. If one parameter is a TIMESTAMP or DATETIME value and the other
parameter is a CONSTANT value, they are compared as TIMESTAMP
values.

f.  If one parameter is a DECIMAL value and other parameter is a DECIMAL
or INTEGER value, they are compared as DECIMAL values. If the other
argument is a FLOATING POINT value, they are compared as FLOATING
POINT values.

g. In other cases, both parameters are compared as FLOATING POINT
values.

h. If one parameter is a string and the other parameter is an INT value, they
are compared as FLOATING POINT values (by referring to item 7)

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 100



TaurusDB
User Guide

5 Database Usage

For example, the type of f_phone is varchar. If f_phone in (098890) is
used in the WHERE condition, two parameters are compared as
FLOATING POINT values. In this case, the index cannot be used, affecting
database performance.

If f_user_id = '1234567', the number is directly compared as a character
string. For details, see item 2.
If possible, ensure that the number of SQL statements in a transaction should

be as small as possible, no more than 5. Long transactions will lock data for a
long time, generate many caches in MySQL, and occupy many connections.

Do not use NATURAL JOIN.

NATURAL JOIN is used to implicitly join column, which is difficult to
understand and may cause problems. The NATURAL JOIN statement cannot
be transplanted.

For tables with tens of millions or hundreds of millions of data records, you
are advised to use the following methods to improve data write efficiency:

a. Delete unnecessary indexes.

When data is updated, the index data is also updated. For tables with
large amounts of data, avoid creating too many indexes as this can slow
down the update process. Delete unnecessary indexes.

b. Insert multiple data records in batches.

This is because batch insertion only requires a single remote request to
the database.

Example:

insert into tb1 values(1,'value1');
insert into tb2 values(2,'value2');
insert into tb3 values(3,'value3');
After optimization:

insert into tb values(1,'value1'),(2,'value2'),(3,'value3');
¢.  When inserting multiple data records, manually control transactions.

By manually controlling the transaction, multiple execution units can be
merged into a single transaction, avoiding the overhead of multiple
transactions while ensuring data integrity and consistency.

Example:

insert into table1 values(1,'value1'),(2,'value2'),(3,'value3');
insert into table2 values(4,'value1'),(5,'value2'),(6,'value3');
insert into table3 values(7,'value1'),(8,'value2'),(9,'value3');

After optimization:

start transaction;

insert into table1 values(1,'value1'),(2,'value2'),(3,'value3');
insert into table2 values(4,'value1'),(5,'value2'),(6,'value3');
insert into table3 values(7,'value1'),(8,'value2'),(9,'value3');
commit;

/A\ CAUTION

Having too many merged statements can lead to large transactions,
which will lock the table for a long time. Evaluate service needs and
control the number of statements in a transaction accordingly.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 101



TaurusDB
User Guide 5 Database Usage

d. When inserting data with primary keys, try to insert them in a sequential
order of the primary keys. You can use AUTO_INCREMENT.

Inserting data in a random order of the primary keys can cause page
splitting, which can negatively impact performance.

Example:
Inserting data in a random order of primary keys: 6297 2
Inserting data in a sequential order of primary keys: 1246 8

e. Avoid using UUIDs or other natural keys, such as ID card numbers, as
primary keys.

UUIDs generated each time are unordered, and inserting them as primary
keys can cause page splitting, which can negatively impact performance.

f.  Avoid modifying primary keys during service operations.

Modifying primary keys requires modifying the index structure, which can
be costly.

g. Reduce the length of primary keys as much as possible.

h. Do not use foreign keys to maintain foreign key relationships. Use
programs instead.

i. Separate read and write operations. Direct read requests to read replicas
to avoid slow insertion caused by 1/Os.

5.2 Database Management

5.2.1 Creating a Database

Scenarios

After a TaurusDB instance is created, you can create databases on it.

Constraints

e This operation is not allowed when another operation is being performed on
your DB instance.

e After a database is created, the database name cannot be changed.

Creating a Database Through TaurusDB

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Databases.

Step 6 In the displayed dialog box, set the required parameters and click OK.
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Figure 5-1 Creating a database

Create Database

0 You can select up to 50 users at a time.

Database Name

Character Set utfémb4

User Users Not Authorized (0)

Default search by user name:

Username

test

Description

C Authorized Users (1)

Username Permission Host IP Ad... Opera...

Host IP Address (®) Read only
test % x
= Read and wri

I N
C |

Table 5-3 Parameter description

Parameter

Description

Database Name

The database name can consist of 1 to 64 characters.
Only letters, digits, hyphens (-), and underscores (_) are
allowed. The total number of hyphens (-) cannot
exceed 10.

Character Set

Select a character set as required.

User e You can select one or more unauthorized users. If
there are no unauthorized users, you can create one.
e If you require fine-grained permissions control, log in
to the DAS console.
Description The description can consist of up to 512 characters. It

cannot contain carriage returns or any of the following
special characters: I<"=">&

Step 7 After the database is created, authorize or delete it on the Databases page. You
can search for the desired database by character set and database name.

--—-End

Creating a Database Through DAS

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.
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Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, locate an instance and click Log In in the Operation

column.
Step 5 On the displayed DAS login page, enter the username and password and click Log
In.
Step 6 Create a database using either of the following methods:
e On the home page, click Create Database. In the displayed dialog box, set
the database name, character set, and collation, and click OK.
Figure 5-2 Creating a database
X
Create Database
* Name @
Character Set utfé
Collation utfé_general_c
o Cancel
e Choose SQL Operations > SQL Query. In the displayed SQL window, select
the target database and run the following command:
create database <database-name>;
----End
APIs

Creating a Database

Querying Databases

Querying Available Database Character Sets
Modifying Database Remarks

5.2.2 Deleting a Database

Scenarios

Constraints

You can delete databases you have created.

Deleted databases cannot be recovered. Exercise caution when deleting a
database.
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e This operation is not allowed when another operation is being performed on
your DB instance.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Databases.

Step 6 On the displayed page, locate a database and click Delete in the Operation
column.

Step 7 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 8 In the displayed dialog box, enter DELETE as prompted and click OK.

Figure 5-3 Deleting a database

Delete Database

Are you sure you want to delete this database?

Deleting a database may result in lost data. Exercise caution when performing this
operation.

Database Name Character Set

test utfa
To confirm deletion, enter "DELETE" below.

DELETE

s ™
\_Ganeel ) n

Step 9 Check that the database is no longer displayed on the Databases page.

----End

e Deleting a Database

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 105


https://console-intl.huaweicloud.com/?locale=en-us
https://support.huaweicloud.com/intl/en-us/usermanual-iam/iam_07_0002.html
https://support.huaweicloud.com/intl/en-us/usermanual-iam/iam_07_0002.html
https://support.huaweicloud.com/intl/en-us/api-taurusdb/DeleteGaussMySqlDatabase.html

TaurusDB
User Guide 5 Database Usage

e Creating a Database

5.3 Account Management (Non-Administrator)

5.3.1 Creating an Account

Scenarios

When you create a TaurusDB instance, account root is created by default. You can

create other accounts as needed.

You can create an account through TaurusDB or DAS:

e TaurusDB: TaurusDB is easy to use. There are no special commands to
remember.

e DAS: DAS is a powerful platform that offers more flexibility, but you need to
be familiar with the creation commands. The process requires a bit more
expertise.

Account Types
Table 5-4 Account description
Account Type Description
Administrator Only the administrator account root is provided on the
account root instance creation page. For details about the supported
permissions, see Constraints.
NOTE
Running revoke, drop user, or rename user on root may cause
service interruption. Exercise caution when running any of
these statements.
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Account Type

Description

System accounts

To provide O&M services, the system automatically
creates system accounts when you create TaurusDB
instances. These system accounts are unavailable to you.

e rdsAdmin: a management account with superuser
permissions, which is used to query and modify
instance information, rectify faults, migrate data, and
restore data.

e rdsRepl: a replication account, which is used to
synchronize data from the primary node to read
replicas.

e rdsBackup: a backup account, which is used to back
up data in the background.

e rdsMetric: a metric monitoring account, which is used
by watchdog to collect database status data.

e rdsProxy: a database proxy account, which is used for
authentication when the database is connected
through the proxy address. This account is
automatically created when you enable read/write
splitting.

Other accounts

Accounts created through the console or SQL
statements.

After an account is created, you can assign permissions
to it as required. For details, see Changing Permissions
for Accounts.

Constraints

e This operation is not allowed when another operation is being performed on

your DB instance.

e If you delete a database somewhere other than on the TaurusDB console,
permissions granted specifically for the database are not automatically
deleted. They must be deleted manually. This is an open-source MySQL
behavior. For details, sce DROP DATABASE Statement.

Creating an Account Through TaurusDB

Step 1 Log in to the management console.

Step 2 Click D in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Accounts.
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Step 6 On the displayed page, click Create Account.

Step 7 In the displayed dialog box, set the required parameters.

Figure 5-4 Creating an account

Create Account

@ You can select up to 50 databases at a time.

Usemame user [©)
Host IP Address % @

Database Databases Not Authorized (2) I'e] Selected Databases (1)
Default search by database name C Database Name Permission Operation
O Database Name (® Read only

Read and write

test
__recyclebin__

__taurus_sys__

test
Password
Confirm Password

Description @

T o

Table 5-5 Parameter description

Parameter Description

Username The username can consist of 1 to 32 characters. Only
letters, digits, and underscores (_) are allowed.

Host IP Address e To enable all IP addresses to access your DB instance, set
it to %.

e To enable all IP addresses in the subnet 10.10.10.*to
access your DB instance, set it to 10.10.10.%.

e To specify multiple IP addresses, separate them with

commas (,), for example, 192.168.0.%172.16.213.*(no
spaces before or after the comma).

Database You can select one or more unauthorized databases and
authorize their permissions to the account. If there are no
unauthorized databases, you can create ones. You can also
modify the database permissions after the account is
created.

If you require fine-grained permissions control, log in to the
DAS console.
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Parameter Description

Password The password must:
e Consist of 8 to 32 characters.

e Contain at least three types of the following characters:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%$%MN*-_=+?,()&|.).

e Comply with the values of validate_password
parameters.
To check the password-related parameter values, click an
instance name, choose Parameters in the navigation
pane, and search for validate_password in the upper
right corner of the page.

e Be different from the username or the username spelled

backwards.
Confirm The value must be the same as that of Password.
Password
Description The description can consist of up to 512 characters. It

cannot contain carriage returns or any of the following
special characters: <"=">&

Step 8 Click OK.
Step 9 After the account is created, manage it on the Accounts page.

--—-End

Creating an Account Through DAS

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Log In in the Operation
column.

Step 5 On the displayed DAS login page, enter the username and password and click Log
In.
Step 6 Create an account using either of the following methods:

e Choose SQL Operations > SQL Query. In the displayed SQL window, select
the target database and run the following command:
create user username;

e Choose Account Management > User Management and click Create User.
For detailed operations and parameter settings, see Creating a User.

Step 7 After the account is created, manage it on the Accounts page.

--—-End
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APlIs

e Creating a Database Account
e Querying Database Users
e Modifying the Description of a Database User

5.3.2 Resetting the Password of an Account

Scenarios
You can reset passwords for the accounts you have created. To protect your DB
instance against brute force cracking, change your password periodically, such as
every three or six months.
Constraints
e This operation is not allowed when another operation is being performed on
your DB instance.
e After the password is reset, the DB instance will not be rebooted and your
permissions will not be changed.
e You can query password reset records on the CTS console. For details, see
Cloud Trace Service User Guide.
Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Accounts. On the displayed page, locate the target
account and click Reset Password in the Operation column.

Step 6 In the displayed dialog box, enter a new password, confirm it, and click OK.
The password must meet the following requirements:

e |t must consist of 8 to 32 characters.

e |t must contain at least three types of the following characters: uppercase
letters, lowercase letters, digits, and special characters (~!@#$%"*-_=+?,()&].).

e |t must comply with the values of validate_password parameters.

To check the password-related parameter values, click an instance name,
choose Parameters in the navigation pane, and search for validate_password
in the upper right corner of the page.
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Step 7

Step 8

APIs

Figure 5-5 Checking the password-related parameters

Value Alowed Vaues Descrpton

e The password you entered in the Confirm Password text box must be the
same as that you entered in the New Password text box.

e It cannot be the username or the username spelled backwards.

If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

After the password is reset, use the new password to log in to the instance.

--—-End

e Changing the Password of a Database User
e Querying Database Users

5.3.3 Changing Permissions for Accounts

Scenarios

Constraints

Procedure

Step 1
Step 2

Step 3
Step 4
Step 5

You can authorize custom database users to specified databases and revoke
permissions for authorized databases.

e This operation is not allowed when another operation is being performed on
your DB instance.

e Take care when changing account permissions. Inappropriately configured
account permissions can impact the DB instance or workloads.

Log in to the management console.

Click Y in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose Accounts. On the displayed page, locate the target
account and choose More > Change Permission in the Operation column.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 111


https://support.huaweicloud.com/intl/en-us/usermanual-iam/iam_07_0002.html
https://support.huaweicloud.com/intl/en-us/usermanual-iam/iam_07_0002.html
https://support.huaweicloud.com/intl/en-us/api-taurusdb/ResetGaussMySqlDatabasePassword.html
https://support.huaweicloud.com/intl/en-us/api-taurusdb/ListGaussMySqlDatabaseUser.html
https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB
User Guide 5 Database Usage

Step 6 In the displayed dialog box, change account permissions.

Select one or more unauthorized databases and authorize their permissions to the
account. To delete a selected database, locate the database and click x in the
Operation column.

Figure 5-6 Changing permissions

Change Permission

© You can select up to 50 databases at a time.

Database Mot Authorized (0) C Selected Database (8)
Database Name Database Name Permission Operation
db_9cf5_ 0000 _ (® Read only
db_acf5_0000 ) x
Read and write
db_9cfS_0001
) (® Read anly
db_9cfs_0002 db_0cf5_0001 - ) x
Read and write
db_9cfS_0003 l
(®) Read only
. db_ocf5_0002 ) x
db_9cf5_0004 Read and write
db_9cf5_0005 (®) Read anly
db 9cf5 0003 - - x
i Read and write
db_9cf5_0006
. (® Read anly
db_ocfS 0007 db_ocf5_ 0004 - ! x

[ S I S

I N\
[ anceal )
a S Cancel s

Step 7 On the Accounts page, check that the authorized databases and permissions of
the account have been changed.

--—-End

APlIs
e Granting Permissions to a Database User
e Deleting Permissions of a Database User

5.3.4 Deleting an Account

Scenarios

You can delete accounts you have created.

Constraints

e Deleted accounts cannot be restored. Exercise caution when deleting an
account.
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e This operation is not allowed when another operation is being performed on
your DB instance.
Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Accounts.

Step 6 On the displayed page, locate an account and click Delete in the Operation
column.

Step 7 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.
Step 8 In the displayed dialog box, click OK.
Step 9 Check that the account is no longer displayed on the Accounts page.
----End
APIs

Deleting a Database User
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Data Migration

6.1 Data Migration Schemes

You can migrate data from RDS for MySQL, self-managed MySQL, other cloud
MySQL, and self-managed Oracle databases to TaurusDB, or from one TaurusDB
instance to another.

Migration Tools

Table 6-1 Migration tools

Tool Description Billing Reference
DRS Data Replication Service | Pay-per-use What Is DRS?
(recommen | (DRS) provides real-time | £o¢ details. see

ded) data migration and Billing.
synchronization
between databases in
various scenarios. It is
easy to use and can
complete a migration
task in minutes. DRS
facilitates data transfer
between databases,
helping you reduce DBA
labor costs and
hardware costs.

mysqldump | mysgldump is a Free of charge What Is
command-line tool that mysqldump?
comes with MySQL. It is
used to back up and
restore MySQL
databases.
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Tool Description Billing Reference
DAS During data backup or Free of charge What Is DAS?

migration, Data Admin
Service (DAS) can help
you export data to a
local PC or OBS bucket,
and import the data to
the target data table.

Migration Schemes

Table 6-2 Migration schemes

database-level data,
or table-level data

Full and incremental
data migration

Minimal downtime

Applicable to any
data volume

Source Database | Migration Characteristic Operation Guide
Tool
RDS for MySQL DRS e Migration of all data, | From MySQL to

TaurusDB

TaurusDB

mysqldump | e

Full data migration
Long downtime

Applicable to small
amounts of data

Migrating Data
to TaurusDB
Using
mysqldump

DAS °

Full data migration
Long downtime

Applicable to
moderate amounts
of data

Migrating Data
to TaurusDB
Using the Export
and Import
Functions of DAS

e On-premises
MySQL
databases

e ECS-hosted °
MySQL
databases

DRS °

Migration of all data,
database-level data,
or table-level data

Full and incremental
data migration

Minimal downtime

Applicable to any
data volume

From ECS-hosted
MySQL to
TaurusDB
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Source Database | Migration Characteristic Operation Guide
Tool
Other cloud DRS e Migration of all data, | From Other
MySQL databases database-level data, | Cloud MySQL to
or table-level data TaurusDB

e Full and incremental
data migration

e Minimal downtime

e Applicable to any
data volume

6.2 Migrating Data to TaurusDB Using mysqldump

You can use mysqgldump to migrate data to TaurusDB.

Constraints

e Database migration is performed offline. Before the migration, you must stop
any applications using the source database.

e mysqldump must match the DB engine version.

Preparing for the Migration

1. Prepare an ECS in the same VPC and subnet as the TaurusDB instance or bind
an EIP to the TaurusDB instance.

- To connect to an instance through a private network, an ECS has to be
created first.

Purchase an ECS and log in to the ECS.
- To connect to an instance through an EIP, you must:

i. Bind the EIP to the instance. For details, see Binding an EIP.

ii. Ensure that the local device can access the EIP that has been bound
to the instance.

2. Install a MySQL client on the prepared ECS or device that can access the
TaurusDB instance.

- Install the MySQL client by following the instructions provided in How
Can | Install a MySQL Client?

- Ensure that the MySQL client version is the same as or later than that
installed on the TaurusDB instance. The MySQL database or client
provides mysqldump and mysql by default.

Exporting Data

Before migrating data from the source database to the TaurusDB instance, you
need to export data from the source database first.

Step 1 Log in to the prepared ECS or device that can access the TaurusDB instance.
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Step 2

Step 3

Use mysgldump to export metadata into a SQL file.

MySQL databases are required for TaurusDB management. When exporting
metadata, do not specify --all-database, or the databases will be unavailable.

mysqgldump --databases DB_NAME --single-transaction --order-by-primary --hex-blob --no-data --routines

--events --set-gtid-purged=OFF -u DB_USER -p -h DB_ADDRESS -P DB_PORT |sed -e 's/DEFINER[ J*=[ J*[A*]*

\*/\*/' -e 's/DEFINER[ ]*=.*FUNCTION/FUNCTION/' -e 's/DEFINER[ ]*=.*PROCEDURE/PROCEDURE/' -e 's/

DEFINER[ ]*=*TRIGGER/TRIGGER/' -e 's/DEFINER[ ]*=*EVENT/EVENT/' > BACKUP_FILE

e DB NAME indicates the name of the database to be migrated.

e DB USER indicates the database username.

o DB ADDRESS indicates the database address.

e DB PORT indicates the database port.

e  BACKUP_FILE indicates the name of the file to which the data will be
exported.

Enter the database password when prompted.

Example:

mysqldump --databases gaussdb --single-transaction --order-by-primary --hex-blob --no-data --routines --
events --set-gtid-purged=OFF -u root -p -h 192.*** -P 3306 |sed -e 's/DEFINER[ ]*=[ J*[A*]*\*/\*/' -e 's/
DEFINER[ ]*=*FUNCTION/FUNCTION/' -e 's/DEFINER[ ]*=*PROCEDURE/PROCEDURE/' -e 's/

DEFINER[ ]*=*TRIGGER/TRIGGER/' -e 's/DEFINER[ ]*=*EVENT/EVENT/' > dump-defs.sql

Enter password:

After this command is executed, the dump-defs.sql file will be generated.

Use mysgldump to export data into a SQL file.

mysqgldump --databases DB_NAME --single-transaction --hex-blob --set-gtid-purged=OFF --no-create-info --
skip-triggers -u DB_USER -p -h DB_ADDRESS -P DB_PORT -r BACKUP_FILE

For details on the parameters in the preceding command, see Step 2.
Enter the database password when prompted.

Example:

mysqldump --databases gaussdb --single-transaction --hex-blob --set-gtid-purged=OFF --no-create-info --
skip-triggers -u root -p -h 192.*** -P 3306 -r dump-data.sql

After this command is executed, the dump-data.sql file will be generated.

--—-End

Importing Data

You can use a client to connect to the TaurusDB instance through an ECS or device
that can access the TaurusDB instance and then import the exported SQL files into
that instance.

If the source database calls triggers, stored procedures, functions, or events, you
must set log_bin_trust_function_creators to ON for the destination database
before importing data.
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Step 1

Step 2

Step 3

Import metadata into the TaurusDB instance.
mysql -f -h DB_ADDRESS -P DB_PORT -u root -p < BACKUP_DI/R/dump-defs.sql

o DB ADDRESS indicates the IP address of the TaurusDB instance.
e DB PORT indicates the port of the TaurusDB instance.
e  BACKUP DIR indicates the directory where dump-defs.sql will be stored.

Example:

mysql -f -h 172.*** -P 3306 -u root -p < dump-defs.sql
Enter password:

Import data into the TaurusDB instance.

mysql -f -h DB_ADDRESS -P DB_PORT -u root -p < BACKUP_DIR/dump-data.sql

e DB ADDRESS indicates the IP address of the TaurusDB instance.
e DB PORT indicates the port of the TaurusDB instance.

e  BACKUP_DIR indicates the directory where dump-data.sql will be stored.

Example:

mysql -f -h 172.*** -P 3306 -u root -p < dump-data.sql
Enter password:

Use the MySQL tool to connect to the TaurusDB instance and view the results.
show databases;

In this example, the database named my_db has been imported.

| information_schema |
| my_db |

| mysql |

| performance_schema |

4 rows in set (0.00 sec)

--—-End

6.3 Migrating Data to TaurusDB Using the Export and
Import Functions of DAS

Scenarios

Constraints

Data Admin Service (DAS) is a one-stop management platform that allows you to
manage Huawei Cloud databases on a web console. It offers database
development, O&M, and intelligent diagnosis, making it easy to use and maintain
databases.

During data backup or migration, Data Admin Service (DAS) can help you export
data to a local PC or OBS bucket, and import the data to the target data table.
DAS allows you to export an entire database, some data tables, or SQL result sets.

e Only one file that is no larger than 1 GB can be imported at a time.
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e Only data files in .sql, .csv, or xlsx format can be imported.

e If data files are exported as a .zip package, they cannot be directly imported.
You need to extract the files first.

e Binary fields such as BINARY, VARBINARY, TINYBLOB, BLOB, MEDIUMBLOB,
and LONGBLOB cannot be imported.

e Data cannot be exported from or imported to cross-region OBS buckets.

Exporting an Entire Database

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Log In in the Operation
column.

Step 5 On the displayed DAS login page, enter the username and password and click Log
In.

Step 6 On the top menu bar, choose Import and Export > Export.
Step 7 Export an entire database.
Method 1: Use the quick export function.

1. Click Quick Export and select the database to be exported.
w Create Task

test
Task ID Task Type

2. In the displayed dialog box, select a storage path and click OK.
(11 NOTE

- DAS does not store any data. The exported data files are stored in the OBS bucket
that you have created.

- Creating an OBS bucket is free, but you will be billed for storing data in the bucket.

Quick Export

The quick export function can axpor a masimurm of 200,000 rows in a table. To export more data, use the export database

'.i

Creating an OBS bucket is free of charge, but storing files in it will incur fee

Method 2: Create an export task.
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1. Click Create Task > Export Database.
2. In the displayed dialog box, configure task information.

Export Database

Basic Information

Advanced Settings v

Others to Export || Procdure
Extended
Options
Data Options
format

Exportthe BINARY and VARBINARY dsta

Generate a TRUNCATE TABLE statement

Event Function Trigger

No need to select tables when exporting the whole database

before the INSERT statement.
Exportthe TINYBLOB, BLOB, MEDIUMBLOB, and LONGBLOB data in hexadecimal

adecimal format.

Export the TINYTEXT, TEXT, MEDIUMTEXT, and LONGTEXT data

Table 6-3 Parameter description

Categor | Paramete | Description

y r

Basic Database | Select the database to be exported and select

Informat Export all tables.

1on - You can also select Export from standby
database as required. If this option is selected,
DAS connects to your standby database to export
data. This prevents the primary database from
being affected by data export. However, if the
standby database has a high replication delay,
the exported data may not be the latest.

- Databases are classified into user databases and
system databases. System databases cannot be
exported. If system database data is required,
deploy system database services in a user
database, so that you can export the system
database data from the user database.

Allowed Select the maximum number of rows in a single
Rows table.

File Type | Select SQL, CSV, or EXCEL.

Object to | Select Data, Structure, or Data and structure.
Export

Charset Select UTF8 or GBK.

Storage Select an OBS bucket for storing data files.
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Categor | Paramete | Description
y r
Options - Combine INSERT statements.
If you select this option, INSERT statements will
be combined into files, with each file no greater
than 5 MB.
- Generate a file for each table.
If you do not select this option, all data files will
be exported as a .zip package, which cannot be
directly imported. You need to extract the
package first.
If you select this option, the data file (in .sql, .csv,
or .xlsx format) of each table will be exported
and can be directly imported again.
Remarks | -

Advance | You can configure advanced options as required.

d

Settings

3. Click OK.
----End

Exporting Some Data Tables

Step 1 Log in to the management console.

Step 2 Click

in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Log In in the Operation
column.

Step 5 On the displayed DAS login page, enter the username and password and click Log

In.

Step 6 On the top menu bar, choose Import and Export > Export.

Step 7 Click Create Task > Export Database.

Step 8 In the displayed dialog box, configure task information.
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| Export Database

Basic Information

Advanced Settings v

Column WHERE Clause

Table 6-4 Parameter description

Categor | Paramete | Description
y r
Basic Database | Select the database to be exported and select the
Informati tables to be exported in the Tables area on the right.
on You can also select Export from standby database as
required. If this option is selected, DAS connects to your
standby database to export data. This prevents the
primary database from being affected by data export.
However, if the standby database has a high replication
delay, the exported data may not be the latest.
Allowed Select the maximum number of rows in a single table.
Rows
File Type Select SQL, CSV, or EXCEL.
Object to Select Data, Structure, or Data and structure.
Export
Charset Select UTF8 or GBK.
Storage Select an OBS bucket for storing data files.
Options e Combine INSERT statements.

If you select this option, INSERT statements will be
combined into files, with each file no greater than 5
MB.

e Generate a file for each table.
If you do not select this option, all data files will be
exported as a .zip package, which cannot be directly
imported. You need to extract the package first.

If you select this option, the data file (in .sql, .csv,
or .xlsx format) of each table will be exported and
can be directly imported again.
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Categor | Paramete | Description
y r

Remarks -

Advance | You can configure advanced options as required.
d
Settings

Step 9 Click OK.
----End

Exporting SQL Result Sets

Step 1 Log in to the management console.

Step 2 Click D in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Log In in the Operation
column.

Step 5 On the displayed DAS login page, enter the username and password and click Log
In.

Step 6 On the top menu bar, choose Import and Export > Export.
Step 7 Click Create Task > Export SQL Result.

Step 8 In the displayed dialog box, configure task information.
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Export SQL Result

Basic Information

Database
Allowed Rows
File Type
Charset

storage (2

Options

SQL to Execute

Remarks

10,000

SQl-Insert

Export from standby database @

csv EXCEL

No OBS bucket? Create Bucket

Creating an OBS bucket is free of charge, but storing files in it will incur fees.

Combine INSERT statements. (Combine INSERT statements into files, with each file smaller than 5 MB

Generate one file for each result

SELECT * FROM

Advanced Settings »

Cancel

Table 6-5 Parameter description

Categor | Paramete | Description
y r
Basic Database | Select the database to be exported.
Informati You can also select Export from standby database as
on required. If this option is selected, DAS connects to your
standby database to export data. This prevents the
primary database from being affected by data export.
However, if the standby database has a high replication
delay, the exported data may not be the latest.
Allowed Select the maximum number of rows in a single table.
Rows
File Type Select SQL-Insert, CSV, or EXCEL.
Charset Select UTF8 or GBK.
Storage Select an OBS bucket for storing data files.
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Categor | Paramete | Description
y r

Options e Combine INSERT statements.

If you select this option, INSERT statements will be
combined into files, with each file no greater than 5
MB.

e Generate one file for each result.
If you do not select this option, all data files will be
exported as a .zip package, which cannot be directly
imported. You need to extract the package first.
If you select this option, the data file (in .sql, .csv,
or xlsx format) of each result set will be exported
and can be directly imported again.

SQL to Enter a SQL statement.

Execute To export multiple SQL result sets at a time, enter
multiple SQL statements, with each on a separate line
and ending with a semicolon (;). After the export task
is complete, SQL files are generated. One SQL
statement corresponds to one file.

Remarks -

Advance | You can configure advanced options as required.
d
Settings

Step 9 Click OK.

--—-End

Importing Data

Step 1 Log in to the management console.

Step 2 Click

in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Log In in the Operation

column.

Step 5 On the displayed DAS login page, enter the username and password and click Log

In.

Step 6 On the top menu bar, choose Import and Export > Import.

Step 7 Click Create Task.

Step 8 In the displayed dialog box, configure task information.
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Create Task

Import Type
File Souce
Select File @
Database
Charset

Options

Remarks

Upload file Choose from OBS

gnore errors, that is, skip the step where the SQL statement fails to be executed

Cancel

Table 6-6 Parameter description

Parameter

Description

Import Type

Set this parameter based on the type of an exported file.
Currently, only SQL and CVS files are supported.

File Source

Import a file from your local PC or an OBS bucket.

e Upload file
If you select Upload file for File Source, you need to set
Attachment Storage and upload the required file.

To keep your data secure, provide your own OBS bucket to
store the attachments you upload. In this way, DAS
automatically connects to your OBS bucket for in-memory
reading.

Creating an OBS bucket is free, but you will be billed for
storing data in the bucket.

e Choose from OBS
If you select Choose from OBS for File Source, you need to
select a file from the bucket.

The file uploaded from an OBS bucket will not be deleted
upon an import success.

Database

Select the destination database.

Charset

Select UTF8, GBK, or Auto Detect.
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Parameter

Description

Options

e Ignore errors, skip the step when the SQL statement fails
to be executed.
If you select this option, the system will skip any errors
detected when SQL statements are being executed.

e Delete the uploaded file upon an import success.
If you select this option, the file you uploaded will be
automatically deleted from the OBS bucket after being
imported to the destination database. This option is only
available to the files uploaded from your local PC.

Remarks

Step 9 Click Create.

Step 10 In the displayed dialog box, confirm the information and click OK.

An import task will be created for you. The import task may overwrite your
original data. Please confirm and click OK to continue.

Target database: test

Step 11 After the data is imported successfully, log in to the destination database to query
the imported data.

--—-End

6.4 Migrating Data to TaurusDB Enterprise Edition

(OBT)

You can migrate data from RDS for MySQL and TaurusDB Standard Edition
instances to TaurusDB Enterprise Edition instances.

Constraints

e To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

e To use this function, you must have the DRS Administrator privilege of DRS
and the GaussDB FullAccess privilege of TaurusDB.

e Data can only be migrated to pay-per-use TaurusDB Enterprise Edition

instances.

e This function only supports the migration from RDS for MySQL and TaurusDB
Standard Edition to TaurusDB Enterprise Edition.

e The system will only switch your application's connection address from the
RDS for MySQL primary node to the TaurusDB primary node.
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e This function is not available to RDS for MySQL instances with an EIP bound,
with database proxy enabled, or with TDE enabled.

Step 1: Create a Migration Task

1. Go to the Buy DB Instance page.

2. On the displayed Custom Config page, configure required information and
click Next.

- Basic configuration

Figure 6-1 Basic configuration

Basic Configuration
Biling Mode (%)
Yearly/Monthly Serverless
Region ()
9 v
Regons are geographc areas fsolated from each other. Resources are region-specific and cannot be used across regions through intemal network connections.

Table 6-7 Basic configuration

Parameter Description

Billing Mode | Select Pay-per-use.

Region Region where an instance is deployed.

NOTE
You cannot change the region of an instance once it is
purchased.

- Resource selection
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Figure 6-2 Resource selection

Resource Selection

DB Engine Version

Kernel Version

2063250300

To create mu t-|2' mary Instances, select kemet versl

Creation Method

TaurusDB V2.0

ersion 2.0.63.250300,2.0.60.241202,2.0.60.241201,2.0.60.241200,2.0.57.240922,2.0.57.240920,2.0.57.240905,2.0.57.240900.

Create new Migrate from RDS

Source Instance Information
Select
Edition Type ()

D8 Instance Type (@

Cluster

Single-AZ Multi-AZ
- -

Storage Type (@

&=

AZType @
azl an

DL6 DL5

Table 6-8 Resource selection

Parameter Description
DB Engine Select TaurusDB V2.0.
Version
Kernel DB kernel version. For details about the updates in each
Version kernel version, see TaurusDB Kernel Version Release
History.
NOTE
To specify the kernel version when buying an instance, submit
a request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.
Creation Select Migrate from RDS.
Method
Source Select an RDS for MySQL instance or TaurusDB
Instance Standard Edition instance from the drop-down list.
Information
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Parameter

Description

DB Instance
Type

Only cluster instances are supported.

A cluster instance can contain one primary node and 1
to 15 read replicas. The primary node processes read
and write requests, and the read replicas process only
read requests. If the primary node becomes unavailable,
TaurusDB automatically fails over to a read replica.
Cluster instances apply to medium- and large-sized
enterprises in the Internet, taxation, banking, and
insurance sectors.

AZ Type

An AZ is a physical region where resources have their
own independent power supply and networks. AZs are
physically isolated but interconnected through an
internal network. Some regions support both single-AZ
and multi-AZ deployment and some only support
single-AZ deployment.

e Single-AZ: The primary node and read replicas are
deployed in the same AZ.

e Multi-AZ: The primary node and read replicas are
deployed in different AZs to achieve higher
availability and reliability. It is suitable for workloads
that require cross-AZ DR or are insensitive to cross-
AZ latency.
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Parameter

Description

Storage Type

e DL6
The original shared storage. The default storage type
of TaurusDB instances created before July 2024 is
shared storage, while that of TaurusDB instances
created in July 2024 and beyond is DL6.

DL6-based instances achieve zero RPO with a 3-AZ
deployment and deliver better performance and
higher peak throughput. They are suitable for core
application systems that are sensitive to
performance and have demanding requirements on
storage 1/O during peak hours, such as those in
finance, e-commerce, government, and gaming.

e DL5
A new type of storage. With Huawei Cloud's
hardware and network infrastructure technologies,
DL5-based instances maintain the same high
availability (zero RPO in the 3-AZ deployment) as
DL6-based instances.

Although the peak performance of DL5-based
instances may be a bit less than what you get with
DL6-based instances, the cost per unit of capacity is
a lot less. DL5-based instances are suitable for CPU-
intensive sub-core business systems, or application
modules that need to minimize costs.

For more information about storage types, see Storage
Types.

Instance options
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Figure 6-3 Specifications and storage

Instance Options

Resaurce Type

Instance Specifications @

Dedicated General-purpose

Dedicated instances offer premium performance by providing dedicated CPU and memary resources for your services General-purpose: A cost-effective option where CPU and memry resources are shared with other general-purpos

nstances on the same physical machine

CPU Architecture ()

VCPUs | Memory
(§) 2vcPUs |38

41CPUs |16 6B

BYCPUs |2 68

16 VCPUS| 6468
16VCRUs| 128 GB

2 CRUs| 128 6B
48CRUs| 192 GB

60 vCRUs | 256 GB
4YCPUs |32 6B (Sold Out)

22VCPUs| 256 GB (S0d Oul

Total Records: 12

Currently selected:  Dedicated | x86| 2 vCPUs | 8 GB

Nodes

2

Maximum Connections

2500

5000

10000

18000

18000

30000

45000

60000

10000

30000

The total number of nodes, including 1 primary node. The remainder will be read replcas. You can areate up to 9 read replicas (10 nodes total)

Storage ()

Storage will be scaled up dynamically based on how much data needs to be stored. It s biled hourly on a pay-per-use basis.

Backup Space

TaurusDB provides free backup storage equal to the amount of your purchased storage space.

TaurusDB provides free backup stora

Table 6-9 Specifications and storage

qual to the amount of your us

e space. After the free backup space is used up, you will be billed for the additional space on a pay-pe

3is backup space pricing detals [

Parameter

Description

Resource Type

Select Shared.
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Parameter

Description

Instance
Specifications

TaurusDB is a cloud-native database that uses the
shared storage. To ensure that instances run stably
under high read/write pressure, TaurusDB controls the
read/write peaks of instances based on instance
specifications. For details about how to select instance
specifications, see Performance White Paper.

For more information about instance specifications,
see Instance Specifications.

CPU
Architecture

Select x86 or Kunpeng.

e x86: x86 instances use Intel® Xeon® Scalable
processors and feature robust and stable computing
performance. When working on high-performance
networks, the instances provide the additional
performance and stability that enterprise-class
applications demand.

e Kunpeng: Kunpeng instances use Kunpeng 920
processors and 25GE high-speed intelligent NICs for
powerful compute and high-performance networks,
making them an excellent choice for enterprises
needing cost-effective, secure, and reliable cloud
services.

Nodes

This parameter is mandatory for cluster instances.

e By default, each instance can contain one primary
node and multiple read replicas.

e You can create up to 9 read replicas for a pay-per-
use instance at a time.

e After an instance is created, you can add read
replicas as required. Up to 15 read replicas can be
added to an instance. For details, see Adding Read
Replicas to a DB Instance.

Storage

It contains the system overhead required for inodes,
reserved blocks, and database operations.

Storage of a pay-per-use instance will be scaled up
dynamically based on the amount of data that needs
to be stored, and is billed hourly on a pay-per-use
basis.

Backup Space

TaurusDB provides free backup space equal to the
amount of your used storage. After the free backup
space is used up, you will be billed for the additional
space on a pay-per-use basis.
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Figure 6-4 Setting instance information

Manager

DB Instance Name (2)

Source Instance Administrator Password

[ 3

Table 6-10 Instance information

Parameter Description

DB Instance Enter the TaurusDB instance name at the destination.

Name The name must start with a letter and consist of 4 to
64 characters. Only letters, digits, hyphens (-), and
underscores (_) are allowed.

e If you create multiple instances at a time, a hyphen
(-) followed by a number with four digits will be
appended to the instance name, starting with -0001.
For example, if you enter instance, the first instance
will be named instance-0001, the second
instance-0002, and so on.

e The names for instances created in batches must
consist of 4 to 59 characters. Only letters, digits,
hyphens (-), and underscores (_) are allowed.

Source Enter the administrator password of the source
Instance instance.

Administrato | after entering the password, click Test Connection to
r Password verify the password.

- Advanced settings

Figure 6-5 Advanced settings
-~ Advanced Settings
Enterprise Project (3
--Select-- v (3 | Create Enterprise Project (4
Parameter Template (@
Default-TaurusDB V2.0 e (23| View Parameter Template (4
Time Zone
(UTC+08:00) Beijing, Chongging, Hong Kong, Urumgi hdt
Tag @
TMS's predefined tags are recommended for adding the same tag to different cloud resources. Create predefined tags (2 Q

+ Add Tag

Tags you can still add: 20

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 134



TaurusDB
User Guide 6 Data Migration

Table 6-11 Advanced settings

Parameter Description
Enterprise Only available for enterprise users. If you want to use
Project this function, contact customer service.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-
project basis.

You can select an enterprise project from the drop-
down list. The default project is default.

Parameter Contains engine configuration values that can be
Template applied to one or more instances.

In the drop-down list, you can select the default
parameter template, the high-performance parameter
template, or a custom parameter template in the
current region as required. For details about the high-
performance parameter template, see Introducing the
High-Performance Parameter Template.

If you use a custom parameter template when creating
a DB instance, the specification-related parameters in
the custom template will not be applied. Instead, the
default values are used. For details, see What
Parameters Should | Pay Attention to When
Creating a DB Instance?

After a DB instance is created, you can adjust its
parameters as needed. For details, see Modifying
Parameters of a DB Instance.

Time Zone You need to select a time zone for your instance based
on the region hosting your instance. The time zone is
selected during instance creation and cannot be
changed after the instance is created.

Tag Tags a DB instance. This parameter is optional. Adding
tags helps you better identify and manage your DB
instances. Each DB instance can have up to 20 tags.

After a DB instance is created, you can view its tag
details on the Tags tab. For details, see Tag
Management.

3. Confirm your settings.
- If you need to modify your settings, click Previous.
- If you do not need to modify your settings, click Submit.

4. After the TaurusDB instance is created, click the instance name to go to the
Basic Information page. The instance status becomes Migrating RDS data,
which means the system starts to create a DRS migration task.
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Figure 6-6 Creating a migration task

|| sesctormston
Cold and Hot Data s [P

Read/Write Read/Write

Wait until the migration status changes to Incremental migration, which
means the DRS migration task has been created.

Step 2: Migrate Workloads

1. On the Basic Information page of the TaurusDB instance, wait until the
migration status becomes Incremental migration and the replication delay is
less than 60 seconds, and then migrate workloads.

Figure 6-7 Observing the migration status and replication delay

Migration Information

e Instance Name Source Instance ID e Instance Status igration Worke

8e4dd455264943a9a22b0ffe0c153042in24 ble 21ffc101-bbe2-42f6-bede-5f7c965]b5i3
Migration Status Replication Delay Source Instance Read/Write Status Target Instance Read/Write Status
Incremental migration] Migrate Workloads Stop Migration Refresh Read/Write Read-only
Replication Directior

2. Click Migrate Workloads.
3. In the displayed dialog box, confirm the instance information and click OK.

Figure 6-8 Migrating workloads

Migrate Workloads
Migrate workloads of the source instance to the following instance?

Name/ID Status

= Migrating RDS data

Ty
|

4. On the Basic Information page of the TaurusDB instance, check that the
instance status is Migrating RDS data | Switching virtual IP address.

Figure 6-9 Checking the TaurusDB instance status
< - [c M\gvatngDSda'aDSwuchmgvmusl\Paddvsss] @

Basic Information

Backups Instance Information

Cold and Hot Data
Separation Basic Information

Accounts DB Instance Name

e Zone DB Instance 1D 2 Project
Databases =) UTC+0800 b6ECT700922041709a298 122023381107
Logs Feg aintenance Window a

02000600 Change —z Case insensitve
Parameters
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After the migration is complete, the read/write statuses of both the source
and destination instances changed, the private IP address changed to that of
the source instance, and the replication direction also changed.

Figure 6-10 Checking the read/write statuses and replication direction after
the migration

Network Information

Private IP Address
o

defalt subnet default 336
Billing Information

Pay-per-use Feb 14, 2025 16:53:37 GMT+08:0

Migration Information

Replication Delay

igration ol Back Workloads Stop Migration oms Refresh

If you do not want to use the TaurusDB instance, click Roll Back Workloads.
In the displayed dialog box, confirm the instance information and click OK.

Figure 6-11 Rolling back workloads

Roll Back Workloads X

Roll back the workloads of the following instance to the source instance?

Name/ID Status

= Migrating RDS data

Sy

After the workloads are rolled back, related information is restored to the
status before the migration.

Step 3: Stop the Migration

After the migration is complete, you can stop the migration. After the migration is
stopped, the DRS migration task is terminated. Data will not be synchronized
between instances, and the migration lock will be released. The TaurusDB instance
will be billed and the system triggers a full backup for the instance.

You can perform the following operations to stop the migration:

1. On the Basic Information page of the TaurusDB instance, click Stop
Migration.

2. In the displayed dialog box, confirm the instance information and click OK.
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Figure 6-12 Confirming the instance information

Stop Migration
Stop the migration task for the following instance?

Name/lD Status

= Migrating RDS data

o Ty
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Instance Management

7.1 Viewing the Overall Status of DB Instances

The Overview page gives you a bird's eye view of TaurusDB instances, including
instances by status, alarms, and intelligent diagnosis.

Functions

Table 7-1 lists the functions of the Overview page.

Table 7-1 Function description

Function Description Related
Operation
Instances Shows the number of instances in different For details, see
by Status states. Instances by
Status.
Alarms Shows the active alarms of all instances, For details, see
including alarms in the Alarm (metric) and Alarms.
Triggered (event) states.
Intelligent | Diagnoses instance health using operational For details, see
Diagnosis data analytics and intelligent algorithms. Intelligent
Diagnosis.

Instances by Status

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 In the navigation pane, click Overview.

Step 5 In the Instances by Status area, check the status of all TaurusDB instances under

Alarms

the current account.

Figure 7-1 Checking instances by status
Instznces by Status ()

Total instances 59 @ abnormal 1 Frozen 1 3 Pending reboot 0 ® Running 55

Table 7-2 Status description

Status Description Handling Suggestion
Total Total number of TaurusDB instances in | -
instances all states

Abnormal Total number of TaurusDB instances in | Submit a service

the Abnormal state ticket.
Frozen Total number of TaurusDB instances in | See Resource Freezing,
the Frozen state Unfreezing, Release,

Deletion, and
Unsubscription.

Pending Total number of TaurusDB instances in | Reboot instances.
reboot the Pending reboot state
NOTE

Modifications to some parameters require
an instance reboot before they can be
applied.

Available Total number of TaurusDB instances in | -
the Available state

--—-End

Based on the configured alarm rules, you can view active alarms of all TaurusDB
instances under the current account, including alarms in the Alarm (metric) and
Triggered (event) states.

1. In the upper right corner of the Alarms area, click Create Alarm Rule to
access the Cloud Eye console.

- By default, the system has a built-in alarm rule, which can be modified,
disabled, and deleted. For details, see Modifying an Alarm Rule.

- Click Create Alarm Rule to create an alarm rule to monitor a metric or
event for instances. For details, see Creating an Alarm Rule.

2. In the upper right corner of the Alarms area, select a time window and view
alarm details.

- The time window can be Last 1 hour, Last 6 hours, Last 12 hours, Last
day, Last week, or Last month.
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- The Alarm Severity area displays the total number of alarms and the
number of alarms of each severity. Alarm severities include Critical,
Major, Minor, and Warning.

- The Top 5 Instances by Total Number of Alarms area displays alarm
statistics of the top 5 instances with the largest number of alarms. You
can hover over an instance to view the number of alarms of each
severity.

- For details about critical alarms, see Table 7-3.

Table 7-3 Critical alarm description

Parameter | Description

Instance Name of the instance where the alarm was reported.
Name After the page is refreshed, the latest alarm details will
be displayed in real time.

Status You can view active alarms of all instances in the
current region, including alarms in the Alarm (metric)
and Triggered (event) states.

e Alarm: The metric value reached the alarm
threshold, and an alarm has been triggered but not
cleared for the resource.

e Triggered: An event configured in the alarm policy
triggered an alarm.

Alarm Type | Alarm type to which the alarm rule applies.
e Alarm (metric)
e Triggered (event)

Alarm Policy | Policy for triggering an alarm.

e If you set Alarm Type to Metric, whether to trigger
an alarm depends on whether the data in
consecutive periods reaches the threshold. For
example, Cloud Eye triggers an alarm if the average
CPU usage of the monitored object is 80% or more
for three consecutive 5-minute periods.

For handling suggestions for high CPU usage, see
What Should | Do If the CPU Usage of My
TaurusDB Instance Is High?

e If you set Alarm Type to Event, the event that
triggers the alarm is an instant operation. For
example, if an instance fails to be created, an alarm
is triggered.

For details about supported events and handling
suggestions for exceptions, see Events Supported by
Event Monitoring.

Alarm Rule Name or ID of the alarm rule

Last Latest time when the alarm was triggered
Updated
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Parameter

Description

Operation

Click Metrics. In the displayed dialog box, check the
metric monitoring views in the selected time window.

Intelligent Diagnosis

Intelligent Diagnosis checks instance health using operational data analytics and
intelligent algorithms and provides diagnosis results and suggestions.

Figure 7-2 Health diagnosis

\\\\\\\\\\\\

CPU sagers)
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Click an abnormal diagnosis item to view the abnormal instances and related

metric data.

For example, if the vCPU utilization is high, you can click High vCPU utilization to
view the abnormal instances, CPU usage, and CPU usage trend. You can also click
Diagnosis Details in the Operation column to view the detailed diagnosis results.

For details about supported diagnosis items and their handling suggestions, see
Table 7-4.

Table 7-4 Intelligent diagnosis details

Diagn | Metric Metric Description Handling Reference
osis Suggestion
Item
High CPU Usage CPU usage of the e Evaluate What
vCPU monitored object the SQL Should | Do
utilizati execution | If the CPU
on plan and Usage of
add My
indexes to | TaurusDB
avoid full | Instance Is
table High?
scanning.
e Upgrade
vCPUs for
compute-
intensive
workloads
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Diagn | Metric Metric Description Handling Reference
osis Suggestion
Item
Memor | Memory Memory usage of the e Upgrade How Do |
y Usage monitored object instance Handle a
bottlen specificati | Large
eck ons. Number of

e Optimize | Iemporary
sQL Tal.Jles
statement | Being
s to Generated
reduce the | for Long
use of Transacpon
temporary | S @nd High
tables. Memory

Usage?

e Reconnect
sessions at
a specific
interval to
release
memory
of the
sessions.

High- Slow Query Number of TaurusDB e Optimize | How Do |

freque | Logs(Count/ [ slow query logs slow SQL | Handle

ncy min) generated per minute statement | Slow SQL

slow s based on | Statements

SQL the Caused by
execution | Inappropria
plan. te

e Upgrade Composite
vCPUs, | Index

Settings?
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Diagn | Metric Metric Description Handling Reference
osis Suggestion
Item
Too Total Total number of e Check What Do |
many Connections( | connections that whether Do If There
connec | Count) connect to the applicatio | Are Too
tions TaurusDB server ns are Many
) connected | Database
Cur.rent Number' of active , optimize | Connections
Active connections the ?
Connections( connectio
Count) ns, and
Connection Percent of used release
Usage TaurusDB connections unnecessa
to the total number of ry i
connections connectio
ns.
e Check the
instance
specificati
ons and
upgrade
them if
needed.

7.2 Viewing Metrics

The Metrics page allows you to monitor TaurusDB instances.

You can view the real-time performance metrics and trends of all instances in
your account. This allows you to quickly identify and address any abnormal
instances.

You can also view the historical performance metrics.

Viewing Real-Time Metrics

1.

2.

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases >
TaurusDB.

In the navigation pane, choose Metrics.

View the real-time performance metrics of a created TaurusDB instance under
the current account.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

144


https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0058.html
https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB
User Guide

7 Instance Management

Figure 7-3 Viewing real-time metrics

Real-Time Metrics

0 uptos

Table 7-5 Parameter description

Parameter

Description

Node Name/ID

Only monitoring data for the nodes of a created TaurusDB
instance is displayed.

Status

The value can be:

e Normal: Real-time monitoring data is displayed.

NOTE
The monitoring data and charts are available for a new
instance after the instance runs for about 10 minutes.
e Abnormal: There is no monitoring data. The default
values for all metrics are 0. The monitoring data is
available only after the instance becomes normal.

e Stopped: There is no monitoring data. The default
values for all metrics are 0. The monitoring data is
available only after the instance is started.

Node Type

The value can be:
e Primary
e Replica

Availability
Zone

AZ where a node is located

Private IP
Address

Private IP address of a node

Failover
Priority

Failover priority of a node

Metrics

For details about metric description and handling
suggestions for abnormal metrics, see Table 7-6. The
following metrics are available:

e CPU Usage
Memory Usage
e TPS

e QPS
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Table 7-6 Monitoring items

Item Description Handling Reference
Suggestion
CPU CPU usage of the e Evaluate the What Should |
Usage monitored object SQL execution | Do If the CPU
plan and add | Usage of My
indexes to TaurusDB
avoid full Instance Is
table High?
scanning.
e Upgrade
vCPUs for
compute-
intensive
workloads.
Memory | Memory usage of the e Upgrade How Do |
Usage monitored object instance Handle a Large
specifications. | Number of
e Optimize SQL | Temporary
statements to | 1ables Being
reduce the Generated for
use of Long
temporary Transa.ctlons
tables. and High
Memory Usage?
e Reconnect
sessions at a
specific
interval to
release
memory of
the sessions.

TPS Execution times of e Evaluate the What Should |
submitted and rollback SQL execution | Do If the CPU
transactions per second plan and add | Usage of My

- indexes to TaurusDB

QPS Query times of SQL avoid full Instance Is
statements (including table High?
stored procedures) per scanning.
second

e Upgrade
vCPUs for
compute-
intensive
workloads.

Viewing Historical Metrics

Select one or more nodes in the real-time metric list and then view their historical
metrics in the Historical Metrics area.
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Figure 7-4 Viewing historical metrics

Real-Time Metrics
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e  You can view the metrics of up to six nodes at a time.

e  You can view the performance metrics in the last 1 hour, last 3 hours, last 12
hours, last 24 hours, or last 7 days. You can also configure a time period.

e  You can move the cursor to a point in time of a chart to view the
performance metric at that point in time.

Figure 7-5 Viewing a performance metric at a point in time
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7.3 Instance Lifecycle Management

7.3.1 Changing a DB Instance or Node Name

Scenarios

You can change the name of a TaurusDB instance or its node for easy
identification.
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Changing a DB Instance Name

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a DB instance and click Z in the Name/ID column
to edit the DB instance name.

Figure 7-6 Changing a DB instance name on the Instances page

Edit Instance Mame

[ gauss-abag ]

Change node names synchronously.

.f.—-\.
m | Cancel )
e iy

Alternatively, click the instance name to go to the Basic Information page. Locate

DB Instance Name in the Instance Information area, and click “ to edit the
instance name.

Figure 7-7 Changing a DB instance name on the Basic Information page
Edit Instance Name

pauss-h3iev4d

Change node names synchronously.

."-'. "".
| Canc ]
e ey
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e The instance name must start with a letter and consist of 4 to 64 characters.
Only uppercase letters, lowercase letters, digits, hyphens (-), and underscores
() are allowed.

e When changing the instance name, you can determine whether to select
Change node names synchronously as required. If this option is selected, the
names of the corresponding nodes are changed when the instance name is
changed. If this option is not selected, only the instance name is changed, and
the corresponding node names are not changed.

e If you want to submit the change, click OK. If you want to cancel the change,
click Cancel.

Step 5 Check that the instance name has been changed. It takes less than 1 minute to
change a DB instance name.

--—-End
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Changing a Node Name

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Node List area, select one or more nodes, click Change Node Name.

Figure 7-8 Changing node names
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Alternatively, click Z hext to a node name to edit the node name.

e The node name must start with a letter and consist of 4 to 128 characters.
Only letters (case-sensitive), digits, hyphens (-), and underscores (_) are
allowed.

e The node name must be unique.

Step 6 Click OK to submit the change.

Step 7 Check that the node name has been changed.
----End

APIs

e Changing a DB Instance Name

e Querying DB Instances

e Querying Details of a DB Instance

e Querying Details of DB Instances in Batches

7.3.2 Modifying a DB Instance Description

Scenarios

After a TaurusDB instance is created, you can add a description for it.

Modifying a DB Instance Description

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate an instance and click Z in the Description

Step 5

APIs

column to edit the instance description.

e The instance description can contain up to 64 characters, and cannot start
with or end with a space. Only letters, digits, hyphens (-), underscores (_),
periods (.), and spaces are allowed.

e To submit the modification, click OK. To cancel the modification, click Cancel.
Alternatively, click the instance name to go to the Basic Information page. Locate

Description in the Instance Information area, and click Zi to edit the instance
description.

e To submit the modification, click
e To cancel the modification, click *.

View the results on the Basic Information page.

--—-End

e Modifying the Description of a DB Instance
e Querying DB Instances

e Querying Details of a DB Instance

e Querying Details of DB Instances in Batches

7.3.3 Rebooting a DB Instance or Node

Scenarios

You may need to reboot a DB instance or node for maintenance purposes. For
example, after modifying some parameters, you may need to reboot your instance
to apply the modifications. You may need to reboot a node to resolve database
connection issues.
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Constraints

Table 7-7 Constraints

Scenario Description
Rebooting a e [f the DB instance status is Abnormal, the reboot may fail.
DB instance

e To shorten the time required, reduce database activities
during the reboot to reduce rollback of transit transactions.

e Rebooting a DB instance will interrupt services briefly.
During this period, the instance status is Rebooting.

e A DB instance will be unavailable when it is being
rebooted. Rebooting a DB instance will clear the cached
memory in it. To prevent traffic congestion during peak
hours, you are advised to reboot the DB instance during
off-peak hours.

Rebooting a e Nodes in the Abnormal state can be rebooted.

node e To shorten the time required, reduce database activities

during the reboot to reduce rollback of transit transactions.

e Rebooting a node will interrupt services briefly. During this
period, the node status is Rebooting node.

e A node will be unavailable when it is being rebooted. You
are advised to reboot the node during off-peak hours and
ensure that your applications support automatic
reconnection.

e |f a parameter of your DB instance is modified, you need to
first reboot the DB instance to apply the modification, and
then reboot a node of the DB instance.

Rebooting a DB Instance

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate the instance you want to reboot and choose More
> Reboot in the Operation column.

Alternatively, click the instance name to go to the Basic Information page. Click
Reboot in the upper right corner of the page.

The read replicas (if any) are also rebooted.

Step 5 In the displayed dialog box, set Scheduled Time and click OK.
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Figure 7-9 Rebooting a DB instance
X
Reboot DB Instance
Reboot this instance?
Name/ID DB Instance Type Status
Primary/5tandby O Available
Scheduled Time Immediate During maintenance window @
@ The DB instance will be unavailable when it is being rebooted. Rebooting a DB
instance will clear the cached memoery in it. To prevent traffic congestion during peak
hours, you are advised to reboot the DB instance during off-peak hours.
Con ) GEB
Table 7-8 Rebooting a DB instance
Parameter Description
Scheduled Time | You can reboot a DB instance immediately or during the
maintenance window.
e Immediate: The DB instance will be rebooted
immediately.
e During maintenance window: The DB instance will be
rebooted during a maintenance window.
The maintenance window is 02:00-06:00 by default and
you can change it as required. Changing the maintenance
window will not affect the timing that has already been
scheduled.
A reboot task configured during a current maintenance
window will not be executed until the next maintenance
window.

Step 6 If you have enabled operation protection, click Send Code in the displayed
Identity Verification dialog box and enter the obtained verification code. Then,
click OK.
Two-factor authentication improves the security of your account. For details about
how to enable operation protection, see /dentity and Access Management User
Guide.

Step 7 View the reboot progress on the Task Center page. If the task status becomes

Completed and the instance status becomes Available, the DB instance has been
rebooted successfully.

--—-End
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Rebooting a Node

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Node List area, select the target node and click Reboot in the Operation
column.

Step 6 In the displayed dialog box, set Scheduled Time and click OK.

Table 7-9 Rebooting a node

Parameter Description

Scheduled Time | You can reboot a node immediately or during the
maintenance window.

o Immediate: The node will be rebooted immediately.

e During maintenance window: The node will be rebooted
during a maintenance window.
The maintenance window is 02:00-06:00 by default and
you can change it as required. Changing the maintenance
window will not affect the timing that has already been
scheduled.

A reboot task configured during a current maintenance
window will not be executed until the next maintenance
window.

Step 7 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 8 View the reboot progress on the Task Center page. If the task status becomes
Completed and the node status becomes Available, the node has been rebooted
successfully.

--—-End

APIs

e Rebooting a DB Instance
e Rebooting a Node
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7.3.4 Exporting DB Instance Information

Scenarios

You can export DB instance information for further analysis.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click Export Instance Info above the instance list. In the
displayed dialog box, select the items to be exported and click OK.

Step 5 Check the .csv file locally after the export task is complete.
----End

7.3.5 Deleting a DB Instance

Scenarios
You can manually delete a DB instance billed on a pay-per-use or serverless basis
on the Instances page.

Constraints

e Instances cannot be deleted when operations are being performed on them.

e If you delete a DB instance, its automated backups are also deleted and you
are no longer billed for them. Manual backups are still retained and will incur
additional costs.

e If you delete a DB instance, its read replicas are also deleted.

e If a backup of a DB instance is being used to restore data, the DB instance
cannot be deleted.

e Deleted DB instances cannot be recovered and their resources will be released
immediately. To retain data, back up the data first and then delete the DB
instances.

e Deleted DB instances will be moved to the recycle bin, but will be
permanently deleted after a length of time determined by the recycling policy.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Instances page, locate the instance you want to delete and click More >
Delete in the Operation column.

Alternatively, click the instance name to go to the Basic Information page. In the
upper right corner of the page, click === and choose Delete.

Figure 7-10 Deleting a DB instance on the Basic Information page

Step 5 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 6 In the displayed dialog box, enter DELETE as prompted and click OK.
Step 7 Refresh the Instances page later to check that the deletion is successful.

--—-End

APIs

e Deleting a DB Instance
e Deleting a Read Replica
e Querying DB Instances

7.3.6 Rebuilding a DB Instance in the Recycle Bin

You can rebuild unsubscribed yearly/monthly DB instances and deleted pay-per-
use or serverless DB instances in the recycle bin.

The recycle bin is enabled by default and cannot be disabled.

Billing

Yearly/monthly, pay-per-use, and serverless DB instances in the recycle bin are no
longer billed, but manual backups retained for these DB instances are still billed.
You can delete the manual backups to reduce costs. For details about backup
pricing, see How Is TaurusDB Backup Data Billed?

Modifying the Recycling Policy

Step 1 Log in to the management console.

Step 2 Click D in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Recycle Bin page, click Modify Recycling Policy. In the displayed dialog
box, set Retention Period (value range: 1 to 7, in days).

(11 NOTE

The new recycling policy applies only to DB instances deleted after the changes.

Figure 7-11 Modifying the recycling policy
Modify Recycling Policy
Retention Period 1 + | days

@ Enter the number of days DB instances will be saved in the
recycle bin before being permanently deleted. Changes to the
retention period apply only to DB instances deleted after the
changes.

N
el
i)

Step 5 Click OK.

Step 6 After the modification is successful, click Modify Recycling Policy on the Recycle
Bin page to view the new recycling policy.

--—-End

Rebuilding a DB Instance

You can rebuild DB instances in the recycle bin within the retention period.

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Recycle Bin page, locate the DB instance you want to rebuild and click
Rebuild in the Operation column.

Step 5 On the displayed Rebuild DB Instance page, set required parameters by referring
to section "Buying a DB Instance".

Step 6 Click Next.
Step 7 Confirm the information and click Submit.

Step 8 Check the progress of task Restoring to a new TaurusDB instance on the Task
Center page and refresh the Instances page later. If the instance status changes
from Creating to Available, the DB instance is successfully rebuilt.

--—-End
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7.4 Configuration Changes

7.4.1 Changing the vCPUs and Memory of a DB Instance or

Node

Scenarios

You can upgrade or downgrade the specifications (vCPUs and memory) of a
yearly/monthly or pay-per-use DB instance or node as needed.

Constraints

A DB instance or node cannot be deleted when its specifications are being
changed.

You can change the specifications of a DB instance or just a single node
within the instance. To change the specifications of a single node, submit a
request by choosing Service Tickets > Create Service Ticket in the upper
right corner of the management console.

Instance specifications can only be changed from the general-purpose edition
to the dedicated edition.

You can change the specifications of yearly/monthly or pay-per-use DB
instances immediately or during a maintenance window. Serverless DB
instances do not support specification changes.

If you want to change instance specifications during a maintenance window,
you can cancel the task before it starts. Once started, the task cannot be
canceled.

During an instance specification change, a read replica will be promoted to
primary. To prevent service interruptions, perform the operation during off-
peak hours.

The time required for modifying specifications depends on factors such as the
number of nodes, database load, and number of database tables.

Changing instance specifications will change the private IP addresses for read
of the primary node and read replicas. The connection addresses in your
application need to be changed to prevent your services from being affected.
You are advised to use the private IP address of a DB instance to connect your
application.

The specifications of the primary node and read replicas can be changed
separately. When the specifications of the primary node are changed
separately, the specifications of synchronous nodes are also changed.

After the instance specifications are changed, the system will change the
values of the following parameters accordingly:

innodb_buffer_pool_size

- innodb_log_buffer_size

- max_connections

- innodb_buffer_pool_instances
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- innodb_page_cleaners

- innodb_parallel_read_threads
- innodb_read_io_threads

- innodb_write_io_threads

- threadpool_size

e The default value of innodb_parallel_select_count is OFF for instance with
16 vCPUs or less and ON for instances with more than 16 vCPUs.

If you have modified this parameter before, the parameter value remains
unchanged after the specifications are changed. Or, the default value is used.

Billing

Table 7-10 Billing

Billing Operation | Impact on Price

Mode

Yearly/ Specificatio | After instance specifications are upgraded, the new
Monthly n upgrade | instance specifications take effect in the original

usage period.

You need to pay for the difference in price based on
the remaining period.

The following prices are for reference only. The
actual prices are displayed on the console.

Suppose you purchased a one-month TaurusDB
cluster instance (instance specifications: dedicated, 2
vCPUs | 8 GB, 2 nodes; storage: DL6, 10 GB) in CN-
Hong Kong on April 1, 2025. The instance price was
$296 USD per month.

On April 15, 2025, you changed the instance
specifications to 4 vCPUs | 8 GB. The instance price
became $586 USD per month.

Price difference = Price for the new instance
specifications x Remaining period - Price for the
original instance specifications x Remaining
period

The remaining period is the remaining days of each
calendar month divided by the maximum number of
days in each calendar month.

In this example, the remaining period and price
difference are calculated as follows: Remaining
period = 15 (Remaining days in April)/30 (Maximum
number of days in April) = 0.5. Price difference =
$586 USD x 0.5 - $296 USD x 0.5 = $145 USD
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Billing
Mode

Operation

Impact on Price

Specificatio
n
downgrade

After instance specifications are downgraded, the
new instance specifications take effect in the original
usage period.

TaurusDB refunds the difference in price based on
the remaining period.

The following prices are for reference only. The
actual prices are displayed on the console.

Suppose you purchased a one-month TaurusDB
cluster instance (instance specifications: general-
purpose, 4 vCPUs | 8 GB, 2 nodes; storage: DL6, 10
GB) in CN-Hong Kong on April 1, 2025. The instance
price was $257.52 USD per month.

On April 15, 2025, you changed the instance
specifications to 2 vCPUs | 4 GB. The instance price
became $132.72 USD per month.

Refunded fees = Price for the original instance
specifications x Remaining period - Price for the
new instance specifications x Remaining period

The remaining period is the remaining days of each
calendar month divided by the maximum number of
days in each calendar month.

In this example, the remaining period and refunded
fees are calculated as follows: Remaining period = 15
(Remaining days in April)/30 (Maximum number of
days in April) = 0.5. Refunded fees = $257.52 USD x
0.5 -$132.72 USD x 0.5 = $62.4 USD

Pay-per-
use

Specificatio
n upgrade

Specificatio
n
downgrade

After instance specifications are changed, the new
instance specifications are billed by hour. For details,
see Product Pricing Details.

Changing the Specifications of a DB Instance

Step 1 Log in to the management console.

Step 2

Step 3
Step 4

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, locate the DB instance whose specifications you want to

change and choose More > Change Instance Specifications in the Operation

column.
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You can also enter the page for changing instance specifications in either of the
following ways:

Click the instance name to go to the Basic Information page. Click Expand.
In the Configuration area, click Change under Instance Specifications.

Figure 7-12 Changing specifications in the Configuration area

Instance Information

Basic Information

gz

ssssss

Click the instance name to go to the Basic Information page. In the upper
right corner of the page, click ** and choose Change Instance
Specifications.

Figure 7-13 Changing specifications on the Basic Information page

Step 5 On the displayed page, select the desired specifications. You can scale up or down
the specifications as required.

You can change the specifications immediately or during the maintenance
window.

Upon submission: The specifications will be changed immediately after the
task is submitted.

In maintenance window: The specifications will be changed during the
maintenance window you specify.

Step 6 Click Next. On the displayed page, confirm the specifications.

If you need to modify your settings, click Previous to go back to the page
where you specify details.

For pay-per-use instances, click Submit.

To view the cost incurred by the instance specifications change, access the
Billing Center page and then choose Billing > Dashboard in the navigation
pane.

For yearly/monthly instances:
- Scaling down the specifications: click Submit.

The refund is automatically returned to your account. You can access the
Billing Center page and then choose Orders > My Orders in the
navigation pane to view the details.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 160



TaurusDB

User Guide 7 Instance Management
- Scaling up the specifications: click Submit. The scaling starts only after
the payment is successful.
Step 7 View the results.

Changing the instance specifications takes 5-15 minutes. During this period, the
status of the instance on the Instances page is Changing instance specifications.
After a few minutes, you can click the instance name to view the new instance
specifications on the displayed Basic Information page.

--—-End

Changing the Specifications of the Primary Node

Step 1

Step 2

Step 3

Step 4

Step 5

On the Instances page, click the instance name to go to the Basic Information
page.

In the node list, locate the primary node and click Change Instance
Specifications in the Operation column.

On the displayed page, select the desired specifications. You can scale up or down
the specifications as required.

You can change the specifications immediately or during the maintenance
window.

e Upon submission: The specifications will be changed immediately after the
task is submitted.

e In maintenance window: The specifications will be changed during the
maintenance window you specify.

Click Next. On the displayed page, confirm the specifications.

e If you need to modify your settings, click Previous to go back to the page
where you specify details.

e  For pay-per-use instances, click Submit.

To view the cost incurred by the instance specifications change, access the
Billing Center page and then choose Billing > Dashboard in the navigation
pane.

e  For yearly/monthly instances:
- Scaling down the specifications: click Submit.

The refund is automatically returned to your account. You can access the
Billing Center page and then choose Orders > My Orders in the
navigation pane to view the details.

- Scaling up the specifications: click Submit. The scaling starts only after
the payment is successful.

View the results.

Check that the status of the primary node is Changing instance specifications.
After a few minutes, view the node specifications on the Basic Information page
to check that the change is successful. This process takes 5 to 15 minutes.

--—-End
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Changing the Specifications of a Read Replica

Step 1

Step 2

Step 3

Step 4

Step 5

On the Instances page, click the instance name to go to the Basic Information
page.

In the node list, locate a read replica and click Change Instance Specifications in
the Operation column.

On the displayed page, select the desired specifications. You can scale up or down
the specifications as required.

You can change the specifications immediately or during the maintenance
window.

e Upon submission: The specifications will be changed immediately after the
task is submitted.

e In maintenance window: The specifications will be changed during the
maintenance window you specify.

Click Next. On the displayed page, confirm the specifications.

e If you need to modify your settings, click Previous to go back to the page
where you specify details.

e  For pay-per-use instances, click Submit.

To view the cost incurred by the instance specifications change, access the
Billing Center page and then choose Billing > Dashboard in the navigation
pane.

e  For yearly/monthly instances:
- Scaling down the specifications: click Submit.

The refund is automatically returned to your account. You can access the
Billing Center page and then choose Orders > My Orders in the
navigation pane to view the details.

- Scaling up the specifications: click Submit. The scaling starts only after
the payment is successful.

View the results.

Check that the node status is Changing instance specifications. After a few
minutes, view the node specifications on the Basic Information page to check
that the change is successful. This process takes 5 to 15 minutes.

--—-End

Follow-up Operations

Return to the instance list. In the navigation pane, choose Task Center and check
the progress of the change task.

e If you have selected Upon submission for Scheduled Time:

On the Instant Tasks page, search for Changing the specifications of a
TaurusDB instance and check the execution progress. Instant tasks cannot be
canceled.

e If you have selected Maintenance Window for Scheduled Time:

On the Scheduled Tasks page, search for the instance ID and check the
execution status of the change task.
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If the task is in the To be executed state, you can click Cancel to cancel the
task.

For details, see Viewing a Task.

APlIs

Changing DB Instance Specifications
Promoting a Read Replica to Primary
Querying Database Specifications
Querying Details of a DB Instance

7.4.2 Changing the Storage Space of a DB Instance

Scenarios

If the original storage space of your yearly/monthly DB instance is insufficient or
redundant as your workloads change, you can scale up or down the storage.

Constraints

The storage of pay-per-use DB instances grows as needed, so you cannot
manually scale up their storage. The storage of pay-per-use DB instances is
not limited.

When you purchase a yearly/monthly DB instance, you need to select storage
for it as needed. If your purchased storage cannot meet your requirements,
TaurusDB will automatically scale up the storage as needed and you will be
billed on a pay-per-use basis for additional storage. If services requirements
decrease later, the system preferentially scales down the storage that was
automatically scaled up.

For example, you purchased 10 GB of storage when purchasing a DB instance.
Later, as workloads increased, TaurusDB automatically scaled up the storage
to 18 GB as needed and you would be billed on a pay-per-use basis for the
additional 8 GB of storage. Then, you manually scaled up the storage to 20
GB, which could meet your requirements. The 8 GB of storage that was scaled
up by the system will be scaled down. You would only pay for the 20 GB of
storage at yearly/monthly rates.

The system changes storage of your DB instance as your services change, but
you can change storage only by a multiple of 10 GB.

During a storage change, services including backup service are not
interrupted.

You can change the storage space of a DB instance numerous times.

If the storage space of a DB instance is being changed, you cannot reboot or
delete the DB instance.
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Billing

Table 7-1

1 Billing

Billing
Mode

Operation

Impact on Price

Yearly/
Monthly

Storage scale-
up

You need to pay for the difference in price based
on the remaining period.

The following prices are for reference only. The
actual prices are displayed on the console.

Suppose you purchased a one-month TaurusDB
cluster instance (instance specifications:
dedicated, 2 vCPUs | 8 GB, 2 nodes; storage: DL6,
10 GB) in CN-Hong Kong on April 1, 2025. The
unit price of storage space is $0.6 USD/GB per
month.

On April 15, 2025, you scaled up the storage by
50 GB. The total storage after scale-up is 60 GB.

Price difference = Scale-up volume x Unit price
x Remaining period

The remaining period is the remaining days of
each calendar month divided by the maximum
number of days in each calendar month.

In this example, the remaining period and price
difference are calculated as follows: Remaining
period = 15 (Remaining days in April)/30
(Maximum number of days in April) = 0.5. Price
difference = 50 GB x $0.6 USD/GB x 0.5 = $15
usD

Procedure

Step 1 Log in to the management console.

Step 2 Click

in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate the instance and choose More > Change Storage

in the Op

eration column.

Alternatively, click the instance name to go to the Basic Information page. In the
Storage and Backup area, locate Storage Space and click Change Storage.

Figure 7-14 Scaling storage space
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Step 5 Select the new storage space and click Next.
Storage space can be scaled up to 128,000 GB only by a multiple of 10 GB. Price
after scaling is displayed in the lower left corner of the page.
Storage space can be scaled down to 40 GB only by a multiple of 10 GB. Refund
price is displayed in the lower left corner of the page.
{11 NOTE
To reduce the storage space of a DB instance to 10 GB, submit a request by choosing
Service Tickets > Create Service Ticket in the upper right corner of the management
console.
Step 6 Confirm your settings.
e If you need to modify your settings, click Previous.
e If you do not need to modify your settings, click Submit to go to the payment
page and complete the payment.
Step 7 View the new storage.
On the Instances page, click the instance name to go to the Basic Information
page and view the new storage.
----End
APIs

e Scaling up Storage of a Yearly/Monthly DB Instance
e Querying Database Specifications
e Querying Details of a DB Instance

7.4.3 Configuring Auto Scaling Policies for a DB Instance

Scenarios

Constraints

You can configure auto scaling policies for your pay-per-use and yearly/monthly
DB instances on the Basic Information page. When configuring auto scaling
policies, you can enable or disable Auto Scale-up or Auto Scale-down. The
scaling types include changing instance specifications and the number of read
replicas.

e This function is only available for pay-per-use and yearly/monthly DB
instances.

e To set Scaling Type to Number of read replicas for a yearly/monthly DB
instance, submit a request by choosing Service Tickets > Create Service
Ticket in the upper right corner of the management console. The read
replicas that are automatically added or deleted will be billed based on a pay-
per-use basis.

e To configure auto scaling policies, you must have the
iam:agencies:listAgencies permission. If you do not have this permission,
create a custom policy.
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Billing

Changing DB instance specifications will briefly interrupt services.

If you want to set Scaling Type to Number of read replicas, there must be
only one proxy instance. For details, see Creating a Proxy Instance for Read/
Write Splitting.

The system will delete or add read replicas. To prevent your services from
being affected, you are advised not to use an IP address for read to connect to
your applications.

The pricing standard for auto scaling is the same as that for manual scaling.
For details, see Billing.

Pay-per-use instances

The instance specifications and number of read replicas can be automatically
changed.

Pricing is listed on a per-hour basis, but bills are calculated down to the
second. The old order automatically becomes invalid.

To view the cost incurred by auto scaling, access the Billing Center page and
then choose Billing > Dashboard in the navigation pane.

Yearly/Monthly instances

The instance specifications and number of read replicas can be automatically
changed.

You will be billed for the new specifications. For details, see TaurusDB Pricing
Details.

If the new specifications are less than the specifications that you purchased,
the refund is automatically returned to your account. You can access the
Billing Center page and then choose Orders > My Orders in the navigation
pane to view the details.
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Table 7-12 Pricing description for yearly/monthly instances

Billing Item

Description

Specifications
after scale-up

You need to pay the following fee:

Price of new specifications x Remaining duration x
Number of nodes - Price of original specifications x
Remaining duration x Number of nodes

Note: Remaining duration = Number of remaining days in
a calendar month/Total number of days in the calendar
month

Example:

A customer placed and paid a monthly order for a
TaurusDB instance on April 1, 2023. The instance contains
2 nodes and its specifications are 2 vCPUs and 8 GB of
memory. The total subscription period would be 30 days
and the instance would expire on April 30, 2023. On April
18, 2023, the instance specifications automatically scaled
up to 4 vCPUs and 16 GB of memory. The remaining
duration is 0.4 (12/30).

The monthly price of the new specifications is $290 USD
and that of the old specifications is $145 USD, so you
need to pay for $116 USD (290 x 0.4 x 2 - 145 x 0.4 x 2).

Specifications
after scale-

For pricing details, see Unsubscriptions.

down
Added read New read replicas are billed based on the actual usage
replicas duration.

Deleted read
replicas

Deleted read replicas are no longer billed.

Modifying Auto Scaling Policies

Step 1 Log in to the management console.

Step 2 Click

in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information

page.

Step 5 In the Configuration area, click Configure under Auto Scaling.
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Figure 7-15 Modifying auto scaling policies

Instance Information
Basic Information

08 Instance Name Time 2 08 Instance D
Qe UTC+0800 8cd7921645904c33a0/43062459613in07 O default

Maintenance D e
0200~ 0600 Change -2 Case insensitive

Configuration

DB Instance Type Kernel Ver stance Speciicatio Nodes

primary/standby 2060241200 Dedicated | gaussdbmysqludargex86.4 |4 Change 2

VCPUS | 16 G8

Step 6 In the displayed dialog box, set the required parameters.

Figure 7-16 Modifying the auto scaling policy

Modify Auto Scaling Policy

© Specification changes will interrupt services briefly.
When there are two or more proxy instances, the system cannot adjust the
number of read replicas
To prevent your services from being affected, you are advised not to use the IP
address for read to connect to your applications.

Auto Scale-up

scaling Type

Instance specifications

Max. Specifications

4vCPUs | 16 GB v | Q

Observation Period

5 min v

Average CPU Usage

50

Auto Scale-down

Silent Period

5 min v

Table 7-13 Parameter configuration

Parameter Parameter description

Auto Scale-up You can enable or disable it as needed.
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Parameter

Parameter description

Scaling Type

You can select one or more scaling types.
e Instance specifications
e Number of read replicas

- The read replicas that are automatically added or
deleted will be billed based on a pay-per-use basis.

- After Auto Scale-up is enabled, read replicas that are
automatically added cannot be promoted to primary.

- If you deselect Number of read replicas, pay-per-use
nodes created in the current instance will be
automatically deleted. Exercise caution when
performing this operation.

CAUTION

The account balance must be sufficient, or scaling up the
specifications or adding read replicas may fail.

Observation
Period

e Once auto scale-up is enabled, if the system observes
any increases in the average CPU usage over the preset
value, it upgrades the specifications or adds read replicas
based on the read and write traffic. The system enters a
silent period after each scale-up.

e The minimum observation period is 5 minutes.

Average CPU
Usage

Threshold for triggering an auto scale-up. If the average
CPU usage of the primary node exceeds the preset value, an
auto scale-up is triggered.

Allowed range: 50%-100%

Max.
Specifications

Maximum specifications after the final auto scale-up. The
specifications can only be scaled up gradually and the
system enters the silent period after each scale-up.

Max. Read
Replicas

Only one read replica can be added at a time.

Replica Read
Weight

If you have enabled read/write splitting, the new read
replicas are automatically associated with the proxy
instance.

Auto Scale-down

You can enable or disable it as needed.

Once auto scale-down is enabled, if the system observes an
average CPU usage of 99% drops below 30% within the
observation period, it gradually restores the original
configuration. The system enters a silent period after each
scale-down.

Silent Period

The silent period is the minimum interval between two
changes (triggered automatically or manually), where no
more changes can happen.
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Step 7 Click OK.
Step 8 Refresh the Basic Information page later and check that auto scaling is enabled.

--—-End

Viewing Change History

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the Configuration area, click View Change History under Auto Scaling.

In the displayed dialog box, view the change time, change type, status, original
specifications, and new specifications.

--—-End

7.4.4 Configuring Autoscaling for a DB Instance (OBT)

Scenarios

Constraints

As your workloads grow, the used storage of a yearly/monthly DB instance may
exceed the initially purchased storage. Additional storage will be billed on a pay-
per-use basis. To better adapt to this change, TaurusDB provides storage
autoscaling. When the required storage exceeds the initially purchased storage,
the system will automatically scale up the storage and additional storage will be
billed based on the storage prices for yearly/monthly subscriptions in TaurusDB
Pricing Details. This meets workload growth needs while controlling costs
effectively.

This section describes how to configure autoscaling after a DB instance is
purchased.

e To configure autoscaling, submit a request by choosing Service Tickets >
Create Service Ticket in the upper right corner of the management console.

e You can only configure autoscaling when your account balance is greater than
or equal to $0 USD and the instance status is Available.

e If a yearly/monthly DB instance has pending orders, its storage cannot
autoscale.

e The maximum allowed storage for a DB instance is 128,000 GB.

e If the product of the current storage and the increment is greater than the
autoscaling limit, the storage can only autoscale to the limit.

e Storage autoscaling is unavailable when the DB instance is in any of the
following statuses: changing instance specifications, upgrading a minor
version, and rebooting.
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Billing

After the storage is automatically scaled up, you will be billed for the new storage
based on the time remaining in the requested period of your instance. For details,
see the storage prices for yearly/monthly subscriptions in TaurusDB Pricing
Details.

Example:

If you have selected 40 GB storage when buying an instance but the storage used
later has reached 60 GB, you can configure autoscaling as required.

e If autoscaling is not configured, 20 GB (60 GB - 40 GB) will be billed on a
pay-per-use basis.

e If autoscaling is configured, the new storage will be billed on a yearly/
monthly basis, and any additional storage will still be billed on a pay-per-use
basis.

For example, if the storage autoscales from 40 GB to 50 GB, 50 GB will be
billed on a yearly/monthly basis, and the remaining 10 GB (60 GB - 50 GB)
will be billed on a pay-per-use basis. If the storage autoscales to 70 GB, 70 GB
will be billed on a yearly/monthly basis. Since the used storage is less than
the new storage, no additional pay-per-use billing is required.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Storage and Backup area, click before Auto Scale-up.

Figure 7-17 Viewing storage space

Storage and Backup

Storage Space (® Auto Scale-up | Change Change Storage

[

0.43 % 0.17:3_._/ 30 GB . OOZGB

sed / Total

Step 6 In the displayed dialog box, set required parameters.
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Figure 7-18 Configuring autoscaling

Configure Autoscaling

Enable autoscaling

Trigger If Available Storage Drops To

10% A

Autoscaling Limit (3

128000 GB

Increment

20

@ Additional storage will be billed. Learn more

If available storage drops to or below 10% or 10 GB, your storage will autoscale by 20% (in increments of 10 GB) of your allocated
storage. If there is no valid payment method configured, autoscaling will fail

' ™

Table 7-14 Parameter description

Parameter Description
Enable autoscaling If you toggle on this switch, autoscaling is
enabled.

Trigger If Available Storage | If the available storage drops to a specified
Drops To threshold or 10 GB, autoscaling is triggered.

Value range: 10%, 15%, and 20%

Autoscaling Limit (GB) The default value is 128000.

The value must be a multiple of 10 and greater
than both the total storage and the used storage
of the instance.

Increment Percentage of allocated storage that is
automatically scaled up each time.

Value range: 5%-50%

Step 7 Click OK.

Step 8 In the Storage and Backup area on the Basic Information page, check that Auto
Scale-up is enabled.

--—-End
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7.4.5 Changing the Maintenance Window of a DB Instance

Scenarios

Constraints

Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

The maintenance window is 02:00-06:00 by default and you can change it as
required. To prevent service interruption, set the maintenance window to off-peak
hours.

Before maintenance is performed, TaurusDB will send SMS messages and emails
to the contact person that has been set in the Huawei Cloud account.

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

On the Instance Information page, click Change under Maintenance Window.

Figure 7-19 Changing a maintenance window

Instance Information

Basic Information

In the displayed dialog box, select a maintenance window and click OK.

Figure 7-20 Changing a maintenance window

Change Maintenance Window X

@ Changing the maintenance window will not affect the timing of any tasks that have already
been scheduled The maintenance window cannot overlap the time window configured for
automnated backup.

Interval

Start Time(GMT+08:00)

02:00

- ~
(_ Caneel ) “
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(11 NOTE

Changing the maintenance window will not affect the timing that has already been
scheduled.

Step 7 On the Basic Information page, check that the maintenance window is updated.

--—-End

APIs

Changing a Maintenance Window

7.4.6 Customizing Displayed Items of the Instance List

Scenarios

You can customize instance information items displayed on the Instances page
based on your requirements.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click 12 and select items displayed in the instance list.

e The following items are displayed by default and cannot be hidden: Name/ID,
Description, DB Instance Type, DB Engine, Status, Billing Mode, Private IP
Address, Storage Type, and Operation.

e The following items can be displayed or hidden: Private IP Address for Read,
Proxy Address, Private Domain Name, Enterprise Project, Created, and
Database Port.

--—-End

7.4.7 Enabling or Disabling Event Scheduler

You can enable or disable event scheduler on the TaurusDB console. Read
Disclaimer carefully before using it.

Disclaimer

Normal product functions on Huawei Cloud can meet the daily needs of most
customers. For trigger-related functions, you are advised to implement them on
the business program side. If you do need to enable event scheduler, be aware of
the following issues due to known community risks:

e The actual time for triggering the event scheduler is inconsistent with the
configured time.
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e The event scheduler is not triggered.

e Due to the particularity of the event scheduler, the actual execution may be
different from what you expected.

e The event scheduler may impact analysis and judgment for issues with
database usage.

e Heterogeneous disaster recovery cannot be used.
e  Other unknown issues.

If any of these issues occur, your workloads may be affected.

Constraints
When the instance is being rebooted or its specifications are being changed, event
scheduler cannot be enabled or disabled.

Enabling Event Scheduler

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 Expand Instance Information. In the Configuration area, click under Event
Scheduler.

Figure 7-21 Enabling event scheduler

Configurati

Dedcated | gaussdbamysqllargex85.4| 2 Change

Step 6 In the displayed dialog box, read the disclaimer and click Agree and Continue.
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Figure 7-22 Reading the disclaimer

Disclaimer

Dear customer,

If you want to enable event scheduler, there are certain risks that you need to be
aware of.

Due to known community risks, the following situations may occur:

& The actual time for triggering the event scheduler is inconsistent with the
configured time.

o The event scheduler is not triggered.

o Due to the particularity of the event scheduler, the actual execution be different
from what you expected.

o The event scheduler may impact analysis and judgment for issues with database
usage.

* Heterogeneous disaster recovery cannot be used.

« Other unknown issues.

If any of these issues occur, your workloads may be affected.

Normal product functions on Huawei Cloud can meet the daily needs of most
customers. For trigger-related functions, you are advised to implement them on the
business program side. If you do need to enable event scheduler, you still need to
carefully review these risks and then click Agree and Continue.

Thanks for your understanding and support. We will make every effort to offer you
better service.

{  Agree and Continue _)]

Step 7 In the displayed dialog box, confirm the instance information and click OK.
Figure 7-23 Confirming information

Enable Event Scheduler
Enable Event Scheduler?
Mame/ID Status

gauss-b3e7 _
O Available

Step 8 On the Basic Information page, expand Instance Information and check that the

event scheduler status becomes .:)

----End

Disabling Event Scheduler

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 Expand Instance Information. In the Configuration area, click D under Event
Scheduler.

Figure 7-24 Disabling event scheduler

Configuration

DB Instance Type e stance Specifications
Primary/Standby 2060241200 Dedicated | gaussdbmysqllargexs64 |2 Change 2
VCPUS | 8GB

Step 6 In the displayed dialog box, click OK.
Figure 7-25 Confirming information
X
Disable Event Scheduler
Disable Event Scheduler?
Name/ID Status
gauss-bier O Available

O

Step 7 On the Basic Information page, expand Instance Information and check that the

event scheduler status becomes

----End

7.4.8 Updating the OS of a DB Instance

To improve database performance and security, the OS of your TaurusDB instance
needs to be updated timely.

Every time you upgrade the kernel version of your instance, TaurusDB determines
whether to update the OS and selects the right cold patch to upgrade the OS if
necessary.

Updating the OS does not change the DB instance version or other information.
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In addition, TaurusDB installs hot patches as required to fix major OS
vulnerabilities within the maintenance window you specified.
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Version Upgrades

8.1 Upgrading the Minor Version of a DB Instance

Scenarios

You can upgrade the minor version of your DB instance to improve performance,
optimize functions, and fix bugs.

When a new minor version is released on Huawei Cloud, you will see Upgrade in
the DB Engine Version column on the Instances page. You can click Upgrade to
go to the minor version upgrade page.

For details about the updates in each kernel version, see TaurusDB Kernel
Version Release History.
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Upgrade Scenarios

Table 8-1 Upgrade scenarios

Upgrade
Informa
tion

Upgrade Scenario

Description

Kernel
version

There are three scenarios for
upgrading a minor version based on
different kernel versions:

e Scenario 1: If the instance's kernel
version is below 2.0.51.240305, it
will be upgraded to 2.0.51.240305
first, followed by a minor version
pre-upgrade and then a minor
version upgrade.

e Scenario 2: If the instance's kernel
version is 2.0.51.240305, it will
undergo a minor version pre-
upgrade first. After that, you need
to click Upgrade again to start a
minor version upgrade. The
following operations use this
upgrade method as an example.

e Scenario 3: If the instance's kernel
version is above 2.0.51.240305,
clicking Upgrade will directly
trigger a minor version upgrade.

o |[f the kernel version is
2.0.51.240305 or earlier,
the upgrade involves
changes to the
underlying data
dictionary and may take
a long time.

e For scenario 2, binlog
needs to be enabled
before the upgrade.
Ensure that the value of
rds_global_sql_log_bin
is ON, the value of
binlog_expire_logs_seco
nds is at least 86400,
and the value of
default_collation_for_ut
f8mb4 is
utf8mb4 0900 ai_ci.

Upgrade
time

There are two ways to upgrade a
minor version based on different
upgrade times.

e Upon submission: The system
upgrades the minor version upon
your manual submission of the
upgrade request.

e In maintenance window: The
system upgrades the minor version
during the maintenance window
you have specified. For details
about how to change the
maintenance window, see
Changing the Maintenance
Window of a DB Instance.

If the kernel version of your
instance has potential risks
or major defects, has
expired, or has been
brought offline, the system
will notify you by SMS
message or email and
deliver an upgrade task
during the maintenance
window.
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Constraints

Table 8-2 Constraints

Phase

Constraint

Before
the
upgrade

e To upgrade the kernel version from 2.0.51.240305 to
2.0.54.240600 or later, ensure that the value of
rds_global_sql_log_bin is ON and the value of
binlog_expire_logs_seconds is at least 86400. For details about
how to set these parameters, see Modifying Parameters of a DB
Instance.

e If the rds_global_sql_log_bin parameter was recently set to ON,
you need to connect to the database and run the following
command to check whether binlog is enabled for all threads.
select @@session.rds_sql_log_bin_inconsistent_count;

e If the replication latency between the primary node and read
replicas is longer than 300 seconds, the minor version cannot be
upgraded.

e If you want to upgrade the minor version of your instance from
8.0.18 to 8.0.22 and there are more than 1,000 partitions, the
upgrade may fail. Contact Huawei Cloud engineers to check the
version compatibility before the upgrade.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 181



TaurusDB
User Guide

8 Version Upgrades

Phase

Constraint

During
the
upgrade

e Scenario 1 or 3: If the primary node and read replicas of an
instance are deployed in the same AZ, a minor version upgrade
will trigger a failover. If they are in different AZs, a minor version
upgrade will trigger two failovers. A failover means that the
system fails over to a read replica in case the primary node is
unavailable.

e Scenario 1 or 3: The upgrade will cause the instance to reboot
and briefly interrupt workloads for about 30 to 90 seconds. To
minimize the impact of the upgrade, perform the upgrade during
off-peak hours, or ensure that your applications support
automatic reconnection.

e Scenario 2: During the minor version pre-upgrade, the instance
will not reboot, which means workloads will not be affected.

e Scenario 2: The minor version upgrade will cause the instance to
reboot, so workloads will be interrupted. The upgrade takes 15 to
20 minutes, and workloads are intermittently interrupted for 1 to
2 minutes. To minimize the impact, perform the upgrade during
off-peak hours.

e If an instance contains a large number of table partitions (more
than 1 million), it may take more than 2 hours to reboot the
instance.

e When you upgrade the minor version of an instance, minor
versions of read replicas (if any) will also be upgraded. During
the upgrade, the read replicas will reboot. To minimize the
impact, perform the upgrade during off-peak hours. Minor
versions of read replicas cannot be upgraded separately. Once
you upgrade the minor version, the instance will be upgraded to
the latest minor version. A minor version upgrade cannot be
rolled back after the upgrade is complete.

e DDL operations on events, such as CREATE EVENT, DROP EVENT,
and ALTER EVENT, are not allowed during a minor version
upgrade.

e |f the message "Upgrade failed. Reduce the service load of the
instance and click Retry" is displayed on the console, the upgrade
fails due to heavy service load. Reduce the service load or retry
the upgrade during off-peak hours.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 182



TaurusDB
User Guide 8 Version Upgrades

Phase Constraint

After the | e Scenario 2: If the upgrade fails, the instance will be rolled back to
upgrade a previous version and its data will be restored to a new instance
named original_instance_name_copy. The original instance will
become unavailable after the rollback, and the new instance will
start to incur charges once the original instance is deleted.

e Data cannot be restored to a point in time when a data
dictionary upgrade was in progress. By default, the system
searches for the most recent available point in time instead.

e During the period between a data dictionary upgrade and the
next full backup, data of the instance cannot be restored to the
original instance or an existing instance.

e When restoring backups, ensure that the data dictionary version
of the target instance is the same as that of the source instance.

Upgrading the Minor Version of a Single DB Instance

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Instance Information area, click Upgrade under Kernel Version.

Figure 8-1 Upgrading the minor version on the Basic Information page

Instance Information

Basic Information

Configuration

Alternatively, go to the Instances page and click Upgrade in the DB Engine
Version column.

Figure 8-2 Upgrading the minor version on the Instances page

2 s P TarwDBR o Fayperuse . B . R
a = 2007Us | wala. eul coln ViewNercs Nore

Step 6 In the displayed dialog box, set Scheduled Time and click OK.
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Figure 8-3 TaurusDB minor version pre-upgrade

Minor Version Pre-upgrade

This upgrade involves changes to the underlying data dictionary, so you need to perform a pre-upgrade first. During the
pre-upgrade, the instance will not be rebooted and workloads will not be affected.

After the pre-upgrade is complete, under Kernel Version, click Upgrade again. This upgrade will cause the instance to
reboot, so workloads will be interrupted. The length of the interruption depends on the size of the workloads and how
much data there is. To minimize the impacts, perform the upgrade during off-peak hours.Learn more

DB Instance Mame
DB Instance ID

Current Version

2.0.51.240305

Latest Version
2.0.60.241200

Learn more about kernel versions

Scheduled Time

In maintenance window Upon submission

Ty

e Upon submission: The system upgrades the minor version immediately after
your submission of the upgrade request. On the Task Center page, click
Instant Tasks and view the task progress.

e In maintenance window: The system upgrades the minor version during the
maintenance window you have specified. After the operation is complete, on
the Task Center page, click Scheduled Tasks and view the information about
the upgrade task.

Step 7 The system will automatically conduct a pre-upgrade check.

In the displayed dialog box, read the message carefully and click OK to proceed
with the upgrade.
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Figure 8-4 Pre-upgrade check
Pre-upgrade Check X

1. Data cannot be restored to a point in time when an upgrade was in
progress. By default, the system searches forward for the most recent
available point in time instead.

2. During the period between a data dictionary upgrade and the next full
backup, data of the instance cannot be restored to the original instance or an
existing instance.

3. When restoring backups, ensure that the data dictionary version of the
target instance is the same as that of the source instance.

1. This upgrade involves changes to the underlying data dictionary and may take a long
time.

2. This upgrade requires opening the binlog. Please first set the parameter
rds_global_sgl_log_bin to OM and the value of the parameter
binlog_expire_logs_seconds to be greater than or equal to 86400.

Ty

Step 8 After the pre-upgrade is complete, the instance status becomes Pre-upgrade
completed, which means no other operations are allowed. On the Basic
Information page, click Upgrade under Kernel Version again.

Figure 8-5 Upgrading the kernel version

Instance Information
Separation Basic Information
Accounts 8 nstance Name. S

J— s urceoseo sasscresssorenesbszsTIoosaezonor O

Maintenance Windoy
Parameters 02000600 e

Configuration

[——— 203120005 vo022 A —
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Step 9 In the displayed dialog box, click OK. The system will automatically conduct a pre-
upgrade check.
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Figure 8-6 Minor version upgrade

Minor Version Upgrade X

This upgrade will cause the instance to reboot, so workloads will be interrupted. The length of the interruption depends on
the size of the workloads and how much data there is. The upgrade takes 15 to 20 minutes, and workloads are
intermittently interrupted for 1 to 2 minutes. To minimize the impacts, perform the upgrade during off-peak hours.

After the upgrade is complete, the kernel version cannot be rolled back. Exercise caution when performing this
operation.Learn more

DB Instance Mame
DB Instance ID

Current Version

2.0.51.240305

Latest Version
2060241200

Learn more about kerni

Scheduled Time

In maintenance window Upaon submission

ST
]

Step 10 Confirm the check results and click OK.

Step 11 After the upgrade is complete, the instance status becomes Kernel version
upgrade to be confirmed, which means no other operations are allowed. To
make the instance available again, go to the Basic Information page and click
Apply Upgrade under Kernel Version.

Figure 8-7 Checking the instance status

s} UTCH0800 90ab0Gassbeba2bIsclracd7ass7osingy O

~0600 change
parameters 02000600 2

Dedicated | gaussdbmysallarge @62 | 2 2

Primary/Standby 205024120
) VCPUS | 4GB
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Figure 8-8 Applying the upgrade
Apply Upgrade =

After the upgrade is applied, the kernel version cannot be rolled back.
Exercise caution when performing this operation.

Apply the upgrade?

Name/1D Status

— Kernel version upgrade to be con.-

Ty

--—-End

Upgrading the Minor Versions of Multiple DB Instances at a Time

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, select the desired DB instances and click Upgrade in the
upper left corner of the list.

Figure 8-9 Upgrading the minor versions of multiple DB instances at a time

(" change o vesrymontny )|(" wpgrade )|(" exportnstance nfo )

Al v Searh by DE insiance name.Use commas (,) b searate mulfiple instance rames.

Qle
@ Nameid & Descripion & DB Irstance... DB Engine Version & Status Biling Mo Operation
PrimarySte.  TaunisDB V20 Pay-par-us
V] -4 Loghn ViewMetics More v
9 2vCPUS 4 Upgrade O Ceatedor 10
e PrmaySta.  TauusDB V20

Pay-per-us
JuchUs 4 = O Availabe Ceatedop 1091 ViewMetics More v

NOTICE

A maximum of 100 DB instances can be selected at a time.

Step 5 In the displayed dialog box, confirm the information about the DB instances to be
upgraded and set Scheduled Time.
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Figure 8-10 Selecting a scheduled time

Upgrade

Upgrade the kernel versions for the following 2 instances?

Name/ID & DB Instance...

Primary/Sta. ..
2VCPUs | 4 ...

Primary/Sta. ..
2vCPUs | 4 ...

Total Records: 2

@ Notes

DB Engine Version &

TaurusDB V2.0

TaurusDB V2.0

The DB instance will be rebooted and services will be interrupted during the upgrade. The interruption time depends on
the amount of service data and other factors. Therefore, perform the upgrade during off-peak hours. Learn more
To upgrade an instance to the latest version using workload replay, click Upgrade next to Kernel Version on the Basic

Information page of the instance to create a workload replay task.

If the kernel version is 2.0.54.240600 or later, ensure that rds_global_sql_log_bin is set to ON and
binlog_expire_logs_seconds is greater than or equal to 86400. Otherwise, the patch upgrade cannot be performed. Go
to the parameter modification page of the instance to modify the parameters.

Latest Version ()
2.060.241200

If the kernel version is earlier than 2.0.51.240305, it will be upgraded to 2.0.5

Scheduled Time (&)

In maintenance window Upon submission

Meodifying the Maintenance Window of the preceding Instances in Batches

To confirm upgrade, enter "YES" below. Autofill

240305 first.

e Upon submission: The system upgrades the minor version immediately after
your submission of the upgrade request. On the Task Center page, click

Instant Tasks and view the task progress.

e In maintenance window: The system upgrades the minor version during the
maintenance window you have specified. After the operation is complete, on
the Task Center page, click Scheduled Tasks and view the information about

the upgrade task.

Step 6 Confirm the information, enter YES in the text box as prompted, and click OK.
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/A\ CAUTION

e Wiait for 2 to 5 minutes and check whether the upgrade has been started for
the DB instance. If the upgrade has not been started, check whether the value
of rds_global_sql_log_bin is ON and the value of binlog_expire_logs_seconds
is at least 86400. If the parameters are not correctly configured, the upgrade
cannot be performed.

e |f the parameters are correctly configured but the upgrade has not started, it

could be due to that the value of rds_sql_log_bin_inconsistent_count is not 0.
Wait until this value becomes 0 before proceeding with the upgrade.

--—-End

Follow-up Operations
Return to the instance list. In the navigation pane, choose Task Center and check
the progress of the upgrade task.
e If you have selected Upon submission for Scheduled Time:

On the Instant Tasks page, search for Upgrading a DB instance version and
check the execution progress. Instant tasks cannot be canceled.

e If you have selected In maintenance window for Scheduled Time:

On the Scheduled Tasks page, search for the instance ID and check the
execution status of the upgrade task.

If the task is in the To be executed state, you can click Cancel to cancel the
task.

For details, see Viewing a Task.

APIs

Upgrading the Kernel Version of a DB Instance
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Data Backups

9.1 Backup Principles

TaurusDB uses Huawei's DFV storage, which decouples storage from compute. The
compute layer provides services for external systems and manages logs, and the
storage layer stores data. The storage layer consists of Common Log nodes and
Slice Store nodes. Common Log nodes store logs, while Slice Store nodes store
data.

Figure 9-1 Backup principles
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As shown in Figure 9-1, the creation of backups involves in the compute layer and
storage layer.

e The primary node at the compute layer reads the logs of the Common Log
nodes at the storage layer and backs them up to OBS.

e The primary node at the compute layer delivers a command for backing up
data to the Slice Store nodes at the storage layer. The Slice Store nodes back
up data to OBS.
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During the creation of a backup, the CPU usage and memory usage of the primary
node of your instance increase slightly, but you will not notice anything at the
storage layer. The final backup is stored in OBS as multiple data files and does not

use up any of the disk space of the instance.

9.2 Backup Types

Based on different dimensions, there are the following backup types in TaurusDB.

e  Full backups and incremental backups based on data volume

Table 9-1 Comparison between full backups and incremental backups

Backup
Type

Full backups

Incremental backups

Descripti
on

All data in your DB
instance is backed up.

Only data that has changed
within a certain period is backed

up.

Enabled

by
Default

Yes

Yes

Retentio
n Period

Full backups are retained
till the retention period
expires.

Incremental backups are retained
till the retention period expires.
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Character | o A full backup is to back | e The system automatically
istic up all data of your DB backs up data modifications
instance in the current made after the most recent
point of time. automated or incremental
e You can use a full backup every 5 minutes or
backup to restore the when a certain amount of
complete data incremental data is generated.
generated when the When there are many writes or
backup was created. the DB instance is overloaded,
. the upload of incremental
e Full backups include backups may be delayed.
automated backups
and manual backups. e Incremental backups are
automated backups.

e Incremental backups are
created based on the most
recent full backup, as shown in
Figure 9-2, so the most recent
full backup that exceeds the
retention period is still
retained. For details, see the
following example.

Figure 9-2 Incremental data
restoration
I..
I...
I...
l..
How to Click the instance name. Click the instance name. On the
View On the Backups page, Backups page, click the
click the Full Backups tab | Incremental Backups tab and
and view the backup size. | view the backup size.

Automated backups and manual backups based on backup methods

Table 9-2 Comparison between automated backups and manual backups

Backup
Type

Automated backups

Manual backups
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Descripti
on

e You can set an
automated backup
policy on the
management console,
and the system will
automatically back up
your instance data
based on the time
window and backup
cycle you set in the
backup policy and will
store the data for the
retention period you
specified.

e Automated backups
cannot be manually
deleted. To delete them,
you adjust the retention
period specified in your
backup policy. Retained
backups (including full
and incremental
backups) will be
automatically deleted at
the end of the retention
period.

e Manual backups are user-
initiated full backups of your

DB instance. They are retained

until you delete them
manually.

e Regularly backing up your DB

instance is recommended, so
your DB instance becomes

if

faulty or data is corrupted, you

can restore it using backups.

Enabled

by
Default

Yes

Yes

Retentio
n Period

Automated backups are
retained for the retention
period you specified.

The backup retention
period ranges from 1 to
732 days.

Manual backups are always
retained until you delete them
manually.

Configur
ation

Configuring a Same-
Region Backup Policy

Creating a Manual Backup

Same-region backups and cross-region backups based on backup regions

(10 NOTE

To configure a cross-region backup policy, submit a request by choosing Service
Tickets > Create Service Ticket in the upper right corner of the management console.
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Table 9-3 Comparison between same-region backups and cross-region

backups
Backup Same-region backups Cross-region backups
Type
Descriptio | Backups are stored in the Backups are stored in a different
n same region as your DB region from that of your DB
instance. instance.
Enabled Yes No
by
Default
Retention | Same-region backups are Cross-region backups are
Period retained for the retention retained for the retention period
period you specified. you specified.
The backup retention The backup retention period
period ranges from 1 to ranges from 1 to 1,825 days.
732 days.
NOTE
You can request to extend the
retention period to up to
3,660 days by choosing
Service Tickets > Create
Service Ticket in the upper
right corner of the
management console.
Character | Backups are stored in the Backups are stored in a region
istic same region as your DB different from the region where
instance. Same-region your DB instance is located.
backup (automated After you enable cross-region
backup) is enabled by backup, the backups are
default and cannot be automatically stored in the
disabled. region you specify.
Configura | Configuring a Same- Configuring a Cross-Region
tion Region Backup Policy Backup Policy
How to e If cross-region backup is | Click Backups in the navigation
View enabled: pane. On the Cross-Region

Click Backups in the
navigation pane. On the
Same-Region Backups
tab, view the backup
size.

e |f cross-region backup is
not enabled:
Click Backups in the
navigation pane and
view the backup size.

Backups tab, locate a DB
instance and click View Cross-
Region Backup in the
Operation column.
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9.3 Backup Space and Billing

Concepts

Full backup: All data is backed up even if no data has changed since the last
backup.

Incremental backup: The system automatically backs up data that has
changed since the last automated backup or incremental backup in logs every
5 minutes. The logs can be used to restore data to a point in time.

Differential backup: The system backs up data that has changed since the
most recent full backup or differential backup in to physical files. Physical files
cannot be used for log replay.

Billed space: backup space that you are billed for
Logical space: space occupied by full backups
Physical space: the amount of data that is backed up to OBS

(11 NOTE

After you purchase a DB instance, the logical space is the same as the physical space. When
a backup starts in a backup chain, the physical space stores the data of the first full backup
and subsequent differential backups.

Backup Space Calculation Methods

There is a default backup chain (where there are seven backups). The first
automated backup is a full backup, and subsequent automated backups are
differential backups.

In a backup chain, the backup space is released only after all full backups and
differential backups are deleted.

Billed space is calculated as follows:

Billed space = Min(Logical space, Physical space) - Free space = Min(Logical
space, Physical space) - Storage space x 100%

Example

Logical space: Total size of the logical space - Logical size of the expired
backup

Physical space: Size of the first full backup + Total size of subsequent
differential backups

Free space: There is free backup storage up to 100% of your purchased
storage space.

A backup chain contains seven backups by default. There are 11 backups shown in
the following figure. The 1st backup to the 7th belong to one backup chain and
the 8th to the 11th belong to another.
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Figure 9-3 Backup example

S

If there is 1,000 MB of backup space and the logical space is 1,000 MB each time,
the physical space for the 1st backup is 1,000 MB. If the incremental data size is
100 MB each time, the physical space for the 2nd backup to 7th is 100 MB.

A backup chain contains seven backups by default. The physical space for the 8th
backup is 1,000 MB because it represents a new backup chain.

Billed space includes the space of the two chains in the example.

Suppose that after the 11th backup was created, and the 1st, 2nd and 3rd backups
expired and were automatically deleted. The size of each space is calculated as
follows:

e Total logical space size = Total logical space size - Logical size of the expired
backup (1,000 MB x 11 - 3,000 MB = 8,000 MB in this example)

e Physical space: size of data backed up to OBS. In this example, physical space
includes the sum of physical space on the two backup links: 1,000 MB + (100
MB x 6) +1,000 MB+ (100 MB X 3) =2,900 MB

e Total billed space = Min (Total size of logical space, Total size of physical
space) - free space, so the total billed space in this example = Min (8,000 MB,
2,900 MB) - 1,000 MB = 1,900 MB

9.4 Creating an Automated Backup

9.4.1 Configuring a Same-Region Backup Policy

Scenarios

When you create a TaurusDB instance, the automated backup policy is enabled by
default. However, it can be modified after instance creation is complete. TaurusDB
backs up data based on the automated backup policy you specify.

TaurusDB backs up data at the DB instance level. If a DB instance is faulty or data
is damaged, you can still restore it using backups to ensure data reliability.
Backing up data affects the database read and write performance, so you are
advised to set the automated backup time window to off-peak hours.
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After an automated backup policy is configured, full backups are created based on
the time window and backup cycle specified in the policy. The time required for
creating a backup depends on how much data there is in the instance. Backups
are stored for as long as you specified in the backup policy.

You do not need to configure incremental backup policies because the system
automatically performs an incremental backup every 5 minutes. The generated
incremental backups can be used to restore the database and table data to a
specified point in time.

Constraints

e The automated backup policy is enabled by default and cannot be disabled.

e Rebooting instances is not allowed during the creation of a full backup.
Exercise caution when selecting a backup time window.

e When starting a full backup task, TaurusDB first tests connectivity to your
instance. If the backup lock failed to be obtained from the DB instance, the
verification fails and a retry is automatically performed. If the retry fails, the
backup will fail.

e Performing a full backup may decrease instance throughput because it
occupies node resources, especially disk bandwidth.

Backup Clearing

To ensure data integrity, even after the retention period expires, the most recent
full backup will be retained, for example, if Backup Cycle was set to Monday and
Tuesday and Retention Period was set to 2:

e The full backup generated on Monday will be automatically deleted on
Thursday because:

The backup generated on Monday expires on Wednesday, but it was the last
backup, so it will be retained until a new backup expires. The next backup will
be generated on Tuesday and will expire on Thursday. So the full backup
generated on Monday will not be automatically deleted until Thursday.

e The full backup generated on Tuesday will be automatically deleted on the
following Wednesday because:

The backup generated on Tuesday will expire on Thursday, but as it is the last
backup, it will be retained until a new backup expires. The next backup will be
generated on the following Monday and will expire on the following
Wednesday, so the full backup generated on Tuesday will not be
automatically deleted until the following Wednesday.

Viewing or Modifying a Same-Region Backup Policy

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.
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Step 5 In the navigation pane, choose Backups.

Step 6 On the displayed Full Backups tab, click Configure Same-Region Backup Policy.

Figure 9-4 Configuring a same-region backup policy

Completed

=]

Step 7 In the displayed dialog box, view the current backup policy. To modify the backup
policy, adjust the parameter values by referring to Table 9-4.

Figure 9-5 Modifying backup policies

X
Configure Same-Region Backup Policy
@ Once the automated backup policy is enabled, a full backup is triggered immediately. After that, full backups will be
created based on the backup window and backup cycle you specified, and incremental backups will be created
automatically for improved data reliability. When a DB instance is being backed up, data is copied and uploaded to OBS.
The time required depends on the amount of data to be backed up.
Automated Backup (D)
Retention Period - 7 + |days
Time Zone GMT+08:00
Tim 01:00 — 02:00 ~
Backup Cycle All
Menday Tuesday Wednesday Thursday
Friday Saturday Sunday
Table 9-4 Parameter description
Parameter Description
Retention Number of days that your automated backups can be
Period retained. The retention period is from 1 to 732 days and the

default value is 7.

e Extending the retention period improves data reliability.
You can configure the retention period if needed.

e If you shorten the retention period, the new backup policy
takes effect for existing backups. Any backups (including
full and automated backups) that have expired will be
automatically deleted. Manual backups will not be
automatically deleted but you can delete them manually.

NOTE

To extend the retention period to up to 3,660 days, submit a request
by choosing Service Tickets > Create Service Ticket in the upper
right corner of the management console.
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Parameter Description

Time Zone The backup time is in UTC format. The backup time segment
changes with the time zone during the switch between the
DST and standard time.

Time Window A one-hour period the backup will be scheduled within 24
hours, such as 01:00-02:00 or 12:00-13:00.

Backup Cycle By default, each day of the week is selected. You can change
the backup cycle and must select at least one day of the
week.

Step 8 Click OK.

Step 9 On the Full Backups tab, click Configure Same-Region Backup Policy again to
view the modified backup policy.

----End

FAQs
Why Did My Automated Backup Fail?

APIs

e Configuring a Same-Region Backup Policy
e Querying an Automated Backup Policy

9.4.2 Configuring a Cross-Region Backup Policy

Scenarios
TaurusDB can store backups in a different region from the DB instance for disaster
recovery. If a DB instance in a region is faulty, you can use the backups in another
region to restore data to a new DB instance.
After you enable cross-region backup, the backups are automatically stored in the
region you specify.

Precautions

e To apply for the permissions to configure cross-region backup policies, submit
a request by choosing Service Tickets > Create Service Ticket in the upper
right corner of the management console.

e (Cross-region backup can be enabled for up to 150 DB instances in a single
region under a tenant. It is recommended that the data volume of a single DB
instance be at most 2 TB. If the data volume is too large, the synchronization
progress may be delayed.
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Supported Regions

Table 9-5 Supported regions

Instance Region Backup Region

CN North-Beijing4 CN East-Shanghai1, CN North-Ulangab1, CN
Southwest-Guiyang1, and CN South-Guangzhou

CN East-Shanghai1 CN North-Beijing4, CN North-Ulangab1, CN Southwest-
Guiyang1, and CN South-Guangzhou

CN North-Ulangab1 CN North-Beijing4, CN East-Shanghai1, CN Southwest-
Guiyang1, and CN South-Guangzhou

CN Southwest- CN North-Beijing4, CN East-Shanghail, CN North-
Guiyang1 Ulangab1, and CN South-Guangzhou

CN South-Guangzhou | CN North-Beijing4, CN East-Shanghai1, CN North-
Ulangab1, and CN Southwest-Guiyang1

Billing

Table 9-6 Billing

Specification Code Pricing

gaussdb.mysql.crossreg.backup.space e Regions in China (excluding Hong
Kong): $0.000157 USD/GB/hour

e Hong Kong and regions outside
China: $0.00022 USD/GB/hour

Enabling or Modifying a Cross-Region Backup Policy

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Backups. On the displayed page, click Configure
Cross-Region Backup Policy.

Figure 9-6 Configuring a cross-region backup policy
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Step 6 In the displayed dialog box, set required parameters.

Figure 9-7 Configuring a backup policy

hd
Configure Cross-Region Backup Policy
© Al cross-region backups of your DB instances are stored in the region you specify.
Only automated full backups will be replicated to the target region.

Cross-Region Full Backup

Cross-Region Incremental Backup

Region v

Retention Period

Table 9-7 Parameter description

Parameter Description
Cross-Region Full If you enable this option, automated full backups of the
Backup DB instance are stored in the region you specify.
Cross-Region If you enable this option, incremental backups of the DB

Incremental Backup | instance are stored in the region you specify.

e To enable cross-region incremental backup, enable
cross-region full backup first.

e After cross-region incremental backup is enabled, you
can restore an instance to a specified point in time
only after the next automated full backup replication
is complete. The specified point in time must be later
than the time when the automated full backup is

complete.
Region Select the region for storing backups.
Retention Period Cross-region backup files can be retained from 1 to 1,825
days.

Step 7 Click OK.

Step 8 On the Cross-Region Backups tab of the Backups page, manage cross-region
backups.
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Figure 9-8 Cross-region backups
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e By default, all instances with cross-region backups are displayed.

To modify the cross-region backup policy, click Set Cross-Region Backup in
the Operation column.

To view generated cross-region backup files, click View Cross-Region Backup
in the Operation column. If a DB instance fails, you can use the cross-region
backups to restore data to a new DB instance.

Full or incremental backups can be resorted to a new DB instance. Select the
backup you want to restore and click Restore in the Operation column.

Figure 9-9 Full backups

Original DB Instance Information

Full Backups Incremental Backups

Q|lC

Figure 9-10 Incremental backups

Original DB Instanc:

Incremental backups can be restored to a point in time. You need to select a
time range, select or enter a time point within the acceptable range.

Figure 9-11 Restoring an incremental backup to a point in time

Restore to Point in Time

Restore To

e To view all cross-region backups, click View All Backups.

To restore a backup, locate the backup and click Restore in the Operation.
For details, see Restoring Data Across Regions.
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e To return to the instance list, click View Instances.

--—-End

Disabling a Cross-Region Backup Policy

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 In the upper left corner of the page, select the region where the original DB
instance is located.

Step 5 Disable the cross-region backup policy using either of the following methods.
Method 1:

1. Choose Backups in the navigation pane and click the Cross-Region Backups
tab.

2. Locate the target DB instance and click Set Cross-Region Backup in the
Operation column.

Figure 9-12 Setting cross-region backup

DB Engine Version status, Source Backup Region

3. In the displayed dialog box, click ® next to Cross-Region Incremental
Backup and Cross-Region Full Backup.
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Figure 9-13 Disabling cross-region backup

Configure Cross-Region Backup Policy

@ All cross-region backups of your DB instances are stored in the region you
specify.
Only automated full backups will be replicated to the target region.

Cross-Region Full Backup

Cross-Region Incremental Backup (}
Region CN-North-Ulangab203

Retention Period 1 + | days

Cancel [ oKk )

4. Click OK.

Method 2:

1. On the Instances page, click the instance name.

2. In the navigation pane, choose Backups.

3. Click Configure Cross-Region Backup Policy.

4. In the displayed dialog box, click @D next to Cross-Region Incremental

Backup and Cross-Region Full Backup.
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5.

Figure 9-14 Disabling cross-region backup

Configure Cross-Region Backup Policy

@ Al cross-region backups of your DB instances are stored in the region you specify.
Only automated full backups will be replicated to the target region.

Cross-Region Full Backup

Cross-Region Incremental Backup (:1
Region

Retention Period 1 + | day

Click OK.

----End

9.5 Creating a Manual Backup

Scenarios

TaurusDB allows you to create manual backups for available DB instances. You
can use these backups to restore data.

Constraints

You can create manual backups only when your account balance is no less
than $0 USD.

The backup efficiency is in direct proportion to the instance data volume.

The system verifies the connection to the DB instance when starting a full
backup task. If the backup lock failed to be obtained from the DB instance,
the verification fails and a retry is automatically performed. If the retry fails,
the backup will fail.

When an account is deleted, both automated and manual backups are
deleted.

The time required for creating a manual backup depends on the data volume
of the DB instance.

When a DB instance is being backed up, data is copied and uploaded to OBS.
The time required depends on the amount of data to be backed up.
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Backup Clearing

When a DB instance is deleted, its automated backups are also deleted, but its
manual backups are retained until you manually delete them.

Creating a Manual Backup

Step 1

Step 2

Step 3
Step 4

Step 5

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate the instance for which you want to create a manual

backup and choose More > Create Backup in the Operation column.

Figure 9-15 Creating a backup

Q Namerd & Description & DB Instance. DB Engine Version © Status Billng Mo, Operation

primary/Sta TaurusDB V2.0 Pay-per-us
=2 View Metics More A
2vCPUS |4 Upgrade O Greateqon 09" View M =

hange to Yeary/Monthly
s rimar TaurusDB V2.0 Pay-pe
2 Available

Primary/Sta.
2vCPUS |4 Upgrade Creater ~ Create Read Replica

Change Instance Specifications
s Primary/Sta TaurusDB V2.0 Pay-pe

2vCPUs |4 Upgrade © Availzble Creater

Primary/Sta Pay-pe
- &
i TaurusDB V2.0 O Available Creaid

Primary/Sta TaurusDB V2.0 Pay-pe
-2
2vCPUs |8 Upgrade © Availzble Creater

You can also create a backup in either of the following ways:

e On the Instances page, click the instance name. Choose Backups in the
navigation pane and click Create Backup.

Figure 9-16 Creating a backup

e On the Instances page, click the instance name to go to the Basic

Information page. In the upper right corner of the page, click *** and choose

Create Backup.

Figure 9-17 Creating a backup

0 nalabe @

Configuration

In the displayed dialog box, enter a backup name and description and click OK.
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Figure 9-18 Creating a backup

Create Backup

© when a DB instance is being backed up, data is copied and uploaded to OBS. The
time required depends on the amount of data to be backed up.

DB Instance Mame

Backup Name ‘ @

Description @

Em -

e The backup name must start with a letter and consist of 4 to 64 characters.
Only letters (case-sensitive), digits, hyphens (-), and underscores (_) are
allowed.

e The backup description consists of up to 256 characters. It cannot contain
carriage returns or any of the following special characters: I<"=">&

Step 6 View the created backup on the Backups page.

--—-End

Deleting a Manual Backup

Step 1 On the Backups page, locate the backup you want to delete and click Delete in
the Operation column.

Alternatively, on the Instances page, click the instance name. On the Backups
page, locate the backup you want to delete and click Delete in the Operation
column.

The following backups cannot be deleted:

e Automated backups
e Backups that are being restored or created

Step 2 In the displayed dialog box, click OK.

--—-End
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APlIs

e Creating a Manual Backup
e Querying Backups

9.6 Enabling or Disabling Encrypted Backup

Scenarios
TaurusDB can encrypt backups. After encrypted backup is enabled, a key is
required, which is generated and managed by Data Encryption Workshop
(DEW).

Precautions

e Only the backups generated after encrypted backup is enabled will be
encrypted.

e After encrypted backup is disabled, new backup files will not be encrypted for
storage. Backup files created before encrypted backup is disabled will not be
decrypted.

e  Currently, only the SM4 and AES_256 key algorithms are supported. After
encrypted backup is enabled, the key algorithm cannot be changed.

e The key cannot be disabled, deleted, or frozen while in use, or the encrypted
backups cannot be used for restoration.

e Encrypted backups can be directly used to restore data on the management
console. You do not need to manually decrypt backups.

e Once encrypted backup is enabled for your DB instance, data cannot be
restored to an existing DB instance, even if encrypted backup is disabled later.

e Cross-region backup and encrypted backup cannot be both enabled.

e When encrypted backup is enabled for a DB instance, only the key of the
corresponding enterprise project can be selected. To view keys in an enterprise
project, see Viewing a Key.

Enabling Encrypted Backup

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 Choose Backups in the navigation pane and click next to Encrypted
Backup.

Figure 9-19 Enabling encrypted backup

e—e 1l
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Step 6 In the displayed dialog box, select a key or enter a key ID and click OK.
Only SM4 and AES_256 key algorithms are supported.

Figure 9-20 Selecting a key

Enabling Encrypted Backup

€ only AES and SM4 key generation algorithms are supportedThe key cannot
be disabled, deleted, or frozen while in use, or the encrypted backups cannot
be used for restoration.

Key (® Select Enter

v | C View Key Name List

Step 7 In the displayed dialog box, click Yes.
Step 8 Refresh the page and check whether encrypted backup is enabled.
----End

Disabling Encrypted Backup

Step 1 On the Instances page, click the instance name.

Step 2 Choose Backups in the navigation pane and click D next to Encrypted
Backup.

Step 3 In the displayed dialog box, click Yes.

--—-End

APIs

e Enabling or Disabling Encrypted Backup
e Checking Whether Encrypted Backup Is Enabled

9.7 Exporting Backup Information

Scenarios

You can export backup information of a TaurusDB instance to an Excel file for
further analysis. The exported information includes the instance name/ID, backup
name/ID, DB engine, backup type, backup time, status, size, and description.
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Constraints

Automated and manual backups cannot be downloaded. Backups of TaurusDB are
designed based on Huawei Cloud decoupled storage and compute. Data is backed
up based on the minimum storage unit of the Huawei-developed distributed
storage pool. After the backup data is downloaded, it cannot be parsed and
restored using an open-source tool.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 In the navigation pane, choose Backups.

Step 5 On the Same-Region Backups tab, select the backups to be exported and click
Export.

Figure 9-21 Exporting backup information

u'\ Epot

Search by DB instance name. Q8

Backup NamellD § DB nstance NamelD & DBEngin.. = Back. §  Back. §  Sttus size Description  Operation

Alternatively, on the Instances page, click the instance name. In the navigation
pane, choose Backups. On the Full Backups tab, select the backups to be
exported and choose More > Export.

Figure 9-22 Exporting backup information

Full 3ackups | Incremertal | Backups

ate Backup Cenfigure Sama-Region Backup Policy Restore o fointinTime | More L@ Q |c

e  Currently, only the backup information displayed on the current page can be
exported.

e The backup information is exported to an Excel file.
Step 6 View the exported backup information.

----End

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 210


https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB
User Guide 10 Data Restorations

Data Restorations

10.1 Restoration Schemes

If your instance is damaged or mistakenly deleted, you can restore it using the
following methods.

Restoring or Migrating Data to TaurusDB

e You can restore data using backups. For details, see Restoring a DB Instance
from Backups.

e You can migrate data using DRS, mysgldump, or DAS. For details, see Data
Migration Schemes.

Restoring Deleted or Modified Data

The following table describes how to restore deleted tables, deleted databases,
deleted instances, deleted or modified columns, rows, and data in tables, and
overwritten tables.

Table 10-1 Restoration schemes

Scenario Restoration Restoration Restore To | Operation
Solution Scope Guide

Restoring a If the deleted | All databases | The original | Rebuilding a
deleted instance is in | and tables instance DB Instance
instance the recycle
bin, rebuild it
by referring to
Rebuilding a
DB Instance
in the
Recycle Bin.
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Scenario Restoration Restoration Restore To Operation
Solution Scope Guide
If a manual All databases | ¢ A new Restoring a DB
backup has and tables instance Instance from
Be:n c:c:]ated e An Backups
efore the -
existin
idnsltatnfje was insta ncge
eleted,
restore the * Th_e' l
instance on origina
the Backups Instance
page.
Restoring a Use the e All e Anew Restoring
deleted table | database databases instance Tables to a
table and tables | ¢ An Point in Time
restoration e Some existing
me;chodt':]o databases instance
restore the
and tables
table. o The
original
instance
Restoring a Use the o All e A new Restoring
deleted database databases instance Tables to a
database table and tables | ¢ An Point in Time
restoration e Some existing
metthodt;c]o databases instance
restore the
and tables
database. o The
original
instance
Restoring If more than o All e Anew Restoring
deleted or 100,000 data databases instance Tables to a
modified records are and tables | ¢ An Point in Time
columns, deleted or e Some existing
rows, and modified, use databases instance
data in tables, | the database and tables | The
and table iinal
overwritten restoration origina
tables method to Instance
restore data
in the table.

10.2 Restoring a DB Instance from Backups

Scenarios

You can use an automated or manual backup to restore data to the point in time
when the backup was created. The restoration is at the instance level.
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A full backup will be downloaded from OBS for restoration. The time required
depends on the amount of data to be restored.

Prerequisites

There is an automated or manual backup available for the DB instance. If you
want to restore a deleted DB instance, you need to ensure that there is a manual
backup because automated backups are deleted along with the DB instance.

Constraints
e Data can be restored to a new, the original, or an existing DB instance.

e Keep your account balance above zero so that backups can be restored to a
new DB instance. You will be billed for the new DB instance.

e Data on the original DB instance will be overwritten and the original DB
instance will be unavailable during the restoration.

e Restoring to an existing DB instance will overwrite its data and root password.
The existing DB instance is unavailable during the restoration. DB instances
will not be displayed unless they have the same DB engine type, version, and
table name case sensitivity as the original DB instance.

e If the original password of the existing DB instance cannot be used to connect
to the database after the restoration, you can reset the password.

e Once encrypted backup is enabled for your DB instance, data cannot be
restored to an existing DB instance, even if encrypted backup is disabled later.

e Ensure that the storage space of the selected DB instance is at least that of
the original DB instance. Otherwise, data will not be restored.

Restoring to a New DB Instance

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Backups page, locate the backup you want to restore and click Restore in
the Operation column.

Step 5 Set Restoration Method to Create New Instance and click OK.
Figure 10-1 Restoring to a new DB instance
Restore DB Instance

© A full backup file will be downloaded from OBS for restoration. The time required depends on the amount of data
to be restored

DB Instance Name/ID Backup Name DB Engine Version

TaurusDB V2.0

Restoration Method Create New Instance Restore to Original Restore to Existing
( cancel ) m
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Step 6 On the displayed page, set required parameters and click Next.

e The region and DB engine version of the new DB instance are the same as
those of the original DB instance and cannot be changed.

e The default database port is 3306.

e Other settings are the same as those of the original DB instance by default
but can be modified. For details, see Buying a DB Instance.

Step 7 View the restoration results.

A new DB instance is created, where data is restored based on the point in time
when the backup was created. When the instance status changes from Creating
to Available, the restoration is complete.

The new DB instance is independent from the original one. If you want to offload
the read load from the primary node, create one or more read replicas for the new
DB instance.

After the restoration, a full backup will be automatically triggered.

--—-End

Restoring to the Original DB Instance

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Backups page, locate the backup you want to restore and click Restore in
the Operation column.

Step 5 Select where you want to restore the backup to.
Step 6 Set Restoration Method to Restore to Original, select the confirmation check

box, and click Next.

Figure 10-2 Restoring to the original DB instance

X
Restore DB Instance
© A full backup file will be downloaded from OBS for restoration. The time required depends on the amount of data
to be restored.
DB Instance Name/ID Backup Name DB Engine Version
TaurusDB V2.0

Restoration Method Create New Instance Restore to Original Restore to Existing

g

s ~
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Step 7 Confirm the task details and click OK.
Data on the original DB instance will be overwritten and the original DB instance
will be unavailable during the restoration.
Step 8 View the restoration results.

On the Instances page, when the instance status changes from Restoring to
Available, the restoration is complete.

After the restoration, a full backup will be automatically triggered.

--—-End

Restoring to an Existing DB Instance

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Backups page, locate the backup you want to restore and click Restore in
the Operation column.

Set Restoration Method to Restore to Existing, select the confirmation check
box, and click Next.

Figure 10-3 Restoring to an existing DB instance

Restore DB Instance

© A full backup file will be downloaded from OBS for restoration. The time required depends on the amount of data
to be restored.

Once encrypted backup is enabled for your DB instance, data cannot be restored to an existing DB instance, even
if encrypted backup is disabled later.

DE Instance Name/ID Backup Name DB Engine Version

TaurusDB V2.0

Restoration Method Create New Instance Restore to Original

Enter a DB instance name or ID

DB Instance Name/ID Size DB Engine Version

(O] 130 MB TaurusDB V2.0

Confirm the task details and click OK.
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Restoring to an existing DB instance will overwrite its data and root password.
The existing DB instance is unavailable during the restoration. DB instances
will not be displayed unless they have the same DB engine type, version, and
table name case sensitivity as the original DB instance.

If the original password of the existing DB instance cannot be used to connect
to the database after the restoration, you can reset the password.

Step 7 View the restoration results.

On the Instances page, when the instance status changes from Restoring to
Available, the restoration is complete. If the existing DB instance contains read
replicas, the read replica status is the same as the existing DB instance status.

After the restoration, a full backup will be automatically triggered.

--—-End

APIs

Restoring Data to the Original Instance or an Existing Instance
Querying the Restoration Time Range

10.3 Restoring a DB Instance to a Point in Time

Scenarios

You can restore instance data to a specified point in time. Data can be restored to
a new, the original, or an existing DB instance.

The most recent full backup will be downloaded from OBS for restoration. After
the restoration is complete, incremental backups will be replayed to the specified
point in time. The time required depends on the amount of data to be restored.

Precautions

Data can be restored to a new, the original, or an existing DB instance.

Keep your account balance above zero so that backups can be restored to a
new DB instance. You will be billed for the new DB instance.

Do not run the reset master command on DB instances within their lifecycle.
Otherwise, an exception may occur when restoring a DB instance to a
specified point in time.

Data on the original DB instance will be overwritten and the original DB
instance will be unavailable during the restoration.

Restoring to an existing DB instance will overwrite its data and root password.
The existing DB instance is unavailable during the restoration. DB instances
will not be displayed unless they have the same DB engine type, version, and
table name case sensitivity as the original DB instance.

If the original password of the existing DB instance cannot be used to connect
to the database after the restoration, you can reset the password.

Once encrypted backup is enabled for your DB instance, data cannot be
restored to an existing DB instance, even if encrypted backup is disabled later.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 216


https://support.huaweicloud.com/intl/en-us/api-taurusdb/RestoreOldInstance.html
https://support.huaweicloud.com/intl/en-us/api-taurusdb/ShowBackupRestoreTime.html

TaurusDB
User Guide 10 Data Restorations

e Ensure that the storage space of the selected DB instance is at least that of
the original DB instance. Otherwise, data will not be restored.

Restoring to a New DB Instance

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Backups. On the displayed page, click Restore to

Point in Time.

Figure 10-4 Restoring to a point in time

Completed

Step 6 Select the restoration date and time range, enter a time point within the selected
time range, and set Restoration Method to Create New Instance. Then, click OK.

Figure 10-5 Restoring to a new DB instance

Restore to Point in Time

Restore To Aug 7, 2024 E

Time Range Aug 07, 2024 09:29:02 — Aug 07, 2024 17:04:39 GMT+08:00 v

Time Point 17:04:39

Restoration Method Create New Instance Restare to Original Restore to Existing

Step 7 On the displayed page, set required parameters and click Next.

e The region, DB engine, and DB engine version are the same as those of the
original DB instance and cannot be changed.

e The default database port is 3306.

e To synchronize database parameters of the original DB instance, select
Original DB instance parameter template.
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/A\ CAUTION

If the original DB instance is deleted, the database parameters of the original
DB instance cannot be synchronized using backups.

When you synchronize the database parameters of the original DB instance,
the following parameters cannot be synchronized and you need to manually
modify them after the DB instance is restored.

innodb_write_io_threads, innodb_read_io_threads, max_connections,
innodb_log_buffer_size, innodb_parallel_read_threads,
temptable_max_ram, threadpool_size, innodb_buffer_pool_size, and
innodb_page_cleaners

e  Other settings are the same as those of the original DB instance by default
but can be modified. For details, see Buying a DB Instance.

Step 8 View the restoration results.

A new DB instance is created, where data is restored based on the point in time
when the backup was created. When the instance status changes from Creating
to Available, the restoration is complete. The new DB instance is independent
from the original one. If you want to offload the read load from the primary node,
create one or more read replicas for the new DB instance.

After the restoration, a full backup will be automatically triggered.

--—-End

Restoring to the Original DB Instance

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Backups. On the displayed page, click Restore to
Point in Time.

Figure 10-6 Restoring to a point in time

>>>>>>

Step 6 Select the restoration date and time range, enter a time point within the selected
time range, set Restoration Method to Restore to Original, select the
confirmation check box, and click Next.
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Figure 10-7 Restoring to the original DB instance

Restore to Point in Time

Restore To Aug 7, 2024
Time Range Aug 07, 2024 09:29:02 — Aug 07, 2024 17:04:39 GMT+08:00 v
Time Point 17:04:39

Restoration Method Create New Instance Restore to Original Restore to Existing

Step 7 Confirm the task details and click OK.

Data on the original DB instance will be overwritten and the original DB instance
will be unavailable during the restoration.

Step 8 View the restoration results.

When the instance status changes from Restoring to Available, the restoration is
complete.

--—-End

Restoring to an Existing DB Instance

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Backups. On the displayed page, click Restore to
Point in Time.

Figure 10-8 Restoring to a point in time

Step 6 Select the restoration date and time range, and enter a time point within the
selected time range.

Step 7 Set Restoration Method to Restore to Existing, select the confirmation check
box, and click Next.
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Figure 10-9 Restoring to an existing DB instance

Restore to Point in Time

Once encrypted backup is enabled for your DB instance, data cannot be restored to an existing DB instance, even if
encrypted backup is disabled later.

Restore To

Dec 23, 2024
Time Range Dec 23, 2024 11:22:51 — Dec 23, 2024 15:25:47 GMT+08:00 -
Time Point 15:25:47

Restoration Method Create New Instance Restore to Criginal Restore to Existing

DB Instance Name/ID Size DB Engine Version

Step 8 Confirm the task details and click OK.

e Restoring to an existing DB instance will overwrite its data and root password.
The existing DB instance is unavailable during the restoration. DB instances
will not be displayed unless they have the same DB engine type, version, and
table name case sensitivity as the original DB instance.

e The restored DB instance contains the data and account information of the
original DB instance, but does not contain the parameter settings of the
original DB instance.

e If the original password of the existing DB instance cannot be used to connect
to the database after the restoration, you can reset the password.

Step 9 View the restoration results.

When the instance status changes from Restoring to Available, the restoration is
complete.

--—-End

10.4 Restoring Tables to a Point in Time

Scenarios

To ensure data integrity and reduce impact on the original instance performance,
the system restores the full and incremental data at the selected point in time to a
temporary instance, exports the tables to be restored, and then restores the tables
to the original instance. The time required depends on the amount of data to be

backed up and restored on the instance. Restoring tables will not overwrite data in
the instance.
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Constraints

e Tables that have triggers cannot be restored.

e To prevent restoration failures and impact on original data, table-level
restoration removes foreign key constraints.

e If the tables to be restored are not found at the selected point in time, the
restoration will fail.

e The DB instance cannot be rebooted or deleted, and the instance
specifications cannot be modified.

e The number of tables to be restored must be no more than 20,000.

e |If the number of tables to be restored exceeds 2,000, you are advised to
restore the DB instance to a point in time. For details, see Restoring a DB
Instance to a Point in Time.

Restoring Tables to a Point in Time

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Log in to the management console.

click 9 inthe upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose Backups. On the Full Backups tab, choose More >
Restore Table above the backup list.

Figure 10-10 Restoring tables to a specified point in time

On the displayed page, set the restoration date, time range, time point, and tables
to be restored.

Figure 10-11 Setting required parameters
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e To facilitate your operations, you can search for the tables and databases to
be restored.

e After the restoration is complete, new tables with timestamps as suffixes are
generated in the instance. You can rename the new tables. The new table
name must be unique. It can contain up to 64 characters. Only letters, digits,
underscores (_), hyphens (-), and dollar signs ($) are allowed.

e Time-specific table: The tables to be restored are read from the latest full
backup before the selected time point. Recent table: The tables to be
restored are read from the selected time point.

e Tables created after the latest full backup are not displayed in the time-
specific table list. You can select Recent table to view the latest table details.

e If the tables to be restored are not found or are deleted by mistake, you need
to log in to the databases and create tables with the same names. Then, the
tables to be restored will be displayed when you select Recent table.

e  Only specified tables are restored. Ensure that all tables to be restored are
selected.

Step 7 Click Next: Confirm. On the displayed page, confirm the information about the
tables to be restored and click Restore Now.

If you need to modify your settings, click Previous.

Step 8 On the Instances page, view the instance status, which is Restoring. During the
restoration process, services are not interrupted.

You can also view the progress and result of restoring tables to a specified point in
time on the Task Center page.

After the restoration is successful, you can manage data in the tables as required.

--—-End

10.5 Restoring Data Across Regions

Scenarios
TaurusDB can store backups in a different region from your DB instance. If your
DB instance is faulty, you can use a backup to restore data to a new DB instance
in the region where the backup is stored.

Prerequisites

A cross-region backup has been created. For details, see Configuring a Cross-
Region Backup Policy.

Restoring a Full Backup Across Regions

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.
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Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 In the upper left corner of the page, select the region where the backup is located.

Step 5 In the navigation pane, choose Backups. On the displayed page, click the Cross-
Region Backups tab.

Step 6 Locate the target DB instance and click View Cross-Region Backup in the
Operation column.

Figure 10-12 Viewing cross-region backups
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Step 7 On the Full Backups page, locate the backup you want to restore and click
Restore in the Operation column.

Figure 10-13 Restoring a full backup

Bacup Name (= S Deciplon  Opeation

Step 8 In the displayed dialog box, confirm instance details and click OK.

Figure 10-14 Restoring a full backup to a new DB instance

X
Restore DB Instance

© A full backup file will be downloaded from OBS for restoration. The time required depends on the amount of data to be
restored

DB Instance Name/ID Backup Name DB Engine

TaurusDB V2.0

Restoration Method Create New Instance

Step 9 On the displayed page, set the parameters of the new DB instance and click Next.

e The region, DB engine, and DB engine version are the same as those of the
original DB instance and cannot be changed.

e The default database port is 3306.
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e Other settings are the same as those of the original DB instance by default

but can be modified. For details, see Buying a DB Instance.

--—-End

Restoring an Incremental Backup Across Regions

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 In the upper left corner of the page, select the region where the backup is located.

Step 5 In the navigation pane, choose Backups. On the displayed page, click the Cross-

Region Backups tab.

Step 6 Locate the target DB instance and click View Cross-Region Backup in the

Operation column.

Figure 10-15 Viewing cross-region backups
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Step 7 On the Incremental Backups page, click Restore to Point in Time.

Figure 10-16 Restoring an incremental backup

Step 8 Select the date and time range, and select or enter a time point within the time

range.

Figure 10-17 Restoring an incremental backup to a point in time

X
Restore to Point in Time

Restore To Aug 28, 2024 [E]|
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Step 9 Click OK.

Step 10 On the displayed page, set the parameters of the new DB instance and click Next.

e The region, DB engine, and DB engine version are the same as those of the
original DB instance and cannot be changed.

e The default database port is 3306.

e  Other settings are the same as those of the original DB instance by default
but can be modified. For details, see Buying a DB Instance.

----End
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Serverless Instances

11.1 What Is a Serverless Instance?

Context

The stability and reliability of databases are crucial for enterprise-grade IT
systems. If a database is not stable, the entire system cannot run properly. To
ensure smooth database operation during peak hours, users typically configure
various parameters and redundant resources (such as compute, memory, and
storage).

However, during off-peak hours, those redundant resources are often left idle,
resulting in wasted costs. Even with those configurations, there is still a risk of
temporary resource shortages in the face of unexpected surges in workloads,
which can compromise the overall system.

Apart from the typical enterprise users, there are also many users who
occasionally use small-scale databases only for development and testing, applet
development, and school laboratory teaching. Those users often have minimal
specification requirements but demand workload continuity. Constantly creating or
deleting pay-per-use instances is not feasible, and buying low-spec yearly/monthly
instances results in a significant waste of money when there are no workloads to
process.

To address those concerns, TaurusDB has introduced serverless instances. These
instances can dynamically adjust resources based on workloads and are billed on a
pay-per-use basis, helping customers speed up data processing at lower costs.
Additionally, serverless instances make it easier for small- and medium-sized
enterprises to use cloud databases.

The following figure shows the resource usage and specification changes of
regular and serverless instances during significant workload fluctuations.
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Figure 11-1 Resource usage and specification changes of regular and serverless
instances

Resources Resources

Serverless instance
specifications
777}

Regular instance

Customer
workloads

Customer
workloads

Regular instances Time Serverless instances Time

Insufficient resources Wasted resources

As shown in the figure, regular and serverless instances perform differently during
significant workload fluctuations.

e Regular instances: Resources are wasted during off-peak hours and
insufficient during peak hours, which will affect workloads.

e Serverless instances: The specifications are adjusted based on workload
demands to achieve minimal resource wastes. Even during peak hours,
workload demands can still be met, ensuring workload continuity and
improving system stability.

How a Serverless Instance Works

TaurusDB serverless instances use a write once read many (WORM) architecture
and shared storage. They provide the ability to dynamically scale with system
workloads. Each instance node can vertically scale CPUs and memory in seconds
and horizontally scale read replicas. It means that compute can quickly and
independently adapt to the peaks and troughs, achieving high cost-effectiveness.
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Figure 11-2 Serverless architecture
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Both the primary node and read replicas are serverless. They use distributed
shared storage and can be scaled based on workload changes.

The billing unit is TaurusDB Capacity Unit (TCU). 1 TCU is approximately
equal to 1 CPU and 2 GB of memory. When the primary node or a read
replica is scaled, its TCUs increase or decrease accordingly.

When creating a serverless instance, you can specify a TCU range, instead of
configuring specific specifications. Then the instance can be scaled based on
the CPU usage and memory usage.

Vertical scaling: The node performance (CPU and memory specifications)
changes.

Cloud Eye monitors the CPU usage and memory usage of serverless instances.
If any of the following conditions is met, a scale-up is automatically triggered:

- The CPU usage is greater than 80% for 5 seconds and it has been at least
5 seconds since the last scale-up.

- The memory usage is greater than 80% for 5 seconds and it has been at
least 5 seconds since the last scale-up.

- The CPU usage is greater than 60% for 20 seconds and it has been at
least 10 seconds since the last scale-up.

If the following condition is met, a scale-down is automatically triggered:
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Billing

The CPU usage is less than 30% for 15 seconds, it has been at least 15
seconds since the last scale-down, and the memory usage is 80% or less.

Horizontal scaling: The number of read replicas changes.

If the compute of all read replicas has already been scaled up as much as
possible but the CPU or memory usage still meets a compute scale-up
condition, read replicas will be added.

If the compute of all read replicas has already been scaled down as much as
possible but the CPU or memory usage still meets a compute scale-down
condition, read replicas will be removed.

For details, see Serverless Billing.

Advantages

Use Cases

Lower cost: TaurusDB serverless instances do not depend on other
infrastructure or related services. They can be used right out of the box and
provide stable and efficient data access services. You are only billed for the
resources you use.

Larger storage space: The storage space of a serverless instance can reach up
to 32,000 GB. It can scale up if the data volume of the instance increases,
avoiding impacts on workloads due to insufficient storage resources.

Auto scaling of compute resources: Compute resources required for read and
write operations can flexibly scale, greatly reducing O&M costs and system
risks.

Fully managed and O&M-free experience: All O&M tasks, such as specification
scaling, storage autoscaling, monitoring and alarms, and intelligent O&M, are
completed by Huawei Cloud professional teams, providing you with a truly
O&M-free experience. You will not even notice, and your workloads will not
be affected.

Databases are infrequently used, such as for enterprise testing and individual
developers.

There are intermittent scheduled tasks to be executed, such as data statistics
and archiving, school teaching, and R&D tasks.

There are unpredictable fluctuations in workloads, such as check-in and edge
computing.

An O&M-free experience or fully managed database is required.
Database costs need to be reduced during off-peak hours.

11.2 Changing the Compute Range

After buying a serverless instance, you can change its compute range. When

certain trigger conditions are met, instance compute is automatically changed.
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Trigger Conditions for Compute Changes

Cloud Eye monitors the CPU usage and memory usage of serverless instances. If
any condition listed in Table 11-1 is met, a compute change will be triggered.

Table 11-1 Trigger conditions for compute changes

Change Type | Trigger Condition

Compute If any of the following conditions is met, a compute scale-up is
scale-up automatically triggered:

e The CPU usage is greater than 80% for 5 seconds and it has
been at least 5 seconds since the last scale-up.

e The memory usage is greater than 80% for 5 seconds and it
has been at least 5 seconds since the last scale-up.

e The CPU usage is greater than 60% for 20 seconds and it
has been at least 10 seconds since the last scale-up.

Compute The CPU usage is less than 30% for 15 seconds, it has been at
scale-down least 15 seconds since the last scale-down, and the memory
usage is 80% or less.

Constraints

e As data grows, there may be some cache or memory fragments that cannot
be released, leading to high memory usage. If you want to reduce compute to
the minimum, you can reboot the instance.

e If resources are insufficient when you change the compute change, nodes
with the desired specifications will be created on a physical machine that has
enough resources. If resources on the primary node are insufficient, a primary/
standby failover will be performed.

Changing the Compute Range

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Serverless Information area, click Change under Compute Range.

Figure 11-3 Changing serverless information

Serverless Information

2-8TCUs Change 27CUs 14 1
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Step 6 In the displayed dialog box, set Min. Compute and Max. Compute, and click OK.

Figure 11-4 Changing the compute range

Modifying Serverless Parameters

@ To prevent your workload from being affected, you are advised not to use the private IP
address for read to connect to your application.
After you set Scaling Type to Number of read replicas, the routing policy of the proxy
instance will be changed to load balancing. If you require that read replicas can be
automatically associated with the proxy instance, go to the Database Proxy page.

Scaling Type Number of read replicas
Current Compute Range 2~8 TCUs

Current Compute 2 TCUs

Min. Compute 2 v

Max. Compute 3 W

Node Compute Synchronization No @

[ cancel ]I“

Step 7 Check the new compute range in the Serverless Information area.

--—-End

11.3 Changing the Maximum and Minimum Numbers
of Read Replicas

After buying a serverless instance, you can change the maximum and minimum
numbers of read replicas. When certain trigger conditions are met, the number of
read replicas of a serverless instance is automatically changed.

Conditions for Changing the Number of Read Replicas

If the compute has already been scaled up as much as possible but the CPU or
memory usage still meets a compute scale-up condition, read replicas will be
added.
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If the compute has already been scaled down as much as possible but the CPU or
memory usage still meets a compute scale-down condition, read replicas will be
removed.

Constraints

e If database proxy is not enabled for an instance, the number of read replicas
cannot be adjusted.

e To adjust the number of read replicas, there must be at least one proxy
instance and new nodes can automatically be associated with the proxy
instance. To associate new read replicas with a proxy instance, go to the
Database Proxy page.

e To prevent your workloads from being affected, you are advised not to use
the private IP address for read to connect to your application.

e After you set Scaling Type to Number of read replicas, the routing policy of
the proxy instance will be changed to load balancing.

e Manually created read replicas are affected by the configured auto scaling
policy. For example, if you set the minimum number of read replicas to 1 and
manually create four read replicas, when the CPU or memory usage meets the
scale-down conditions, the manually created read replicas will be removed
until there is only one read replica.

e If serverless read replicas are added to an instance with fixed specifications,
workloads are determined based on the serverless read replicas instead of the
original TaurusDB read replicas.

Changing the Maximum and Minimum Numbers of Read Replicas

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Log in to the management console.

Click Y i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the Serverless Information area, click Change under Compute Range.

Figure 11-5 Changing serverless information

Serverless Information

2-8TCUs Change 27CUs 1-4 1

In the displayed dialog box, set Scaling Type to Number of read replicas, change
the maximum and minimum numbers of read replicas, and click OK.
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Figure 11-6 Changing the maximum and minimum numbers of read replicas

Modifying Serverless Parameters

@ To prevent your workload from being affected, you are advised not to use the private IP
address for read to connect to your application.
After you set Scaling Type to Number of read replicas, the routing policy of the proxy
instance will be changed to load balancing. If you require that read replicas can be
automatically associated with the proxy instance, go to the Database Proxy page.

Scaling Type Number of read replicas
Current Compute Range 2~8 TCUs
Current Compute 2TCUs

[
<

Min. Compute
Max. Compute 3 v
Min. Read Replicas

Max. Read Replicas 4

MNode Compute Synchronization No

®

Step 7 Check the new maximum and minimum numbers of read replicas in the
Serverless Information area.

--—-End

11.4 Adding Serverless Read Replicas to an Instance
with Fixed Specifications

You can add serverless read replicas to a pay-per-use or yearly/monthly instance.

Constraints

e To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

e The first time you create serverless read replicas, you need to initialize a
scaling policy. If you need to modify the scaling policy later, click the instance
name to enter the Basic Information page, click Change in the Serverless
Information area, and modify serverless parameters.
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e Adding serverless read replicas is mutually exclusive with the auto scaling
function. If the serverless function has been enabled for an instance with fixed
specifications, the auto scaling function cannot be enabled and vice versa.
Billing

After serverless read replicas are added, their compute is billed by hour. For
details, see Product Pricing Details.

Adding Serverless Read Replicas

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate the instance you want to add read replicas to and

choose More > Create Read Replica in the Operation column.

Step 5 On the displayed page, select the serverless billing mode and set other

parameters.

Figure 11-7 Creating serverless read replicas

DB Engine Version TaurusDB V2.0
Failover Priority () -1

Instance Specifications

gaussdb.mysqltcu

Compute Configuration Custom

Compute Range Minimum | 1 v | TCUs Maximum | 2 v | TCUs ®
VPC default_vpc

Subnet

Security Group default

Quantity 1 -- @
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Table 11-2 Parameter description

Parameter Description

Failover Priority The failover priority of a serverless read replica is fixed to
-1. During a failover, the serverless read replica will not be
promoted to primary. The failover priority for serverless
read replicas cannot be changed.

Compute Range e Minimum TCUs: Set the minimum compute. 1 TCU is
approximately equal to 1 CPU and 2 GB of memory. The
initial specifications of a new serverless read replica are
the minimum compute.

e Maximum TCUs: Set the maximum compute.

Quantity Up to seven serverless read replicas can be created for each
instance.

Step 6 Click Next.

Step 7 Check the read replica settings.
e If you need to modify the settings, click Previous.
e If you do not need to modify the settings, click Submit.

Step 8 View or manage the created read replicas in the Node List area on the Basic
Information page.

e If you want to modify the scaling policy, see Changing the Maximum and
Minimum Numbers of Read Replicas.

(1] NOTE

- To adjust the number of read replicas, there must be at least one proxy instance
and new nodes can automatically be associated with the proxy instance, and there
are serverless read replicas. If you require that read replicas can be automatically
associated with the proxy instance, go to the Database Proxy page.

- Once you enable the function to adjust the number of serverless read replicas for
an instance with fixed specifications, the routing policy of proxy instances will
remain unchanged. However, if the routing policy is weighted, an inappropriate
weight configuration may render the function invalid. To prevent your workloads
from being affected, you are advised to configure the same weight for serverless
read replicas or use the load balancing routing policy when adjusting the number
of serverless read replicas.

- Each instance supports a maximum of 15 read replicas. The total number of
serverless read replicas and existing non-serverless read replicas in an instance
cannot exceed 15, and the number of serverless read replicas cannot exceed 7.

Examples:

If an instance has 13 non-serverless read replicas, the maximum number of
serverless read replicas can be set to 2 instead of 7.

If an instance has 5 non-serverless read replicas, the maximum number of
serverless read replicas can be set to 7 instead of 10.

e If you want to delete a serverless read replica, see Deleting a Read Replica.

--—-End
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1 2 Multi-primary Instances (OBT)

12.1 What Is a Multi-primary Instance?

A multi-primary instance can contain 2 to 63 read/write nodes, with no read
replicas, enabling write many read many.

In a multi-primary instance, read/write nodes manage the metadata of the
instance in a unified manner by sharing metadata. You can access the entire
TaurusDB instance through a proxy address. The proxy instance automatically
forwards your SQL commands to the correct read/write nodes.

Compared with a single-primary instance, a multi-primary instance allows for
concurrent writes to different databases or tables on different nodes. Data can be
concurrently written to up to 63 nodes, greatly improving the concurrent read/
write capability.

12.2 Buying and Connecting to a Multi-primary

Instance

Scenarios

Billing

Constraints

This section describes how to buy a multi-primary instance on the TaurusDB
console and connect to it through a proxy instance.

Multi-primary instances only support pay-per-use billing. After buying a multi-
primary instance, you will be billed for resources you actually use. For billing
details, see Pay-per-Use Billing.

e To use multi-primary instances, submit a request by choosing Service Tickets
> Create Service Ticket in the upper right corner of the management
console.
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e  Multi-primary instances only support pay-per-use billing.
e The kernel version of a multi-primary instance must be:

2.0.63.250300, 2.0.60.241201, 2.0.60.241200, 2.0.57.240922, 2.0.57.240920,
2.0.57.240905, or 2.0.57.240900

For details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

Prerequisites
e You have created a Huawei ID and enabled Huawei Cloud services.

e You can create an |IAM user or user group on the IAM console and grant it
specific operation permissions, to perform refined management on Huawei
Cloud. For details, see Creating a User and Granting TaurusDB Permissions.

e Your account balance is not below zero.

Step 1: Buy a Multi-primary Instance

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed Custom Config page, select Pay-per-use for Billing Mode,
configure required information, and click Next.

e  Basic configuration

Figure 12-1 Basic configuration

Basic Configuration
Biling Mode ()
Yearly/Monthly Serverless

Region ()

] v

Table 12-1 Basic configuration

Parameter Description

Billing Mode | Select Pay-per-use.

Region Region where an instance is deployed.

NOTE
You cannot change the region of an instance once it is purchased.

L4 Resource selection
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Figure 12-2 Resource selection
Resource Selection

DB Engine Version

TaurusDB V2.0 ‘

Kernel Version

v |®
To create multi-primary instances, select kernel version 2.0.63.250300,2.0.60.241202,2.0.60.241201,2.0.60.241200,2.0.57.240922,2.0.57.240920,2.0.57.240905,2.0.57.240900.
Creation Method

Create new Migrate from RDS

Edition Type (%)

Enterprise

DB Instance Type (2)

Cluster Single Multi-primary

Single-AZ Multi-AZ

&
=
@

72 a3 ard

la

Storage Type (2

DI6 DL5

Table 12-2 Resource selection

Parameter | Description

DB Engine | Select TaurusDB V2.0.

Version

Kernel DB kernel version. For details about the updates in each

Version kernel version, see TaurusDB Kernel Version Release History.

NOTE

To specify the kernel version when buying an instance, submit a
request by choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console.

Creation Select Create new.

Method

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 238


https://support.huaweicloud.com/intl/en-us/kerneldesc-taurusdb/taurusdb_20_0003.html
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex

TaurusDB
User Guide

12 Multi-primary Instances (OBT)

Parameter | Description
Edition Enterprise:; Enterprise Edition is an enterprise-grade cloud-
Type native database with high scalability and performance. It is

fully compatible with open-source MySQL 8.0. It decouples
compute from storage and uses Huawei-developed Data
Function Virtualization (DFV), which scales to up to 128 TB
per instance. A failover can be complete within seconds. High-
value capabilities such as read/write splitting, operator
pushdown, a serverless framework, and HTAP are also
supported. It provides the high availability and superior
performance of a commercial database at the price of an
open-source database.

DB Select Multi-primary.

Instance A multi-primary instance can contain 2 to 63 primary nodes,

Type with no read replicas. Such an instance can process multiple
reads and writes, delivering excellent read/write performance
at high concurrency.

AZ Type An AZ is a physical region where resources have their own

independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

- Single-AZ: The primary node and read replicas are
deployed in the same AZ.

- Multi-AZ: The primary node and read replicas are deployed
in different AZs to achieve higher availability and reliability.
It is suitable for workloads that require cross-AZ DR or are
insensitive to cross-AZ latency.
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Parameter | Description

Storage - DL6

Type The original shared storage. The default storage type of
TaurusDB instances created before July 2024 is shared
storage, while that of TaurusDB instances created in July
2024 and beyond is DL6.

DL6-based instances achieve zero RPO with a 3-AZ
deployment and deliver better performance and higher
peak throughput. They are suitable for core application
systems that are sensitive to performance and have
demanding requirements on storage 1/O during peak hours,
such as those in finance, e-commerce, government, and
gaming.

- DL5
A new type of storage. With Huawei Cloud's hardware and
network infrastructure technologies, DL5-based instances
maintain the same high availability (zero RPO in the 3-AZ
deployment) as DL6-based instances.

Although the peak performance of DL5-based instances
may be a bit less than what you get with DL6-based
instances, the cost per unit of capacity is a lot less. DL5-
based instances are suitable for CPU-intensive sub-core
business systems, or application modules that need to
minimize costs.

For more information about storage types, see Storage Types.

e Instance options
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Figure 12-3 Specifications and storage

Instance Options

Resource Type

Instance Speciications @

General-purpose

(PU Architecture ()

“ Kunpeng  View specffication distribution

VCPUs | Memory Maximum Connections
(#) 2vCPUs | 8.GB 1500
4vCPUs| 16 GB 3000
8VCPUs| 32 GB 6000
Total Records: 3

Currently selectedt  Dedicated | x86| 2vCPUs | 8 GB
Nodes

?

All primary nodes

pport writes and reads. Up to four primary nodes can be
Storage ()

Storage will be scaled up dynamically based on how much data needs to be stored. It Is billed hourly on a pay-per-use basis.
Backup Space

TaurusDB provides free backup storage equal to the amount of your purchased storage space.

TaurusDB provides free backup storage equal to the amount of your used storage space. After the frae backup space s used up, you wil be billed for the additional 5 backup space pricng detals (2

Table 12-3 Specifications and storage

Parameter Description

Resource Type | Select Shared.

Instance TaurusDB is a cloud-native database that uses the shared
Specifications | storage. To ensure workload stability in high read/write
pressure, the system controls the read/write peaks of DB
instances based on instance specifications. For details
about how to select instance specifications, see
Performance White Paper.
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Parameter

Description

CPU
Architecture

Select x86 or Kunpeng.

- x86: x86 instances use Intel® Xeon® Scalable processors
and feature robust and stable computing performance.
When working on high-performance networks, the
instances provide the additional performance and
stability that enterprise-class applications demand.

- Kunpeng: Kunpeng instances use Kunpeng 920
processors and 25GE high-speed intelligent NICs for
powerful compute and high-performance networks,
making them an excellent choice for enterprises
needing cost-effective, secure, and reliable cloud
services.

Nodes

This parameter is mandatory for multi-primary instances.
Each multi-primary instance requires at least two primary
nodes. You can create up to 63 primary nodes at a time.
All primary nodes are both readable and writable.

You can also add read/write nodes after an instance is
created. For details, see Adding Read/Write Nodes to a
Multi-primary Instance.

Storage

It contains the system overhead required for inodes,
reserved blocks, and database operations.

Storage of a pay-per-use instance will be scaled up
dynamically based on the amount of data that needs to
be stored, and is billed hourly on a pay-per-use basis.

Backup Space

TaurusDB provides free backup space equal to the amount
of your used storage. After the free backup space is used
up, you will be billed for the additional space on a pay-
per-use basis.
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Figure 12-4 Network
Network (@
O]
default_vpc v || Q) CreateveCc B

After the DB Instance is created, the VPC cannot be changed.

Subnet

v || Q] Create Subnet (4

IPv4 Address

Automatically-assigned Manually-assigned

f you want to create DB instances in batches, the IP addresses are assigned automatically.Available IP addresses: 236.

An EIP is required if you want to access DB instances through a public network. View EIPs.

Security Group (3
default v || Q) View Security Group (3

1 a security group, rules that authorize connections to DB instances apply to all DB instances associated with the security group.
@ Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

v Security Group Rules  Add Inbound Rule (3

Table 12-4 Network

Parameter Description

VPC A dedicated virtual network where your instance is located.
It isolates networks for different workloads to enhance
security.

TaurusDB allocates a default VPC (default_vpc) for your
instance. You can also use an existing, new, or shared VPC.

After an instance is created, the VPC cannot be changed.

- To use an existing VPC, select an existing VPC under the
current account from the drop-down list.

- To use a new VPC, create a VPC, and then select the
VPC from the drop-down list.
For details about how to create a VPC, see Creating a
VPC and Subnet in Virtual Private Cloud User Guide.

- To use a shared VPC, select a VPC that another account
shares with the current account from the drop-down
list.

With Resource Access Manager (RAM), you can share
subnets in a VPC with one or more accounts, so you can
easily configure and manage multiple accounts'
resources at low costs.

For more information about VPC subnet sharing, see
VPC Sharing in Virtual Private Cloud User Guide.
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Parameter Description

Subnet A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
Subnets take effect only within an AZ. Dynamic Host
Configuration Protocol (DHCP) is enabled by default for
subnets where DB instances are located and cannot be

disabled.
Security A security group enhances security by controlling access to
Group TaurusDB from other services. When you select a security

group, you must ensure that it allows the client to access
DB instances.

If no security group is available or has been created,
TaurusDB allocates a security group to your DB instance by
default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP. If the port and protocol
are not enabled for the selected security group, click Add
Inbound Rule as prompted and complete the
configuration in the displayed dialog box.

For details, see Configuring Security Group Rules.

Figure 12-5 Setting an administrator password

Manager

DB Instance Name ()

f you buy multiple D ances at a time, the d with four digits appended in the format "DB instance name-SN". For example, if the DB instance name is instance, the first instance will be named as instance-0001, the

Administrator Password Confirm Password

Table 12-5 Database configuration

Parameter Description

DB Instance The name must start with a letter and consist of 4 to 64
Name characters. Only letters, digits, hyphens (-), and
underscores (_) are allowed.

- If you create multiple instances at a time, a hyphen (-)
followed by a number with four digits will be appended
to the instance name, starting with -0001. For example,
if you enter instance, the first instance will be named
instance-0001, the second instance-0002, and so on.

- The names for instances created in batches must consist
of 4 to 59 characters. Only letters, digits, hyphens (-),
and underscores () are allowed.
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Parameter

Description

Administrator
Password

The default administrator account is root.

The administrator password must consist of 8 to 32
characters and contain at least three of the following:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%/"*-_=+?,()&$|.). Enter a strong password
and periodically change it to improve security and defend
against threats such as brute force cracking attempts.

If you select a custom parameter template during instance
creation, the administrator password must comply with the
values of validate_password parameters in the custom
parameter template. Otherwise, the instance creation will
fail.

To check the parameter values, go to the Parameter
Templates page, find the target parameter template and
click its name. In the upper right corner of the page, search
for validate_password.

Keep this password secure. The system cannot retrieve it.

Confirm
Password

Enter the administrator password again.

Advanced settings and required quantity
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Figure 12-6 Advanced settings and required quantity

~  Advanced Settings

Database Proxy ()

Proxy Instance Specifications

2 vCPUs | 4 GB ( General-enhanced ) v

Proxy Instance Nodes ®

2

Enterprise Project (%)

Parameter Template

Default-TaurusDB V2.0

Time Zone

s Q| Create Enterprise Project (7

v Q| View Parameter Template (3

(UTC+08:00) Beijing, Chongging, Hong Keng, Urumgi v

Table Name (®

Case insensitive Case sensitive

This aption cannot be changed later.

Tag @

TMS's predefined tags are reco

+ Add Tag

Tags you can still add: 20

ymmended for adding the same tag to different cloud resources. Create predefined tags 0 Q3

Required Duration and Quantity

Quantity @
1

The total number of DB instances cannot exceed

Table 12-6 Advanced settings

Parameter

Description

Database
Proxy

You must enable Database Proxy for multi-primary
instances. Then you can use proxy addresses to connect to
your databases.

Proxy Instance
Specifications

You can select the proxy instance specifications as needed.

Proxy Instance
Nodes

You can create 2 to 16 proxy instance nodes.
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Parameter

Description

Enterprise
Project

Only available for enterprise users. If you want to use this
function, contact customer service.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down
list. The default project is default.

Parameter
Template

Contains engine configuration values that can be applied
to one or more instances.

In the drop-down list, you can select the default parameter
template, the high-performance parameter template, or a
custom parameter template in the current region as
required.

If you use a custom parameter template when creating a
DB instance, the specification-related parameters in the
custom template will not be applied. Instead, the default
values are used. For details, see What Parameters Should
| Pay Attention to When Creating a DB Instance?

For more information about parameter templates, see
Parameter Management. For more information about the
high-performance parameter template, see Introducing
the High-Performance Parameter Template.

Time Zone

You need to select a time zone for your instance based on

the region hosting your instance. The time zone is selected
during instance creation and cannot be changed after the

instance is created.

Table Name

Specifies whether table names are case sensitive. This
option cannot be changed later.

- Case sensitive: Table names are case sensitive.

- Case insensitive: Table names are case insensitive and
are stored in lowercase letters by default.

Tag

Tags a DB instance. This parameter is optional. Adding
tags helps you better identify and manage your DB
instances. Each DB instance can have up to 20 tags.

After a DB instance is created, you can view its tag details
on the Tags tab. For details, see Tag Management.

Quantity

You can buy DB instances in batches. The default value is
1. The value ranges from 1 to 10.

Step 3 Confirm the specifications of the pay-per-use instance.

If you need to modify your settings, click Previous.

If you do not need to modify your settings, click Submit.
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Step 4 On the instances page, check and manage your multi-primary instance.

e During the creation process, the instance status is Creating. After the status
of the instance is Available, you can use the instance.

e Automated backup is enabled by default during instance creation. After your
instance was created, the backup policy cannot be disabled and a full backup
will be automatically created.

e After the instance is created, you can confirm the DB instance type on the
Instances page.

e After the instance is created, you can add a description.

e The default database port is 3306 and cannot be changed after the instance is

created.

--—-End

Step 2: Connect to the Multi-primary Instance Through a Proxy Instance

Step 1 Log in to an ECS.

Step 2 Connect to the instance through a proxy address.

mysql -h <host/P>-P <port>-u <userName>

Table 12-7 Parameter description

Parameter

Description

<host/P>

Proxy address.

Click the multi-primary instance name, choose Database
Proxy in the navigation pane, and view the proxy address in
the proxy instance list.

Figure 12-7 Viewing a proxy address

nnnnnnnn

Pt Operaton

<port>

Database port. By default, the value is 3306.

Click the multi-primary instance name, choose Database
Proxy in the navigation pane, and view the database port in
the proxy instance list.

Figure 12-8 Viewing a database port
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Parameter Description

<userName> The username of the database administrator account. The
default username is root.

Enter the password of the database account as prompted.

Enter password:

--—-End

12.3 Adding Read/Write Nodes to a Multi-primary
Instance

A multi-primary instance can contain 2 to 63 read/write nodes. With those nodes,
it enables write many read many to deliver excellent read/write performance at
high concurrency.

You can add read/write nodes after a multi-primary instance is created.

Billing
Added nodes are billed on a pay-per-use basis. Your billing will be adjusted
according to the new number of nodes.
The following prices are for reference only. The actual prices are displayed on the
console.
Suppose you purchased a TaurusDB multi-primary instance (instance
specifications: dedicated, 2 vCPUs | 8 GB, 2 nodes; storage: DL6) in CN-Hong Kong
on April 1, 2025. The instance price was $0.52 USD per hour.
You added two read/write nodes on April 15, 2025. Then you were billed for four
nodes. The instance price was $1.04 USD per hour.

Procedure

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, locate a multi-primary instance and click Create Nodes in
the Operation column.

Alternatively, click the multi-primary instance name. On the Basic Information
page, click *** in the upper right corner of the page and click Create Nodes.

Step 5 On the displayed page, set the number of read/write nodes.

Each multi-primary instance can contain up to 63 read/write nodes.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 249



https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB
User Guide 12 Multi-primary Instances (OBT)

Figure 12-9 Creating nodes

B Instance Information

Step 6 Click Next.
Step 7 Confirm the node settings.

e If you need to modify the settings, click Previous.
e If you do not need to modify the settings, click Submit.

Step 8 Check that the new read/write nodes are displayed in the Node List area of the
Basic Information page. You can also change node names and reboot or delete
those nodes.

--—-End

12.4 Deleting a Read/Write Node of a Multi-primary
Instance

Scenarios
You can delete a read/write node of a multi-primary instance on the Basic
Information page to release resources as required.

Constraints

e A deleted read/write node cannot be recovered. Exercise caution when
performing this operation.

e You can only delete a read/write node when the DB instance has more than
two read/write nodes. At least two read/write node must be retained in the
instance.

e If another operation is being performed on a DB instance, the read/write
nodes of the instance cannot be manually deleted.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.
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Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the multi-primary instance name to go to the Basic
Information page.

Step 5 In the Node List area in the lower part of the page, locate a read/write node and
click Delete in the Operation column.

Step 6 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 7 In the displayed dialog box, enter DELETE as prompted and click OK.

Step 8 In the Node List area of the Basic Information page, check that the node is
deleted.

--—-End
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Read Replicas

13.1 Introducing Read Replicas

What Are Read Replicas?

In read-intensive scenarios, a primary node may be unable to handle the read
pressure and service performance may be affected. To offload read pressure from
the primary node, you can create one or more read replicas. These read replicas
can process a large number of read requests and increase application throughput.
To do this, connection addresses need to be scheduled separately for the primary
node and each read replica on your applications so that all read requests can be
sent to read replicas and write requests to the primary node.

Billing Standards

Read replicas are billed as well. The billing mode is the same as that of the
primary node.

Functions
e You do not need to maintain accounts and databases of read replicas. They
are synchronized from the primary node.
e The system can monitor the performance of read replicas.
Constraints

e You can create a maximum of 15 read replicas for a yearly/monthly or pay-
per-use instance, and seven read replicas for a serverless instance.

e Read replicas do not support restoration from backups.
e Data cannot be migrated to read replicas.

e You cannot create or delete databases on read replicas.
e You cannot create database accounts for read replicas.

e There may be a latency between the read replicas and the primary node. The
latency of the full-text index is significant due to its special mechanism. For
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latency-sensitive application workloads, you are advised to send queries to the
primary node.

13.2 Adding Read Replicas to a DB Instance

Scenarios

Read replicas of a DB instance are used to enhance instance capabilities and
reduce the read pressure on the primary node. After a DB instance is created, you
can add read replicas.

There are synchronous and asynchronous read replicas.

e Synchronous read replicas: Their failover priority is 1 and specifications are the
same as those of the primary node. To avoid failover failures caused by
inconsistent specifications between the primary node and read replicas, a DB
instance must have a synchronous read replica, and a multi-AZ DB instance
must have a synchronous read replica in a different AZ from the primary
node.

e Asynchronous read replicas: Their failover priority is not 1 and specifications
are different from those of the primary node.

For more information about read replicas, see Introducing Read Replicas.

Deployment Relationships Between the Primary Node and Read Replicas

e If you select single-AZ deployment, read replicas are deployed in the same AZ
as the primary node.

If you select multi-AZ deployment, read replicas are evenly deployed in
different AZs to ensure high reliability.

Constraints

e Each yearly/monthly or pay-per-use DB instance has a maximum of 15 read
replicas.

e Each serverless DB instance has a maximum of 7 read replicas.

e If all synchronous read replicas are unavailable during a failover, an
asynchronous read replica will be promoted to primary.
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Billing

Procedure

Step 1
Step 2

Step 3
Step 4

Table 13-1 Billing for new nodes

Billing Mode | Impact on Price
of New
Nodes

You need to pay the price difference.

displayed on the console.

instance price was $296 USD per month.

per month.

configuration x Remaining period

calendar month.

Yearly/ You will be billed for the new nodes based on the time
Monthly remaining in the requested period of your instance.

The following prices are for reference only. The actual prices are

Suppose you purchased a one-month TaurusDB cluster instance
(instance specifications: dedicated, 2 vCPUs | 8 GB, 2 nodes;
storage: DL6, 10 GB) in CN-Hong Kong on April 1, 2025. The

On April 15, 2025, you added a read replica (specifications:
dedicated, 2 vCPUs | 8 GB). The instance price was $436 USD

Price difference = Price for the new instance configuration x
Remaining period - Price for the original instance

The remaining period is the remaining days of each calendar
month divided by the maximum number of days in each

In this example, the remaining period and price difference are
calculated as follows: Remaining period = 15 (Remaining days
in April)/30 (Maximum number of days in April) = 0.5. Price
difference = $436 USD x 0.5 - $296 USD x 0.5 = $70 USD

Details.

Pay-per-use New nodes are billed by hour. For details, see Product Pricing

Log in to the management console.

Click in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate the instance you want to add read replicas to and

choose More > Create Read Replica in the Operation column.

You can also enter the Create Read Replica page in either of the following ways:

e C(lick the instance name to go to the Basic Information page. In the upper

right corner of the page, click *** and choose Create Read Replica.
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Figure 13-1 Creating read replicas on the Basic Information page

0 Avalable @ B Logh

Instance Information

Basic Information

2057240805 Dedicated | gaussdbimysqllargea864 |2 Change
s |8 GB

e Click the instance name to go to the Basic Information page. In the upper
right corner of the page, click *** and choose View Instance Topology. In
the instance topology, click Create Read Replica.

Figure 13-2 Creating read replicas in the instance topology

DB Instance Topology

Storage Layer

Step 5 On the displayed page, set required parameters.

Table 13-2 Parameter description

Parameter Description

Billing Mode e Pay-per-use DB instance: Pay-per-use and serverless read
replicas can be added.

e Yearly/Monthly DB instance: Yearly/Monthly, pay-per-use,
and serverless read replicas can be added.

e Serverless DB instance: Only serverless read replicas can
be added.
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Parameter Description

Failover Priority Failover priority ranges from 1 for the first priority to 16 for
the last priority. This priority determines the order in which
read replicas are promoted when recovering from a primary
node failure. Read replicas with the same priority have a
same probability of being promoted to the new primary
node. You can configure a failover priority for up to 9 read
replicas, and the default priority for the remaining read
replicas is -1, indicating these read replicas cannot be
promoted to primary. You can change the failover priority
of a read replica.

e Serverless DB instance: The failover priority for the
primary node can only be 1, while that for a newly
added read replica can be 1 to 15.

e Yearly/Monthly DB instance: When a pay-per-use or
serverless read replica is added, the failover priority is -1
by default and cannot be changed.

e Pay-per-use DB instance: When a serverless read replica
is added, the failover priority is -1 by default and cannot
be changed.

AZ TaurusDB multi-AZ instances allow you to select an AZ
when creating a read replica. Serverless DB instances do not
allow you to specify AZs for read replicas.

e If no AZs are specified, the created read replicas are
evenly distributed in each AZ.

e If too many nodes are created in a specified AZ, the read
replicas may fail to be created due to insufficient
resources.

NOTE

To use this function, submit a request by choosing Service Tickets

> Create Service Ticket in the upper right corner of the
management console.

Instance This parameter is only available for cluster instances.

Specifications If the failover priority is set to 1, the specifications of read

replicas must be the same as those of the primary node.

Quantity A DB instance can contain up to 15 read replicas.

Step 6 For a yearly/monthly instance, click Next and select a payment mode.
Step 7 For a pay-per-use instance, click Next.

Step 8 Check the read replica settings.
e If you need to modify the settings, click Previous.
e If you do not need to modify the settings, click Submit.
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Step 9 View the new read replicas in the Node List area of the Basic Information page.
You can also promote a read replica to primary or delete a read replica.

--—-End

APIs

e Creating a Read Replica
e Deleting or Unsubscribing from a Read Replica

13.3 Promoting a Read Replica to Primary

A TaurusDB instance consists of a primary node and multiple read replicas. In
addition to automatic failover scenarios, you can perform a manual switchover
to promote a read replica to the new primary node.

Constraints

e A read replica whose failover priority is -1 cannot be promoted to the primary
node.

e Services may be intermittently interrupted for several seconds or minutes
when a read replica is promoted to the primary node.

e Promoting a read replica to primary will switch over the private IP addresses
for read of the primary node and read replica. To ensure workloads are not
interrupted, connect to your DB instance using the private IP address from the
Network Information area in the Basic Information page or the proxy
address from the Database Proxy page. For details about the differences
between the two addresses, see Description of Each IP Address.

e To ensure workload continuity, you first enable Application Lossless and
Transparent (ALT) and then promote a read replica to primary.

Manual Switchover

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Node List area, locate the read replica to be promoted and click Promote
to Primary in the Operation column.

Figure 13-3 Promoting a read replica to the new primary node

nnnnnnnnnnnn
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Step 6 In the displayed dialog box, click Yes.

e During a manual switchover, there may be a brief disconnection lasting about
30 seconds. Ensure that your applications support automatic reconnection.

e During a manual switchover, the DB instance status is Promoting to primary
and this process takes several seconds or minutes.

Step 7 After a switchover is complete, the node types of the original primary node and

read replica have been exchanged, and the read replica status changes to
Available.

--—-End

Automatic Failover

TaurusDB uses an active-active HA architecture that automatically fails over to a
read replica selected by the system.

Each read replica has a failover priority that determines which read replica is

promoted if the primary node fails.

e  Priorities range from 1 for the highest priority to 16 for the lowest priority.

e If two or more read replicas share the same priority, they have a same
probability of being promoted to the new primary node.

TaurusDB selects a read replica and promotes it to the new primary node as
follows:

Read replicas available for promotion are identified.

One or more read replicas with the highest priority are identified.

3. One of the read replicas with the highest priority is selected and promoted. If
the promotion fails due to network faults or abnormal replication status,
TaurusDB attempts to promote another read replica by priority and repeats
the process until a read replica is successfully promoted.

13.4 Deleting a Read Replica

Scenarios

Constraints

You can delete read replicas billed on a pay-per-use or serverless basis on the
Basic Information page.

e Deleted read replicas cannot be recovered. Exercise caution when performing
this operation.

e You can only delete a read replica when the DB instance has two or more
read replicas.

e If another operation is being performed on a DB instance, the read replicas of
the instance cannot be manually deleted.

e  For multi-AZ deployment, make sure that the primary node and remaining
read replicas are located in different AZs after a read replica is deleted.
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If a primary node and a read replica are deployed in AZ1 and the other read
replica is deployed in AZ2, the read replica in AZ2 cannot be deleted.

e Before deleting the last serverless read replica, ensure that the function for
adjusting the number of serverless read replicas has been disabled.
Billing

Deleted pay-per-use or serverless read replicas are no longer billed.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Node List area, locate the read replica to be deleted and choose More >
Delete in the Operation column.

Step 6 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 7 In the displayed dialog box, click Yes. Refresh the Instances page later to confirm
that the deletion has completed.

--—-End

APIs
e Creating a Read Replica
e Deleting or Unsubscribing from a Read Replica

13.5 Unsubscribing from a Read Replica

Scenarios

You can unsubscribe a read replica of a yearly/monthly instance.

Constraints

e  You can only unsubscribe a read replica when the DB instance has two or
more read replicas.

e Only isolated read replicas can be unsubscribed.

e If a read replica of a DB instance is being isolated, you cannot perform the
following operations for the instance:
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- Creating read replicas
- Scaling up storage space
- Changing instance specifications
- Rebooting the instance
- Resetting the password
- Upgrading the patch
- Changing the private IP address
- Changing the database port
- Enabling or disabling SSL
- Binding an EIP
- Operations related to proxy instances
e The following operations cannot be performed on other read replicas of the
instance:
- Changing a failover priority
- Promoting a read replica to primary
- Isolating a read replica
Billing
For unsubscription fees, see Unsubscription Rules.
Procedure
Step 1 Log in to the management console.
Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name to go to the Basic Information
page.
Step 5 In the Node List area, locate a read replica and click Isolate in the Operation
column.
e When a read replica is isolated, you can only unsubscribe or release it.
e When the workloads are heavy, you can release the isolated read replica if
necessary.
Step 6 After the read replica status changes to Isolated, choose More > Unsubscribe in
the Operation column.
e |t takes about 1 minute to isolate a read replica.
e When a read replica is isolated, read operations and database synchronization
cannot be performed.
Step 7 On the displayed page, confirm the order to be unsubscribed and select a reason.

Then, click Confirm.

For unsubscription details, see Unsubscription Rules.
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Step 8 In the displayed dialog box, click Yes.
/A\ CAUTION
After an unsubscription request is submitted, resources and data will be deleted
and cannot be retrieved.
Step 9 View the unsubscription result. After the order is successfully unsubscribed, the
unsubscribed read replica of the instance will be deleted.
----End
APIs

e Creating a Read Replica
e Deleting or Unsubscribing from a Read Replica

13.6 Changing the Private IP Address for Read of a
Read Replica

Scenarios

Constraints

If the IP address of a read replica conflicts with other IP addresses, you can change
it on the DB instance's Basic Information page to reduce application changes.

If a DB instance has a read-only proxy instance, and the proxy instance contains
only the read replica whose private IP address for read is to be changed and read
weight is greater than 0, the private IP address for read of the read replica cannot
be changed.

Changing a Private IP Address for Read

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the Node List area, locate a read replica and click Change in the Private IP
Address for Read column.

In the displayed dialog box, enter a new private IP address for read and click OK.

An in-use IP address cannot be used as the new private IP address for read.
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Figure 13-4 Changing a private IP address for read

Change Private IP Address for Read X

Node Name
Private IP Address for Read
New Private IP Address for Read

Enter an IP address that is not in use
In-use IP Address

IP Address Used By
Gateway
ECS IP Address
ECS IP Address
Virtual IP Address
System interface

DHCP service
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]

----End
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1 4 Database Proxy (Read/Write
Splitting)

14.1 What Is Database Proxy?

Database Proxy is a network proxy service that sits between TaurusDB and
applications. It is used to handle all requests from the applications to access
TaurusDB instances.

Read/write splitting means that read and write requests are automatically
forwarded through database proxy addresses. After creating a TaurusDB instance,
you can create a proxy instance. With the proxy address, write requests are
automatically forwarded to the primary node and read requests are forwarded to
each node based on the routing policy of the proxy instance, offloading the read
load from the primary node.

Proxy instances are free.

Proxy Address

After buying a proxy instance, you can view the proxy address on the Database
Proxy page. The proxy instance sends write requests to the primary node and read
requests to read replicas through this address.

Proxy Mode

There are read/write and read-only (TP) proxy modes. The read/write attribute
processing logic varies depending on the proxy mode. For details, see Table 14-1.

e Read/Write: All write requests are routed only to the primary node, and all
read requests are routed to the selected nodes based on the read weights or
active connections.

e Read-only (TP): All read requests are routed to the selected read replicas
based on the read weights or active connections. The read requests will not be
routed to the primary node.
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Table 14-1 Read/Write attribute processing logic

Proxy Routing Weight of Normal Case All Read
Mode Policy Primary Node Replicas Are
Faulty
Read- Weighted Not The primary The primary
only Load configurable node does not node does not
balancing process read- process read-only
only requests. requests.
Proxy address: Proxy address:
readable but not | connection error
writable
Read/ Load Assigned by Primary node: Primary node:
Write balancing system readable and readable and
writable writable
Proxy address: Proxy address:
readable and readable and
writable writable
Weighted >0 Primary node: Primary node:
readable and readable and
writable writable
Proxy address: Proxy address:
readable and readable and
writable writable
=0 Primary node: Primary node:
not readable but | readable and
writable writable
Proxy address: Proxy address:
readable and readable and
writable writable

Transaction Splitting

With transaction splitting enabled for a proxy instance, the proxy instance can
route read requests prior to write operations in a transaction to read replicas,
reducing the load on the primary node.

For more information about transaction splitting, see Enabling Transaction
Splitting for a Proxy Instance.

Connection Pool

Proxy instances provide session-level connection pools, which help reduce the
database load caused by frequent establishment of short connections.

For more information about connection pools, see Enabling the Connection Pool
for a Proxy Instance.
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Routing Policy
Proxy instances support weighted and load balancing routing policies.

e Weighted: Read requests are assigned to nodes based on the weights you
specify.

e Load balancing: Read requests are assigned to nodes with fewer active
connections. In the load balancing policy, you do not need to configure the
weights of nodes.

For more information about routing policies, see Changing the Routing Policy of
a Proxy Instance.

How Read/Write Splitting Works
You can create one or more proxy instances for your TaurusDB instance to enable
read/write splitting.

Single Proxy Instance

If your TaurusDB instance has only one proxy instance, applications connect to the
proxy instance through the proxy address. Write requests are forwarded to the
primary node and read requests to the primary node or read replicas based on the
routing policy you specify.

Figure 14-1 Read/write splitting with only one proxy instance

Application

Write Read

Proxy instance

Write Read

0 (v (=]

Primary node Read replica Read replica
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Multiple Proxy Instances

To isolate workloads from one another, you can create up to four proxy instances
for a TaurusDB instance. Different applications can connect to different proxy
instances as required. The associated read replicas of the proxy instances process
read requests from different applications for workload isolation.

Figure 14-2 Read/write splitting with multiple proxy instances

Application A Application B

Write Read Write Read

Routing policy: Weighted Routing policy: Load balancing

Read replica  Read replica Primary Read replica  Read replica
(Low load) (Low load) node (Low load) (Hign load)
----------------------------- TaurusDBinstance ----———--mcmmomm

Read/Write Splitting Advantages

e Compared with manual read/write splitting in applications, the read/write
splitting using proxy addresses features flexible scale-out and low
maintenance costs.

e Read requests are distributed to your read replicas based on weights to
balance your database traffic and improve resource utilization.

e A proxy instance routes read requests of an application only to its associated
read replicas to isolate workloads.

e By default, proxy instances provide overload protection to prevent server
OOM (out of memory) due to heavy pressure when you perform operations
on large result sets. This function is enabled by default and does not need to
be configured separately. The pressure caused by the slow kernel depends on
flow control.

Write Requests Sent Only to the Primary Node
e  INSERT, UPDATE, and DELETE
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All DDL operations (such as table/database creation, table/database deletion,
table structure change, and permission change)

All requests in transactions (But if transaction splitting is enabled, some read
requests in transactions may be sent to read replicas. For details, see Enabling
Transaction Splitting for a Proxy Instance.)

User-defined functions

Stored procedures

EXECUTE statements

Multi-statement requests

Requests that use temporary tables

All changes to user variables

KILL in SQL statements (not command KILL)

Read Requests Sent Only to the Primary Node

If query statements are in transactions, the transaction requests are routed to
the primary node. If SET AUTOCOMMIT=0 is added before a query
statement, the transaction requests are routed to the primary node.

If all read replicas are abnormal or the read weights allocated to the read
replicas are 0, requests will be routed to the primary node. You can set read
weights for the primary node and read replicas after read/write splitting is
enabled.

When running SQL statements:

- If multi-statements (for example, insert xxx;select xxx) are executed, all
subsequent requests will be routed to the primary node. To restore read/
write splitting, disconnect your application from your instance and then
connect it back again.

- Read operations with locks (for example, SELECT for UPDATE) will be
routed to the primary node.

- When /*FORCE_MASTER?*/ is used, requests will be routed to the primary
node.

- If the HANDLER statement is executed, all subsequent requests will be
routed to the primary node. To restore read/write splitting, disconnect
your application from your instance and then connect it back again.

SELECT last_insert_id()
All queries of user variables

Requests Sent Either to the Primary Node or a Read Replica

SELECT not in a transaction
The COM_STMT_EXECUTE command

Requests Always Sent to All Nodes

Changes to all system variables
The USE command
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Precautions

Table 14-2 Precautions for proxy instances

Category

Precaution

Version
constraints

For details about how to check the kernel version, see How
Can | Check the Version of a TaurusDB Instance?

If the kernel version of your TaurusDB instance is one of the
following, proxy instances cannot be created:

- From 2.0.26.2 to 2.0.28.3
- 2.0.29.1

If the kernel version of your TaurusDB instance is earlier
than 2.0.42.230601, only one proxy instance can be created.

If the kernel version of your TaurusDB instance is
2.0.42.230601 or later, up to four proxy instances can be
created.

Unsupported
functions

Proxy instances do not support compression protocols.

Proxy instances do not support the READ-UNCOMMITTED
transaction isolation level.

Proxy instances do not support reads from and writes to
any column containing more than 16 MB of data in a table.

Database proxies do not support the SQL mode parameter
PAD_CHAR_TO_FULL_LENGTH.
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Category

Precaution

Usage
constraints

e To create a proxy instance, the TaurusDB instance must
have at least 8 vCPUs.

e Read/write splitting can be enabled only when at least one
read replica is created.

e After read/write splitting is enabled, the database port and
private IP address of your TaurusDB instance cannot be
changed.

e |f multi-statements are executed, all subsequent requests
will be routed to the primary node. To restore the read/
write splitting function, disconnect the connection from
your applications and establish a connection again.

e When a proxy address is used, all transaction requests are
routed to the primary node (you can use transaction
splitting to route read requests prior to write operations in
a transaction to read replicas). The non-transaction read
consistency is not ensured. To ensure read consistency,
encapsulate the read requests into a transaction.

e When a proxy address is used, you can run show
processlist command on the proxy instance or TaurusDB
instance. If show processlist is executed on a proxy
instance, only the services delivered through proxy nodes
are displayed.

e If a proxy node is abnormal, running show processlist or
Kill on the proxy instance may take a long time, but
services are not affected.

e After a proxy node is deleted, services on the deleted proxy
node may be displayed when show processlist is executed
on the proxy instance.

e If Kill is executed on the proxy instance, error information
such as timeout may be displayed occasionally. You can run
show processlist again to check whether the services are
killed successfully.

e If a proxy node is abnormal, there may be frame freezing
for 2 seconds when you run show processlist on the proxy
instance. The results will still be returned.

e When a proxy instance is used, the size of a concatenate
SQL statement cannot exceed 100 MB to prevent statement
parsing from consuming too many resources.

HTAP analysis

e Consistency levels and connection pools are not supported.
e Only the weighted routing policy is supported.
e Only the read/write proxy mode is supported.
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14.2 Creating a Proxy Instance for Read/Write Splitting

After creating a TaurusDB instance, you can create a proxy instance. With the
proxy address, write requests are automatically forwarded to the primary node,
and read requests are forwarded to each node based on the routing policy of the
proxy instance, offloading the read pressure from the primary node.

This section describes how to create a proxy instance for read/write splitting.
Step 1: Create a Proxy Instance

Step 2: Perform User Authentication

Step 3: Check Security Group Rules

Step 4: Use the Proxy Address to Connect to Your TaurusDB Instance

Step 5: Verify Read/Write Splitting

Constraints

Before creating a proxy instance, you need to ensure that:

e You have purchased a TaurusDB instance.
e You have understood the precautions. For details, see Precautions.

Step 1: Create a Proxy Instance

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 Click Create Proxy Instance.

Step 7 On the displayed page, set required parameters and click Next.
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Figure 14-3 Creating a proxy instance

Proxy Instance Name (D
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@ The default weight of a node is 100 Nodes with higher weights process more read requests. If the weights of the selected two nodes are, respectively, 100 and 200, the nodes process read requests in the ratio of 12

Database Nodes

Node Type NameliD Read Weight Operation

Table 14-3 Parameter description

Parameter Description

Proxy Instance The name can consist of 4 to 64 characters and must start
Name with a letter. Only letters (case-sensitive), digits, hyphens (-),
and underscores (_) are allowed.

Proxy Mode You can select Read/Write or Read-only as needed.

e Read/Write: All write requests are forwarded only to the
primary node, and all read requests are forwarded to the
selected nodes based on the read weights or active
connections. The default read weight of a node is 100.

e Read-only (TP): Write requests are not forwarded to any
node. All read requests are forwarded to the selected read
replicas based on the read weights or active connections.
The read requests are not forwarded to the primary node,
even if the primary node is selected.

NOTE

- In the read-only (TP) mode, only read requests are supported.
If write requests are forwarded to any node, an error message
is displayed.

- DDL, DML, and temporary table operations are not supported
in the read-only (TP) mode.
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Parameter Description

Consistency
Level

Value:
e Eventual consistency

The consistency level can only be configured when the kernel
version of your TaurusDB instance is 2.0.28.1 or later. For
details about how to check the kernel version, see How Can
I Check the Version of a TaurusDB Instance?

After a proxy instance is created, requests for SELECT
operations are routed to different nodes based on their
read weights. Because there is a replication latency
between the primary node and each read replica and the
replication latency varies for different read replicas, the
result returned by each SELECT statement may be
different when you repeatedly execute a SELECT
statement within a session. In this case, only eventual
consistency is ensured.

To offload read requests from the primary node to read
replicas, you can select eventual consistency.

Session consistency

To eliminate data inconsistencies caused by eventual
consistency, session consistency is provided. Session
consistency ensures the result returned by each SELECT
statement in a session is the data that was updated after
the last write request.

To use session consistency, the kernel version of your
proxy instance must be 2.7.4.0 or later.

Routing Policy

Value:
e Weighted: Read requests are assigned to nodes based on

the weights you specify.
Load balancing: Read requests are assigned to nodes
with fewer active connections.

To use load balancing, the kernel version of your proxy
instance must be 2.22.07.000 or later.

For more information about routing policies, see Changing
the Routing Policy of a Proxy Instance.

Proxy Instance
Specifications

You can select the proxy instance specifications as needed.
e Kunpeng general computing-plus: 2 vCPUs | 4 GB, 4 vCPUs

| 8 GB, and 8 vCPUs | 16 GB

e General-enhanced: 2 vCPUs | 4 GB, 4 vCPUs | 8 GB, and 8

vCPUs | 16 GB
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Parameter

Description

Subnet

To use this function, submit a request by choosing Service
Tickets > Create Service Ticket in the upper right corner of
the management console.

When creating a proxy instance, you can specify a subnet for
the proxy instance. If the subnet where the TaurusDB
instance is associated with is a secondary CIDR block, you
can only select the same subnet as the TaurusDB instance for
the proxy instance.

Proxy Instance
Nodes

You can enter an integer from 2 to 16. The default value is 2.

Number of recommended proxy instance nodes = (Number
of vCPUs of the primary node + Total number of vCPUs of all
read replicas)/(4 x Number of vCPUs of the proxy instance),
rounded up.

Associate New
Nodes

After Associate New Nodes is enabled, new read replicas
will be automatically associated with the proxy instance.

New Node
Weight

If Routing Policy is Weighted, you need to set read weights
of the new nodes. The default weight of a node is 100.
Nodes with higher weights process more read requests.

Database Nodes

You need to select the nodes to be associated with the proxy
instance for processing read requests.

e If Routing Policy is Load balancing, you do not need to
configure read weights for selected nodes. Read requests
are forwarded to nodes with fewer active connections.

e If Routing Policy is Weighted, you need to configure
read weights of the primary node and read replicas. Read
requests are forwarded to nodes based on the weights
you specify.

For example, read weights assigned to one primary node
and two read replicas are 100, 200, and 200, respectively.

In the read/write mode, the primary node and two read
replicas process read requests in the ratio of 1:2:2. The
primary node processes 20% of read requests, and each
read replica processes 40% of read requests. Write
requests are automatically routed to the primary node.

In the read-only mode, the read weight of the primary
node does not take effect, and the two read replicas
process 50% of read requests, respectively.

Step 8 View the proxy instance and associated nodes.

After the proxy instance creation is complete, you can view the created proxy
instance on the Database Proxy page.
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Figure 14-4 Viewing the create proxy instance
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Click Basic Information in the navigation pane. Click " in the upper right corner
of the page and select View Instance Topology. In the instance topology, you can
view the database nodes associated with the proxy instance. You can move the
pointer to a node name to view its details.

Figure 14-5 Viewing information about nodes associated with a proxy instance
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Step 2: Perform User Authentication

Step 1

Step 2

Before using a proxy instance to connect to your TaurusDB instance, ensure that
the current database account has the permissions to access the proxy address, or
the proxy instance cannot connect to your TaurusDB instance.

You can perform the following steps to check the permissions and grant the
account the permissions to access the proxy address.

Connect to the TaurusDB instance.
For details, see Connecting to a DB Instance.

After the instance is connected, run the following SQL statement to check whether
the host of the current database account contains a proxy address:

SELECT user,host FROM mysql.user;
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To obtain the proxy address:

Click the TaurusDB instance name. In the navigation pane, choose Database
Proxy. In the proxy instance list, view the proxy address.

Figure 14-6 Viewing a proxy address

Step 3 If the host does not contain the CIDR block where the proxy instance is associated
with, assign the remote access permissions to the host.

For example, if you want to connect to the TaurusDB instance using 192.168.0 as
user root, set Host to 192.168.% on the DAS user management page. For details,
see Editing a User.

Figure 14-7 Configuring a host IP address

--—-End

Step 3: Check Security Group Rules

You need to ensure that the inbound and outbound rules allow access from the
proxy address. The default port number is 3306.

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.
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Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Network Information area, click the security group name in the Security
Group field.

Step 6 On the Inbound Rules tab, check whether access through port 3306 is allowed by
default.

Figure 14-8 Allowing access through port 3306
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If there is no such a rule, click Fast-Add Rule. In the displayed dialog box, select
MySQL (3306) and click OK.

Figure 14-9 Fast adding port 3306
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0 If you select IP address for Source, you can enter multiple IP addresses in the same IP address box. Each IP address represents a x
different security group rule.
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--—-End

Step 4: Use the Proxy Address to Connect to Your TaurusDB Instance
Step 1 View the proxy address and port on the TaurusDB console.
Click the TaurusDB instance name. In the navigation pane, choose Database

Proxy. In the proxy instance list, view the proxy address and port.

Figure 14-10 Viewing a proxy address and port
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Step 2 Log in to an ECS.
For details, see Elastic Cloud Server User Guide.

Step 3 Run the following command to connect to the TaurusDB instance using the proxy
address:

mysql -h <host/P> -P <port>-u <userName> -p <password>

Table 14-4 Parameter description

Parameter Description
<hostIP> Proxy address obtained in Step 1.
<port> Port obtained in Step 1.

<userName> Username, that is, the TaurusDB database administrator
account. The default value is root.

<password> Password of the TaurusDB database administrator.

--—-End

Step 5: Verify Read/Write Splitting

After each read operation is complete, you can run the show last route command
to view the routing result of the read operation.

The following is an example.
Step 1 After the TaurusDB instance is connected, perform a read operation.

Example: select 1;

ysgl> select 1;

row in set (H.B8 sec)
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Step 2 Run the following command to view the routing result of the read operation in
Step 1:

show last route

Figure 14-11 Viewing a query result

yegl? select 1:

in set (BH.HB8 secl>

ysgl? show last route:

row in set (B.B5 sec)

L] NOTE
Do not use show last route for service code or multi-statement execution.

--—-End

APIs

e Creating a Proxy Instance
e Querying Proxy Instances
e Querying Proxy Instance Specifications
e Deleting a Proxy Instance

14.3 Changing Configurations of a Proxy Instance

14.3.1 Changing the Consistency Level of a Proxy Instance

You can configure a consistency level when creating a proxy instance or change
the consistency level of an existing proxy instance.

This section describes how to change the consistency level of a proxy instance.

Consistency Levels
There are several consistency levels to meet requirements in different scenarios.

e Eventual consistency (default)

After a proxy instance is created, requests for SELECT operations are routed to
different nodes based on their read weights. Because there is a replication
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Constraints

Procedure

latency between the primary node and each read replica and the replication
latency varies for different read replicas, the result returned by each SELECT
statement may be different when you repeatedly execute a SELECT statement
within a session. In this case, only eventual consistency is ensured.

Session consistency

To eliminate data inconsistencies caused by eventual consistency, session
consistency is provided. Session consistency ensures the result returned by
each SELECT statement in a session is the data that was updated after the
last write request.

Proxy instances record the log sequence number (LSN) of each node and
session. When data in a session is updated, a proxy instance records the LSN
of the primary node as a session LSN. When a read request arrives
subsequently, the proxy instance compares the session LSN with the LSN of
each node and routes the request to a node whose LSN is at least equal to
the session LSN. This ensures session consistency.

Figure 14-12 Principle of session consistency

Application

Write l l Read

UPDAT LSN: 10 SELECT
(LSN = 10)

Lon:s LSN:W]

Primary node Read replica Read replica

Replicate

(1] NOTE

In session consistency, if there is significant replication latency between the primary
node and read replicas and the LSN of each read replica is smaller than the session

LSN, requests for SELECT operations will be routed to the primary node. In this case,
loads on the primary node are heavy and instance performance suffers.

To use session consistency, the kernel versions of TaurusDB instances must be
2.0.54.1 or later, and the kernel versions of proxy instances must be 2.7.4.0 or later.
For details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 Click the proxy instance name to go to the Basic Information page. In the Proxy
Instance Information area, click Change under Consistency Level.

Figure 14-13 Changing a consistency level
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Step 7 Click the drop-down arrow and select the required consistency level.

Figure 14-14 Changing a consistency level
Change Consistency Level

Changing the consistency level will disconnect the proxy instance and affect your services. This operation should be
performed during off-peak hours. After the consistency lever is changed, you need to reconnect your application to the
proxy instance.

Original Consistency Level

Eventual consistency

New Consistency Level @

[ Eventual consistency -~ ]

Eventual consistency

Session consistency

(11 NOTE

After the consistency level is changed, you need to manually reboot the proxy instance or
re-establish the connection to the proxy instance on the management console.

For details about how to reboot a proxy instance, see Rebooting a Proxy Instance.
Step 8 Click OK. The proxy instance status changes to Changing consistency level.

Step 9 After several minutes, check that the proxy instance status becomes Available and
the consistency level is updated.

--—-End

APIs

Changing Session Consistency of a Proxy Instance
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14.3.2 Enabling the Connection Pool for a Proxy Instance

A session-level connection pool helps reduce the database load caused by frequent
establishment of short connections.

Connection Pool is disabled by default. You can enable a session-level connection
pool.

A session-level connection pool is suitable for short connections. When your client
disconnects from your database, the system checks whether the connection is idle.
If it is, the system places the connection in the connection pool of a proxy instance
and retains the connection for a short period of time. When your client re-initiates
a connection, any available connection in the connection pool is used, reducing
the overhead of establishing a new connection to the database. If no connections
are available in the connection pool, a new connection will be established.

Constraints

e To use a connection pool, the kernel versions of proxy instances must be
2.22.07.000 or later. For details about how to check the kernel version, see
How Can | Check the Version of a TaurusDB Instance?

e When any of the following operations is performed, the connection is locked
until the connection ends. That is, the connection will not be placed in the
connection pool for other users to use.

- Running the PREPARE statement

- Creating a temporary table

- Modifying user variables

- Inserting or querying big data (for example, more than 16 MB)
- Running the LOCK TABLE statement

- Executing a multi-statement query (concatenated SQL statements with
semicolons, for example, SELECT 1;SELECT 2)

- Calling a stored procedure

Configuring a Connection Pool

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click the name of a proxy instance.

Step 7 On the Basic Information page, click Configure under Connection Pool.
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Figure 14-15 Configuring a connection pool
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Step 8 In the displayed dialog box, set Connection Pool to Session level and click OK.
This process takes several seconds.
Step 9 Check that the connection pool is successfully configured.
----End
APIs

e Changing the Connection Pool Type of a Proxy Instance
e Querying Proxy Instances

e Querying Proxy Instance Specifications

14.3.3 Enabling Transaction Splitting for a Proxy Instance

Constraints

In most cases, a proxy instance sends all requests in transactions to the primary
node to ensure transaction correctness. However, in some frameworks, all requests
are encapsulated into transactions that are not automatically committed using set
autocommit=0. This causes heavy load on the primary node.

With transaction splitting enabled for a proxy instance, the proxy instance can
route read requests prior to write operations in a transaction to read replicas,
reducing the load on the primary node.

Transaction splitting is disabled by default. After transaction splitting is enabled
and autocommit is set to 0, TaurusDB starts a transaction only for write requests.
Before the transaction starts, read requests are routed to read replicas through
load balancers.

e The kernel versions of proxy instances must be 2.3.9.5 or later. For details
about how to check the kernel version, see How Can | Check the Version of
a TaurusDB Instance?

e Transaction isolation levels of TaurusDB instances must be READ
UNCOMMITTED or READ COMMITTED. The default isolation level is
REPEATABLE READ.

e  Proxy instances must be in the read/write mode.

e  After transaction splitting is enabled, the transaction isolation level can only
be changed to READ UNCOMMITTED or READ COMMITTED. To change the
isolation level to a higher level, disable transaction splitting first.
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Procedure
Step 1 Log in to the management console.
Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name to go to the Basic Information
page.
Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click the name of a proxy instance.
Step 7 On the Basic Information page, click under Transaction Splitting.
Step 8 In the displayed dialog box, click OK.
{1 NOTE
e To disable transaction splitting, click () .
e Transaction splitting takes effect only for new connections established after this function
is enabled or disabled.
Step 9 On the Basic Information page of the proxy instance, check that transaction
splitting is enabled.
----End
APIs

e Enabling or Disabling Transaction Splitting for a Proxy Instance
e Querying Proxy Instances

e Querying Proxy Instance Specifications

e Deleting a Proxy Instance

14.3.4 Changing the Routing Policy of a Proxy Instance

You can configure the routing policy when creating a proxy instance. The default
routing policy is weighted. You can also change the routing policy of an existing
instance.

Working Principles of the Routing Policy

There are weighted and load balancing routing policies.

e Weighted: Read requests are assigned to nodes based on the weights you
specify.

e Load balancing: Read requests are assigned to nodes with fewer active
connections. In the load balancing policy, you do not need to configure the
weights of nodes.
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Figure 14-16 Working principles of the routing policy
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Example:

As shown in the preceding figure, a TaurusDB instance contains one primary node
and four read replicas.

For the database proxy instance 1, the routing policy is weighted and the selected
nodes include the primary node, read replica R1, and read replica R2, with their
read weight ratio of 0:70:80. The write requests of the Application A are
automatically forwarded to the primary node through the proxy instance, and the
read requests are routed to read replicas R1 and R2 in the ratio of 7:8.

For the database proxy instance 2, the routing policy is load balancing and the
selected nodes include the primary node, read replica R3, and read replica R4. The
proxy instance determines the node to which the read requests are forwarded
based on the number of real-time active connections.

When there are many active connections in read replica R4, the proxy instance
forwards most read requests to read replica R3 and the primary node to offload
the pressure of read replica R4.

Constraints

To use the load balancing policy, the kernel versions of proxy instances must be
2.22.07.000 or later. To upgrade a kernel version, see Upgrading the Kernel
Version of a Proxy Instance. For details about how to check the kernel version,
see How Can | Check the Version of a TaurusDB Instance?
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Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click the name of a proxy instance.
Step 7 On the Basic Information page, click Configure under Routing Policy.

Step 8 In the displayed dialog box, configure required parameters.

Figure 14-17 Changing the routing policy of a proxy instance

Configure Routing Policy

Routing Policy (3

Load balancing

Associate New Nodes

Auto Assign Requests to Column Store or Row Store Nodes

Befo

noda

Database Nodes

Primary X v

Replica

© The default weight of a node is 100. Nodes with higher weights process more read requests. If the weights of the selected
two nodes are, respectively, 100 and 200, the nodes process read requests in the ratio of 1:2.

Node Type Name/ID Read Weight Operation
Primary 100 t Delete
Replica 100 - Delete
e ™
(_ Ganeel ) “

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 285


https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB
User Guide

14 Database Proxy (Read/Write Splitting)

Table 14-5 Parameter description

Parameter

Description

Routing Policy

e Weighted: Read requests are assigned to nodes based on
the weights you specify.

e Load balancing: Read requests are assigned to nodes with
fewer active connections. In the load balancing policy, you
do not need to configure the weights of nodes.

Associate New
Nodes

After this function is enabled, new read replicas will be
automatically associated with the current proxy instance.

If Routing Policy is Weighted, you need to configure read
weights for the new nodes. The default weight of a node is
100. Nodes with higher weights process more read requests.

Database
Nodes

The proxy mode of a proxy instance determines which nodes
read requests are assigned to.

e Read-only mode: All read requests are assigned to the
selected, but not to the primary node.

e Read/write mode: All read requests are assigned to the
selected nodes (including the primary node and read
replicas) based on the routing policy.

Step 9 Click OK. The proxy instance status changes to Configure routing policy.

Step 10 After several minutes, check that the proxy instance status becomes Available and

the routing policy is updated.

--—-End

APIs

Changing the Routing Policy of a Proxy Instance

14.3.5 Changing Read Weights of Nodes

After a proxy instance is created, you can change the read weights of its
associated nodes. Read requests are forwarded to each node based on the read
weights you specify, enabling read/write splitting and reducing the load of the

primary node.

Constraints

e This function is only available for proxy instances that use the weighted
routing policy.

e You can configure read weights for both the primary node and read replicas.

e The default read weight of the primary node is 0. The higher read weight the
primary node is assigned, the more read requests it can process.

e When the read weights of all nodes are 0, services are not affected. In this
case, the primary node processes all read and write requests by default.
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Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

e The weight of a read replica ranges from 0 to 1000.

e After Associate New Nodes is enabled, new read replicas will be
automatically associated with the current proxy instance. The default read
weight of any new node is 100.

e After a read replica is deleted, its weight is automatically removed while the
weights of other read replicas remain unchanged.

Log in to the management console.

Click Y i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the navigation pane, choose Database Proxy and click the name of a proxy
instance to go to the Basic Information page.

On the Basic Information page, click Configure under Routing Policy.

In the displayed dialog box, select the nodes that you want to associate with the
current proxy instance or deselect the nodes that you want to remove from the
current proxy instance in the Database Nodes area, and configure read weights in
the Read Weight column.
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Figure 14-18 Configuring read weights
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Example:

As shown in Figure 14-19, one TaurusDB instance has one primary node and three
read replicas. Two proxy instances have been created and they both use the
weighted routing policy.

e Proxy instance 1 is in the read/write mode. The primary node and read replica
1 are associated with proxy instance 1 and assigned with a read weight of 100
and 200, respectively. They process read requests in the ratio of 1:2, that is,
the primary node processes 1/3 read requests and read replica 1 processes 2/3
read requests. Write requests are automatically routed to the primary node.

e  Proxy instance 2 is in the read-only mode. Read replica 2 and read replica 3
are associated with proxy instance 2 and assigned with a read weight of 100
and 200, respectively. Read replica 2 and read replica 3 process read requests
in the ratio of 1:2, that is, read replica 2 processes 1/3 read requests, and read
replica 3 processes 2/3 read requests.
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Figure 14-19 Read/Write splitting in multi-proxy scenarios (weighted routing

policy)
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Step 8 Click OK. The proxy instance status changes to Configure routing policy.

Step 9 After several minutes, check that the proxy instance status becomes Available and
the read weights are updated.

--—-End

APIs

Assigning Read Weights

14.3.6 Changing the Multi-statement Processing Mode of a
Proxy Instance

When you enable multi-statement execution for a proxy instance, you can set
multi-statement processing mode to Strict, Loose, or Parse.

e  Strict (default)

If a request containing multiple statements is routed to the primary node, the
subsequent requests are all routed to the primary node. Read/write splitting
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Constraints

Procedure

can be restored only after you disconnect the current connection and
reconnect it.

Your proxy instance will not parse these statements, so the performance is
better. It is suitable for short connections.

Loose

If a request containing multiple statements is routed to the primary node, the
subsequent requests of the current connection can still be routed to the
primary node or read replicas.

Your proxy instance will not parse these statements, so the performance is
better. It is good for when multiple statements contain only DML SQL
statements and do not contain operations like setting session variables,
creating temporary tables, creating stored procedures, or executing
uncommitted transactions.

Parse

A read-only request containing multiple statements is routed based on
weights. A read/write request containing multiple statements is routed to the
primary node, and your proxy instance parses these statements and
determines whether to split subsequent read and write requests received over
the current connection based on the operations in the SQL statements (Parse-
based mode description).

Parsing statements affects the proxy instance performance. The degree of the
impact depends on the length and complexity of statements. It is
recommended that the statements be less than 100 MB.

To set the multi-statement processing mode on the management console,
submit a request by choosing Service Tickets > Create Service Ticket in the
upper right corner of the management console.

The changed multi-statement processing mode applies to your proxy instance
immediately. You do not need to reboot the proxy instance. If a read/write
splitting connection fails due to a multi-statement execution, changing the
multi-statement processing mode will not restore the connection. You will
need to reconnect the connection manually.

Parse-based mode description:

If multi-statements contain the operations listed here, all subsequent requests
are routed to the primary node. To restore read/write splitting, you need to
disconnect the connection and then re-establish it.

- Creating temporary tables
- Creating stored procedures

- Executing uncommitted transactions (for example, begin is executed but
commit or rollback is not executed)

- Executing complex or special syntax. These statements will not be parsed.

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click a proxy instance name to go to the Basic Information page.
Step 7 In the navigation pane, choose Parameter Modifications.

Step 8 Configure the parameter multiStatementType as required.

Figure 14-20 Configuring the parameter multiStatementType

You can set this parameter to Strict, Loose, or Parse.
Step 9 Click Save to save your change. In the displayed dialog box, click Yes.

--—-End

14.3.7 Enabling Automatic Association of New Nodes with a
Proxy Instance

After Associate New Nodes is enabled, new read replicas will be automatically
associated with the current proxy instance.

This section describes how to enable or disable Associate New Nodes for an
existing proxy instance. To enable this function during the proxy instance creation,
see Creating a Proxy Instance for Read/Write Splitting.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy and click the name of a proxy
instance to go to the Basic Information page.

Step 6 In the Proxy Instance Information area, click under Associate New
Nodes.
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Figure 14-21 Going to the Basic Information page

Proxy Instance Information
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Step 7 In the displayed dialog box, enable Associated New Nodes.

Figure 14-22 Enabling automatic association of new nodes with a proxy instance

Configure Associate New Nodes

Associate New Modes

«@©

New Node Weight (3

100

When the routing policy is weighted, you need to configure weights for the new
nodes as required. The default read weight of any new node is 100. Nodes with
higher weights process more read requests.

Step 8 Click OK.

To disable the function, click ()

--—-End

14.3.8 Enabling Access Control for a Proxy Instance
If load balancing is enabled for a proxy instance, the security group associated

with the proxy instance does not apply. You need to use access control to limit
access from specific IP addresses.

Constraints

If access control is not displayed on the management console, the security group
associated with the proxy instance is used.

Enabling Access Control

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy and click the name of a proxy
instance to go to the Basic Information page.

Step 6 Click under Access Control.

Step 7 Click Configure. In the displayed dialog box, configure required parameters.

Figure 14-23 Configuring access control

Configure Access Control X
Access Control
IP Address or CIDR Block (2
Table 14-6 Parameter description
Parameter Description
Access Control The blacklist and whitelist cannot be configured at the

same time. If you switch between lists, your previously
entered settings will be lost. IP addresses or CIDR blocks in
the whitelist can access the proxy instance, while those in
the blacklist cannot.

IP Address or CIDR | You need to enter IP addresses or CIDR blocks that meet
Block the following requirements:

e FEach line contains an IP address or a CIDR block and
ends with a line break.

e Each IP address or CIDR block can include a description
separated by a vertical bar symbol (|), for example,
192.168.10.10|TaurusDBO01. The description can include
up to 50 characters but cannot contain angle brackets
(<>).

e Up to 300 IP addresses or CIDR blocks can be added.
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Step 8

On the Basic Information page of the proxy instance, check that access control is
enabled. Click Configure to view the new access control setting.

--—-End

Disabling Access Control

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Step 7
Step 8

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the navigation pane, choose Database Proxy and click the name of a proxy
instance to go to the Basic Information page.

Click D under Access Control.

In the displayed dialog box, click OK.

Refresh the page later and check that the access control is disabled.

--—-End

14.3.9 Enabling Binlog Pull for a Proxy Instance (OBT)

Scenarios

Constraints

You can enable binlog pull for a proxy instance and then use the proxy address to
pull binlogs from the primary node or read replicas.

e To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

e This function is only available when the kernel version of the proxy instance is
2.24.12.000 or later and that of the TaurusDB instance is 2.0.54.240600 or

later. For details about how to check the kernel version, see How Can | Check

the Version of a TaurusDB Instance?

e  After this function is enabled for a read-only proxy instance, binlogs can only
be pulled from read replicas. So, you must enable binlog pull for read replicas
of the TaurusDB instance first.

e If you want to pull binlogs from a different node (such as from a read replica

instead of the primary node), you must disconnect the current connection and

reconnect to the desired node.

e  Pulling binlogs from a proxy instance consumes its resources, which increases
pressure on the proxy instance and even causes performance issues when
binlogs are pulled concurrently.
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Enabling Binlog Pull for the Primary Node

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Database Proxy.

Step 6 Click the proxy instance name to go to the Basic Information page.
Step 7 In the Proxy Instance Information area, click on the right of Binlog Pull.

Figure 14-24 Enabling binlog pull

Proxy Instance Information

20 ddTbd0b8fdBcSdtasaTsiESfooioi7po0n O
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Step 8 In the displayed dialog box, click OK.
----End

Enabling Binlog Pull for Read Replicas

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the Configuration area, click under Binlog Pull for Read Replicas.

Configuration

oot Reset Password

Step 6 In the displayed dialog box, click OK. The DB instance status changes from Binlog
pull is being configured for the read replicas to Available. This process takes
several seconds.
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Figure 14-25 Enabling binlog pull for read replicas

Open Binlog Pull for Read Replicas
Binlog Pull for Read Replicas

Name/ID Status

O Available
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Step 7 In the navigation pane, choose Database Proxy.

Step 8 Click the proxy instance name to go to the Basic Information page.
Step 9 In the Proxy Instance Information area, click on the right of Binlog Pull.

Figure 14-26 Enabling binlog pull

Proxy Instance Information
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Step 10 In the displayed dialog box, click OK. The proxy instance status changes from
Changing binlog pull of the proxy instance to Available. This process takes
several seconds.

Step 11 Check whether Binlog Pull for Primary Node is enabled. If it is, click () to
disable it. Then, binlogs will only be pulled from read replicas.

Figure 14-27 Checking whether Binlog Pull for Primary Node is enabled

Proxy Instance Information

20 dd7bd0bafdac4odfado758Sfobfoff7poot O

®
® Tansacon sptting ®
g 3 chang 306 2 o)
o] ! :
le figure Weight g
o)
@ rea [ o)

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 296



TaurusDB
User Guide 14 Database Proxy (Read/Write Splitting)

Figure 14-28 Disabling binlog pull for the primary node

Disable binlog pull for the primary
node?

oy

--—-End

14.3.10 Changing the Specifications of a Proxy Instance

If the proxy instance specifications cannot meet your workload requirements, you
can manually upgrade them.

Constraints
e The proxy instance specifications can be changed only when your TaurusDB
instance, primary node, and read replicas are all normal.
e A proxy instance cannot be deleted when its CPU and memory specifications
are being changed.
Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 On the Database Proxy page, locate the desired proxy instance and choose More
> Change Specifications in the Operation column.

Figure 14-29 Changing proxy instance specifications (1)

Pioxy Instance Name/lD Pioxy Instance Spcifications Consistency Levsl Status Poxy Acdress Port  Operation

Alternatively, click the proxy instance name. In the Proxy Instance Information
area, click Change under Specifications.
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Figure 14-30 Changing proxy instance specifications (2)
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Step 7 In the displayed dialog box, select new specifications and click OK. You can reduce
or expand the specifications as required.
Step 8 View the new specifications on the Database Proxy page.

--—-End

APIs

e Changing the Specifications of a Proxy Instance
e Querying Proxy Instances
e Querying Proxy Instance Specifications

14.3.11 Changing the Number of Nodes for a Proxy Instance

Scenarios

You can change the number of proxy instance nodes as required.
Constraints

e  Your TaurusDB instance must be available.

e If a proxy instance is abnormal, you can only add nodes to it but cannot

reduce nodes.

e The number of proxy nodes ranges from 2 to 16.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy. Click the name of a proxy
instance.

Step 6 In the Proxy Instance Information area, click Change under Proxy Instance
Nodes.
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Step 7 In the displayed dialog box, set the number of proxy instance nodes and click OK.

Number of recommended proxy instance nodes = (Number of vCPUs of the
primary node + Total number of vCPUs of all read replicas)/(4 x Number of vCPUs
of the proxy instance), rounded up.

Figure 14-31 Changing the number of proxy nodes
Change Number of Proxy Instance Nodes X
Proxy Instance ID

Proxy Instance Nodes ()

2

Proxy Instance Specifications

gaussdb.proxy.large x86.2

- ~
1 )
\_ Cancel ) “

Step 8 After several minutes, check that the proxy instance status changes from Adding
nodes to Available.

--—-End

APIs

e Adding Proxy Nodes
e Querying Proxy Instances
e Deleting Proxy Nodes

14.3.12 Applying for a Private Domain Name for a Proxy
Instance (OBT)

You can use a private network domain name to connect to a proxy instance.

Constraints
To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.
Applying for a Private Domain Name for a Proxy Instance

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.
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Step 6 Click the name of a proxy instance.

Step 7 In the Proxy Instance Information area of the Basic Information page, click
Apply under Private Domain Name.

Figure 14-32 Applying for a private domain name

Proxy Instance Information
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Step 8 In the Private Domain Name field, view the generated private domain name.

--—-End

Changing the Private Domain Name of a Proxy Instance

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 In the Proxy Instance Information area of the Basic Information page, click
Change under Private Domain Name.

Step 7 In the displayed dialog box, enter a new domain name and click OK.
e  Only the prefix of a private domain name can be modified.

e The prefix of a private domain name contains 8 to 63 characters, and can
include only lowercase letters and digits.

e The new private domain name must be different from existing ones.

--—-End

Deleting the Private Domain Name of a Proxy Instance

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.
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Step 5
Step 6

Step 7

In the navigation pane, choose Database Proxy.

In the Proxy Instance Information area of the Basic Information page, click
Delete under Private Domain Name.

In the displayed dialog box, click OK.
----End

14.3.13 Changing the Port of a Proxy Instance

Scenarios

Constraints

Procedure

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

Step 8

APIs

You can change the port for a proxy instance.

e Changing the port of a proxy instance will interrupt the database connection.
You are advised to change the port during off-peak hours.

e Changing the port of a proxy instance does not reboot the proxy instance.
e  Only the port of the current proxy instance will be changed.

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the navigation pane, choose Database Proxy.

Click the name of a proxy instance.

On the Basic Information page, click 2 under Proxy Port.

Proxy port range: 1025 to 65534 (except for 1033, 5342, 5343, 5344, 5345, 12017,
20000, 20201, 20202, 33060, 33062, and 33071, which are reserved by the system)

Click ~ to submit the change.

--—-End

Changing the Port of a Proxy Instance

14.3.14 Changing the Proxy Address of a Proxy Instance

Scenarios

You can change the proxy address of a proxy instance.
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Constraints
e Changing a proxy address will interrupt database connections and services.
Perform the operation during off-peak hours or when services are stopped.

e The new proxy address is not in use and must be associated with the same
subnet as your TaurusDB instance.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 Click the name of a proxy instance. In the Proxy Instance Information area, click
Change under Proxy Address.

Figure 14-33 Changing a proxy address
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Step 7 In the displayed dialog box, enter a new IP address and click OK.

In-use IP addresses cannot be used.
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Figure 14-34 Changing a proxy address
Change Proxy Address X

Changing the private IP address will interrupt database connections because it takes a few minutes to resolve the new IP
address. Perform this operation during off-peak hours.

Newr Proxy Address

In-use IP Address

IP Address Used By
Gateway
ECS IP Address
Idle
ECS IP Address
Virtual IP Address

Virtual IP Address

Total Records” 26 10 ~ 1 2 3 >

Ty

Step 8 Check the task progress on the Task Center page and refresh the Basic
Information page of the proxy instance later. If the proxy instance status changes
from Changing proxy address to Available, the proxy address is changed
successfully. You can view the new proxy address on the page.

----End

14.3.15 Modifying Parameters of a Proxy Instance

Scenarios

You can change parameters for a proxy instance.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
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Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane on the left, choose Database Proxy, select a proxy instance
and click its name.

Step 6 In the navigation pane on the left, choose Parameter Modifications. On the
displayed page, change parameters if needed.

You can save, cancel, or preview your changes.

e To save your changes, click Save.
e To cancel your changes, click Cancel.

e To preview your changes, click Preview.

--—-End

14.3.16 Binding an EIP to a Proxy Instance (OBT)

After a proxy instance is created, you can bind an EIP to it. Later, you can also
unbind the EIP from the proxy instance as required.

Constraints
To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

Billing
e Traffic generated by the public network is billed. You can unbind the EIP from

your DB instance when the EIP is no longer used.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information
page.

Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click a proxy instance name to go to the Basic Information page.
Step 7 In the Proxy Instance Information area, click Bind under Public IP Address (EIP).

Step 8 In the displayed dialog box, select an EIP and click OK.
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Figure 14-35 Binding an EIP to a proxy instance
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Step 9 On the Basic Information page, view that the EIP has been bound to the proxy
instance.

To unbind an EIP from the proxy instance, click Unbind under Public IP Address
(EIP). In the displayed dialog box, click OK.

Figure 14-36 Unbinding an EIP from a proxy instance

Proxy Instance Information

--—-End

14.4 Proxy Instance Lifecycle

14.4.1 Rebooting a Proxy Instance

Scenarios

You can reboot a proxy instance you have created.

Constraints
e If the proxy instance status is Abnormal, the reboot may fail.
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e Reboot a proxy instance interrupts the database connection. You are advised
to reboot it during off-peak hours. To shorten the time required, reduce
database activities during the reboot to reduce rollback of transit transactions.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Database Proxy, locate the target proxy instance,
and choose More > Reboot in the Operation column.

Figure 14-37 Rebooting a proxy instance
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Step 6 In the displayed dialog box, click OK.

Figure 14-38 Confirming information

Are you sure you want to reboot this proxy instance? X
Proxy Instance Name/ID Status
O Available

The proxy instance is not available when it is being rebooted. Rebooting a
proxy instance will clear its cached memory. To prevent traffic congestion
during peak hours, you are advised to reboot it during off-peak hours.

Sy
|

Step 7 Check the reboot progress on the Task Center page. If the task status becomes
Completed and the proxy instance status becomes Available, the proxy instance
is rebooted successfully.

----End

14.4.2 Deleting a Proxy Instance

You can delete a proxy instance as required.
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Constraints
If a proxy instance is deleted, read/write splitting is disabled and workloads using
the proxy address are interrupted. You need to connect your applications to the
TaurusDB instance address.
Procedure
Step 1 Log in to the management console.
Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Database Proxy.
Step 6 Select the target proxy instance and choose More > Delete in the Operation
column.
Figure 14-39 Deleting a proxy instance
Step 7 In the displayed dialog box, click OK.

Figure 14-40 Deleting a proxy instance

Delete this database proxy instance?

You will no longer be able to connect with its proxy address. To prevent service
interruptions, change the connection address for applications.

Proxy Instance Name/ID Status
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To confirm deletion, enter "DELETE" below. Auto Enter
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Step 8 Check the task progress on the Task Center page and refresh the Basic
Information page of the proxy instance later. If the proxy instance status becomes
Available, the proxy instance is deleted successfully.

----End

APIs

e Creating a Proxy Instance
e Deleting a Proxy Instance

14.5 Proxy Instance Kernel Versions

14.5.1 Proxy Instance Kernel Version Release History

Released
On

Version

Description

2025-01-21

2.24.12.000

New feature: HTAP of Standard Edition
Fixed issues:

e Optimized the slow query log processing
logic.

e Optimized binlog pull for proxy instances.

e Optimized .NET client adaptation.

2024-11-30

2.24.09.020

New features:

e |Pv6 for proxy instances

e Multi-tenancy for TaurusDB instances
Fixed issues:

e Fixed the issue that proxy resource
reclamation is slow after SSL is enabled.

e Fixed the issue that read requests cannot be

split after transaction splitting is enabled,
set autocommit=0 is used to start a
transaction, and commit is used to commit
the transaction.

Optimized the batch package processing
logic.

Optimized the resetConnection processing
logic.

2024-07-30

2.24.06.000

Added binlog pulling through the proxy
instance kernel.

Fixed the issue that after transaction
splitting is enabled, read requests after
SELECT FOR UPDATE are sent to the
primary node.
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Released
On

Version

Description

2024-05-07

2.24.03.000

Added the feature for assigning requests to row
and column store nodes.

2024-01-15

2.23.12.000

e Added the feature for collecting statistics on
slow query logs of proxy instances.

e Fixed the issue that there is a delay when a
proxy instance synchronizes authentication
information from the database kernel.

2024-01-04

2.23.09.002

Fixed the logic for proxy instances to retry
service SQL statements after the database is
faulty.

2023-11-13

2.23.09.001

Fixed the issue that an error is occasionally
reported during execution of the prepared
SELECT FOR UPDATE statement.

2023-10-20

2.23.09.000

New features:

e Change User protocol

e Parsing of multiple hints

e SHOW PROCESSLIST and KILL commands

Fixed the issue that the set autocommit
setting is synchronized to read replicas after
transaction splitting is enabled.

2023-07-31

2.23.06.001

Resolved the increased backend database
connections caused by enabling session
connection pool.

2023-07-06

2.23.06.000

e Added binlog pulling through the proxy
instance kernel.

e Optimized the performance of the PREPARE
STMT protocol again.

2023-06-11

2.23.02.007

Fixed issues:

e Optimized the performance of the PREPARE
STMT protocol.

e Resolved unexpected traffic allocation of
the /* FORCE_SLAVE*/ Hint statement.

2023-04-27

2.23.02.000

Optimized the proxy instance performance.

2022-12-05

2.22.11.000

Added multi-statement processing modes.

Optimized the error messages reported during
SQL statement execution in some scenarios.
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Released
On

Version

Description

2022-09-06

2.22.07.000

New features:
e Session-level connection pooling
e Dynamic load balancing

Optimized the logic for setting session-level
transaction isolation levels of proxy instances.
By default, the transaction isolation levels are
synchronized with those of the database.

2022-06-15

2.75.0

Added Application Lossless and Transparent
(ALT).

2022-05-06

2.74.0

New features:
e A query for more than 16 MB of data
e Session consistency

Optimized the way how metrics of read-only
proxy instances are collected by Cloud Eye.

2022-04-01

23938

Added batch execution of prepared statements.

2022-02-09

2.39.7

New features:
e Transaction splitting
e Read-only mode

Optimized the execution logic of prepared
statements to improve performance.

2021-04-23

2.39.0

Added proxy instance performance metrics
Front-End Connections Created per Second,
Transaction Queries per Second, and Multi-
Statement Queries per Second.

Fixed issues:
e Optimized the database proxy performance.

e Fixed traffic congestion occurring when your
applications connect to a proxy instance
over short connections.

2021-01-14

2.3.8.0

Added the feature for obtaining client IP
addresses through proxy instances.

Fixed issues:

e Fixed the issue that monitoring data of
database proxy is inaccurate.

e Shortened the downtime of proxy instances
during a primary/standby switchover.
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Released Version Description
On
2020-10-14 | 2.3.6.0 Fixed issues:

e Fixed the issue of connection failures caused
by database overload.

e Improved proxies' compatibility with MySQL
protocols.

2020-08-14 | 2.3.1.0 New features:

e Maintaining connectivity between clients
and database proxies.

e Monitoring performance metrics of proxy
instances.

14.5.2 Upgrading the Kernel Version of a Proxy Instance

You can manually upgrade your proxy instance to the latest kernel version to
improve performance, add new functions, and fix problems.

Upgrade Methods

Precautions

Procedure

Step 1
Step 2

Step 3

A minor kernel version can be upgraded in either of the following ways:

e Upon submission: The system upgrades the minor kernel version upon your
manual submission of the upgrade request.

e In maintenance window: The system upgrades the minor kernel version
during the maintenance window you have specified. For details about how to
change the maintenance window, see Changing the Maintenance Window
of a DB Instance.

If the kernel version of your DB instance has potential risks or major defects, has
expired, or has been brought offline, the system will notify you by SMS message
or email and deliver an upgrade task during the maintenance window.

Intermittent disconnections occur during an upgrade. The time required to
complete the upgrade depends on how many proxy instances there are. Perform
the upgrade during off-peak hours.

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Database Proxy.

Step 6 Click the name of a proxy instance to go to the Basic Information page.

Step 7 In the Proxy Instance Information area, click Upgrade under Kernel Version.

Step 8 In the displayed dialog box, set Scheduled Time and click OK.

e Upon submission: The system upgrades the proxy instance to the latest
version immediately after you submit the request. You can view the task
progress in Task Center > Instant Tasks.

e In maintenance window: The system upgrades the proxy instance to the
latest version during a maintenance window. You can view the task progress
in Task Center > Scheduled Tasks.

Figure 14-41 Upgrading the minor version of a proxy instance

Upgrade Minor Version

@ The DB instance will be rebooted and services will be interrupted during the upgrade. The interruption time depends on the
amount of service data and other factors. Therefore, perform the upgrade during off-peak hours.

DB Instance Name
DB Instance ID
Current Version

Latest Version

Learn more about kernel versions

Scheduled Time

' ™,

--—-End

14.6 Using Hints for Read/Write Splitting

In addition to configuring weights of nodes for read/write splitting, you can use
hints in SQL statements to route read and write requests to a primary node or
read replica.

Precautions

e Hints are only used as routing suggestions. In non-read-only SQL and non-
transaction scenarios, SQL statements cannot be routed to read replicas.

e If you want to connect to a DB instance using the MySQL CLI and hints, add
the -c option.
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Usage
You can add the following hints at the beginning of an SQL statement as needed.
[*FORCE_MASTER*/: The SQL statement is executed on the primary node.
/*FORCE_SLAVE*/: The SQL statement is executed on read replicas.

For example, if you run select * from table1, the SQL statement will be executed
on a read replica by default. If you change it to /*FORCE_MASTER*/ select * from
table1, the SQL statement will be executed on the primary node.

/A\ CAUTION

/*FORCE_MASTER?*/ only works for read/write addresses. If your primary node is
read-only, adding /*FORCE_MASTER*/ will not help route the SQL statement to
the primary node.
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DBA Assistant

15.1 What Is DBA Assistant?

DBA Assistant provides visualized database O&M and intelligent diagnosis for
developers and database administrators (DBAs), making database O&M easy and
efficient. By analyzing alarms, resource usage, health status, performance metrics,
and storage usage, it helps you quickly locate faults and keep track of instance
statuses.

Prerequisites

To use DBA Assistant on the TaurusDB console, IAM users must have the GaussDB
FullAccess, DAS FullAccess, DAS Administrator, and CES FullAccess permissions.
For details, see Creating a User and Granting TaurusDB Permissions.

Functions
Table 15-1 lists the functions supported by DBA Assistant.

Table 15-1 Function description

Functio | Description Reference

n

Dashbo | Shows the status of your instance, including Viewing the

ard alarms, resource usages, and key performance Overall Status of

metrics. DBA Assistant diagnoses instance health | a DB Instance
using operational data analytics and intelligent
algorithms, and provides you with solutions and
suggestions for handling detected exceptions.
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Functio | Description Reference
n
Sessions | The Sessions page displays slow sessions, active | Managing Real-
sessions, and total sessions. You can quickly Time Sessions
filter slow sessions or active sessions by user,
host IP address, or database name. Kill Session
and SQL Throttling can be used for urgent
instance recovery to ensure database availability.
Perform | The Performance page displays key metrics of Performance
ance your instance and provides metric comparison Monitoring
between different days. You can keep track of
metric changes and detect exceptions in a
timely manner. Monitoring by Seconds helps
accurately locate faults.
Storage | Storage occupied by data and logs and changes | Managing
Analysis | of storage usage are important for database Storage
performance. The Storage Analysis page
displays storage overview and disk space
distribution of your instance. In addition, DBA
Assistant can estimate the available days of
your storage based on historical data and
intelligent algorithms, so that you can scale up
storage in a timely manner. Autoscaling,
Tablespaces, Top 50 Databases, and Top 50
Tables are also available on this page.
Slow Displays slow queries within a specified time Viewing Slow
Query period. You can view top 5 slow query logs by Query Logs
Logs user or IP address, sort statistics, and identify
sources of slow SQL statements.
SQL After Collect All SQL Statements is enabled, e Viewing Top
Explorer | you can gain a comprehensive insight into SQL SQL
statements on the SQL Explorer page. Top SQL Statements
helps you locate exceptions. e Creating a
SQL Insights
Task
SQL SQL Throttling restricts the execution of SQL Configuring SQL
Throttlin | statements based on specified rules when there | Throttling
g are SQL statements that cannot be optimized
timely or a resource (for example, vCPU)
bottleneck occurs.

15.2 Performance Monitoring
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15.2.1 Viewing the Overall Status of a DB Instance

The Dashboard page allows you to view the overall status of the current DB
instance, including alarms, health check results, compute resource usage, storage
resource usage, and key performance metrics.

Alarms

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Step 6 On the Dashboard page, view instance alarms provided by Cloud Eye.

You can customize alarm rules by adjusting alarm policies and severities for key
metrics, such as CPU usage and disk usage. To view alarm details, click the
number next to an alarm severity.

Figure 15-1 Alarms

Alarms (@ Metric Alarms in Last 5 Minutes Alarm Rules

Critical 0

~

f\ Major

L
Minor

0
Warning

Figure 15-2 Alarm list

Alarm List

All() Critical(0) ‘ Major(1) Miner(0) Warning(0) Mar 23, 2023 09:47:18 GMT+08:00

Alarm Severity Alarm Category Alarm Rule Generated |= Operation

Major CPU Usage Mar 23, 2023 09:45:00

--—-End
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Health

In the Health area, you can view real-time health check results. By default, the
data for high vCPU utilization, memory bottlenecks, high-frequency slow SQL
statements, and lock waits are displayed.

For abnormal metrics, click Diagnose to view diagnosis details and suggestions.
For details, see Table 15-2.

For details about metrics, see Viewing TaurusDB Metrics. For details about how
to configure alarm rules on Cloud Eye, see Configuring TaurusDB Alarm Rules.

Figure 15-3 Health

Health
MR High vCPU utilization Diagnose  Ignore Memary battleneck

High-frequency slow SQL Lock wait

Table 15-2 Health diagnosis and suggestions

Item Exception Trigger Condition Suggestion
High Either of the following conditions is What Should | Do If the
vCPU met; CPU Usage of My
utilization | o After you configure alarm rules on T"’f““_:SDB Instance Is

Cloud Eye, an alarm is reported, High?

indicating the CPU usage is high.

e The CPU usage exceeds 95% for

more than 2.5 minutes of a 5-

minute measurement period.
Memory Either of the following conditions is How Do | Handle a Large
bottleneck | met: Number of Temporary

e After you configure alarm rules on | Tables Being Generated

Cloud Eye, an alarm is reported, for Long Transactions

indicating the memory usage is and High Memory
high. Usage?

e The memory usage exceeds 95%
within a 5-minute measurement

period.
High- Either of the following conditions is How Do | Handle Slow
frequency | met: SQL Statements Caused

slow SQL | ¢ After you configure alarm rules on | bY Inappropriate

Cloud Eye, an alarm is reported, Composi;ce Index
indicating there are too many slow Settings?
logs.

e There are more than 100 slow logs
within five minutes.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 317


https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0085.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0085.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0085.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0085.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0095.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0086.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0086.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0086.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0086.html
https://support.huaweicloud.com/intl/en-us/taurusdb_faq/taurusdb_faq_0086.html

TaurusDB

User Guide 15 DBA Assistant
Item Exception Trigger Condition Suggestion
Lock wait | After you configure alarm rules on What Should I Do If
Cloud Eye, any of the following Locks on Long
alarms is reported: Transactions Block the

Execution of Subsequent
Transactions?

e Row Lock Time
e InnoDB Row Locks

e Row Lock Waits

Compute Resource Usage

In the Compute Resource Usage area, the vCPU usage and memory usage are
displayed by default. The displayed values are the average values for 5-minute
measurement periods.

Figure 15-4 Compute Resource Usage

Compute Resource Usage (7) Mode | gauss-5046_no.. v
vCPU usage Memory usage
0% 0%
Used 0/0 Used 0/0
1-Day Change 0.00% t 1-Day Change 0.00% T

Storage Resource Usage

In the Storage Resource Usage area, the storage usage, disk read IOPS, and disk
write IOPS are displayed by default. The displayed values are the average values
for 5-minute measurement periods.

Figure 15-5 Storage Resource Usage

Storage Resource Usage

Storage Usage Disk Read 10PS Disk Write IOPS

0 0
OD count/s count/s
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Key Performance Metrics

In the Key Performance Metrics area, the CPU usage & slow query logs,
connections, memory utilization, and disk reads/writes from the last hour are
displayed by default. The displayed values are real-time values.

Figure 15-6 Key Performance Metrics

SNV NS VPN

W
_V\/Aﬂ WA AaAaa~arng
|

15.2.2 Viewing Real-Time Performance Metrics

Procedure

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

TaurusDB allows you to view performance metrics and trends of DB instances in
real time, helping you detect and handle potential performance problems in a
timely manner.

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.
In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Click the Performance tab to view the performance metrics of your DB instance.

e If you select Comparison by Date, you can view metric trends of the DB
instance in a time range on different dates. You can move the cursor to a
point in time of a chart to view metric values at the point in time on different
dates.

Figure 15-7 Viewing a performance metric at a point in time on different
dates

e If you deselect Comparison by Date, you can view performance metric trends
in the last 30 minutes, last hour, last 6 hours, or a custom time range. You can
move the cursor to a point in time of a chart to view the metric value at the
point in time.
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Figure 15-8 Viewing a performance metric trend in the last 30 minutes

Performance

e You can also click Create Alarm Rule to set alarm rules for your DB instance.

This will allow you to stay informed about the status of your DB instance and
receive timely warnings.

e The system monitors performance data every minute by default. You can click
Enable Monitoring by Seconds on the Performance tab to configure linked
charts and enable monitoring by seconds.

Linked Charts: Enabling it means that you can view all metrics at the same
time.

Monitoring by Seconds: Enabling it means that the system reports
monitoring data precise to the second or to 5 second intervals. This function is
billed and the pricing is listed on a per-hour basis.

Figure 15-9 Enabling monitoring by seconds

Enable Monitoring by Seconds X

Linked Charts

Monitoring by Seconds () Interval| 1seco..

pe For p

Monitoring by Seconds.

Price /n

| understand and agree to pay this amount.

Ty
----End

15.3 Problem Diagnosis

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 320



TaurusDB
User Guide 15 DBA Assistant

15.3.1 Managing Real-Time Sessions

Scenarios

You can view current session statistics of your instance and kill abnormal sessions.

Constraints

Killing a session may cause the application to disconnect from the instance. Your
application should be able to reconnect to the instance.

Setting a Slow Session Threshold

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Step 6 glickbthe Sessions tab to view current session statistics by user, access host, and
atabase.

Figure 15-10 Sessions

;;;;;;;;

Step 7 Click Set Slow Session Threshold. In the displayed dialog box, configure Max.
Execution Time for a Query (s) and click OK. Sessions whose execution time
exceeds the threshold are automatically displayed. Too long SQL statements will
be truncated and displayed in the session list.

Figure 15-11 Setting a slow session threshold

Set Slow Session Threshold

Max. Execution Time for a Query (s) 3
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Step 8 In the session list, select the abnormal session you want to kill and click Kill
Session to recover the database.

A maximum of 20 sessions can be killed at a time.

To kill sessions automatically, see Configuring Auto Throttling.

--—-End

15.3.2 Managing Storage

Functions

Storage occupied by data and logs and changes of storage usage are important
for database performance. On the Storage Analysis page, you view the
distribution and change trend of the disk space. Autoscaling, Tablespaces, Top 50
Databases, and Top 50 Tables are also available on this page.

Table 15-3 Functions

Function Description Related Operation

Overview You can view storage usage, Viewing Storage Usage
available storage, total storage,
daily increase in the last week, and
estimated available days of
storage.

Tablespaces You can view tables with abnormal | Tablespaces
tablespace growth, tables without
primary keys, and tables without

indexes.
Disk Space You can view the distribution and | Viewing Disk Space
Distribution change trend of the disk space. Distribution
and Used Disk
Space

Top Databases | You can view the top 50 databases | Top Databases and
and Tables and tables by physical file size and | Tables

identify the high-usage databases
and tables based on disk space
distribution.

Viewing Storage Usage

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4
Step 5
Step 6

Tablespaces

Step 1

On the Instances page, click the instance name.
In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Click the Storage Analysis tab. In the Overview area, view the storage usage.

Figure 15-12 Viewing the storage overview

Overview

0% 127999.89/128000 0 _

Available/Total(GB) Avg. daily increase in last Available days of
week(GB) storage

Storage usage

The following information is displayed:

e Storage usage

e Available and total storage

e Average daily increase in the last week
e Available days of storage

(1] NOTE

If the average daily increase in last week is 0 GB, the estimated available days of
storage are unlimited and are not displayed.

--—-End

You can view tables with abnormal tablespace growth, tables without primary
keys, and tables without indexes through automated or manual diagnosis.

/A\ CAUTION

If there are more than 5,000 tables or the vCPU usage exceeds 90%, manual
diagnosis is not supported.

In the Abnormal Tables area, click Subscribe.

Figure 15-13 Abnormal Tables

Abnormal Tables

This function counts the tables with abnormal tablespace growth, tables without primary keys, and tables without indexes. To use this function, subscribe to Intelligent
O&M first.

Subscribe
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Step 2 In the Subscribe to Intelligent O&M dialog box, confirm the information, select
the agreement, and click Subscribe.

Figure 15-14 Subscribing to Intelligent O&M

Subscribe to Intelligent O&M

Intelligent O&M Functions

) Slow SQL Analysis

eries over time and sort them by dimensions

() Abnormal Tables

; count abnormal database tables for you.

Automatic

Authorize 5QL Collection

@ - Enabling Slow SQL Analysis or SQL Explorer will allow RDS to store all SQL statement logs for analysis.
» Collecting all SQL statements generates a performance loss of no more than 5%.
» Collected SQL data is stored for seven days by default and will be automatically deleted after this time expires

Collect Slow Query Logs () Collect All SQL Statements ()

hes after subscribing to Intelligent O

Get 5 GB of storage for free after your instance has subscribed to Intelligent O&M.

| have read and understand the billing rules.

Subscribe {’ Cancel t)

Step 3 In the Tablespaces area, view table diagnosis results.

Figure 15-15 Viewing table diagnosis results

Tablespaces

0 0 0

Tables whose tablespace has grown abnormally in the past day (2 Tables Withoutt Primary Key: Tables Without Indexes

Last diagnosed: - Auto Diagnosis () Last diagnosed: - Aug 08, 2024 12:10:13 @

Both automated diagnosis and manual diagnosis are supported.

e  Automated diagnosis

Tables in the Top 50 Tables area are automatically diagnosed at about 04:00
every day.

In the left part of the Tablespaces area, you can view tables whose
tablespace has grown abnormally in the past day. You can click the number to
view the diagnosis details and handle the abnormal tables based on the
suggestions provided.
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Figure 15-16 Viewing diagnosis details

Diagnosis Details .
0:0320 Auto Diagnosis &
Individual Tables Tables Without Primary Keys Tables Without Indexes
B suggestions Check tablespace fragments and reclaim them in a timely manner. Do not run the DELETE command to clear data. X
Q
Table/Set Name Database 7 Exception

No data available

Any table whose tablespace has grown by more than 10,240 MB in the past

day is counted. You can also click © on the right of Auto Diagnosis to set
the upper limit for daily tablespace increase.

Figure 15-17 Setting the upper limit

Configure Daily Tablespace Increase Limit

A table will be considered abnormal if it grows by mare

10240 W
than this amount in 1 day: ME

[ cancel }“

e Manual diagnosis

Click Re-diagnose to manually trigger a diagnosis task. This operation can be
performed every 10 minutes. The diagnosis scope is not limited.

Once the diagnosis is complete, you can view the numbers of tables without
primary keys and tables without indexes. You can click a number to view the
diagnosis details and handle the abnormal tables based on the suggestions
provided.

Figure 15-18 Viewing diagnosis details

Diagnosis Detalls

ndividual Tables Tables Without Primary Keys Tables Without Indexes
X Suggestions Add primary keys to tables to reduce the primary/secondary replication delay.
Ente
Table/Set Name Database Exception
arimary key. Add one as required. t_test test The table does not have a |

--—-End
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Viewing Disk Space Distribution

You can view the distribution and change trend of the disk space.

Figure 15-19 Viewing disk space distribution

Disk Space Distribution Used Disk Space Last day Last 3 day Last 7 da =)

) .
0.11
(GB)

e Data space: Disk space occupied by user data
e Binlog: Disk space occupied by binlogs
e Temporary space: Disk space occupied by temporary files

Top Databases and Tables

Step 1 Click on the right of Collect Top Databases and Tables to enable the
function.

The system automatically collects data of top 50 databases and tables at about
04:00 every day.

Figure 15-20 Enabling Collect Top Databases and Tables

Collect Top Database and Tables

[ Top 50 Databases ] Top 50 Tables @

© Data is automatically collected at about 04:00 every day. Last collected:--
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You can view the top 50 databases by physical file

Database Y7 Physical File Size(MB) =

Step 2 View the top 50 databases and tables by physical file size and identify the high-
usage databases and tables based on disk space distribution.
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Figure 15-21 Viewing top 50 databases and tables

Top Databases and Tables @ B suggestions

e Physical file sizes are precisely recorded, but other fields' values are estimated.
If there is a large gap between a file size and another field, run ANALYZE
TABLE on the table.

e A database or table whose name contains special characters, including slashes
(/) and #p#p, is not counted.

e |f there are more than 50,000 tables in your instance, to prevent data
collection from affecting the instance performance, top databases and tables
will not be counted.

e Some statistics may be missing because data of databases or tables is
fluctuating.

Step 3 Click View Chart in the Operation column to view data volume changes in the

last 7 days, last 30 days, or a custom time period (no longer than 30 days).

--—-End

15.3.3 Viewing Anomaly Snapshots

After anomaly diagnosis is enabled, the system checks your instance health status
and diagnoses faults. If there is an anomaly, its snapshots will be collected,
helping you monitor instance performance in real time.

Diagnosis Item

Constraints

Procedure

Step 1

Table 15-4 Diagnosis item

Item Description

Transaction uncommitted There are uncommitted transactions.

Enabling anomaly collection will cause about 5% of instance performance loss.

Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Click Anomaly Snapshots.

Figure 15-22 Anomaly Snapshots page

L Explorer  Anomaly Snapshots

Anomaly Snapshots

ccccccccc

Step 7 Click on the right of Anomaly Collection to enable anomaly diagnosis.

Figure 15-23 Enabling anomaly diagnosis

Slow Query Log  SQL Explorer  Anomaly Snapshots

After anomaly diagnosis is enabled, if any anomaly listed in Table 15-4 occurs,
you can view its snapshots. Anomaly snapshot records are retained for seven days
and will be deleted after this time expires. A maximum of 100 records can be
retained for a single node.

Click Diagnosis Details in the Operation column to view diagnosis result details
and optimization suggestions.

Click the Anomaly Snapshots tab to view session snapshots, metadata lock
snapshots, InnoDB lock snapshots, and transaction snapshots.

--—-End

15.3.4 Managing Locks and Transactions

Functions
Metadata Locks

e Metadata locks (MDLs) are used to ensure consistency between DDL and
DML operations. Executing DDL statements on a table generates metadata
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write locks. If there is a metadata lock, all subsequent SELECT, DML, and DDL
operations on the table will be blocked, causing a connection backlog.

e Metadata locks are displayed in real time. You can quickly identify locking
problems and terminate the sessions holding metadata locks to restore
blocked operations.

e DML locks are not included on this page. You can view and analyze them on
the InnoDB Locks page.

e A maximum of 1,000 records can be displayed.
InnoDB Locks

e InnoDB lock waits generated before DML operations are displayed in real
time. You can quickly locate the session waits and blocks that happened when
multiple sessions update the same piece of data at the same time, and can
terminate the source sessions that hold locks to restore blocked operations.

e DDL locks are not included on this page. You can view and analyze them on
the Metadata Locks page.

e Lock information can be viewed only when Performance Schema is enabled.
To check the Performance Schema status, run SHOW GLOBAL VARIABLES
LIKE "performance_schema" or go to the Parameters page of TaurusDB.

Deadlock Analysis

e This function analyzes the latest deadlock log returned by SHOW ENGINE
INNODB STATUS. If there have been multiple deadlocks, only the latest
deadlock is analyzed.

e You can query lock analysis data of the past seven days.
Full Deadlock Analysis

e The kernel version of your TaurusDB instance must be 2.0.45.230900 or later.
For details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

e After this function is enabled, the system regularly examines error logs,
extracts deadlock details from them, and conducts a full deadlock analysis.

e The following parameters must be enabled:
innodb_print_all_deadlocks
innodb_deadlock_detect (This parameter is enabled by default.)
e A maximum of 10,000 records can be displayed.
e You can query lock analysis data of the past seven days.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.
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Step 5 In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.
Step 6 Click the Locks & Transactions tab and enter the administrator password to log in
to the instance.

Figure 15-24 Logging in to an instance

Dashboard  Sessions  Performance  Storage Analysis  Locks & Transactions

Locks & Transactions

This function provides real-time lock statistics, helping you quickly identify locks bloeking transactions,

-

Step 7 On the Metadata Locks page, filter the desired metadata locks by session ID, lock
status, lock type, and database name.

Locks & Transactions

Step 8 Check whether there are any sessions with metadata locks.
If so, select the sessions and click Kill Session.

Step 9 On the InnoDB Locks page, check whether there are any lock waits.

Metadata Locks @ InnoDB Locks @  Deadlock Analysis @ Full Deadlock Analysis @
performance Schera s

No lock wait occurred on the database.

Held Locks

Step 10 On the Deadlock Analysis page, view the latest lock analysis data. You can click
Create Lock Analysis to create a lock analysis data record.
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Step 11 Enable Full Deadlock Analysis on the Full Deadlock Analysis page and set the
innodb_print_all_deadlocks parameter to ON to view the full deadlock analysis
data.

--—-End

How Do | View Deadlock Logs of TaurusDB?

15.4 SQL Analysis and Tunning

15.4.1 Viewing Slow Query Logs

Scenarios
Slow Query Logs displays a chart of SQL statements that are taking too long to
execute and allows you to sort slow SQL statements by multiple dimensions, such
as by user, host, or SQL template. It helps you quickly identify bottlenecks and
improve instance performance.

Constraints

e If you did not subscribe to Intelligent O&M, you can only view the data of the
last hour. The data will be automatically deleted when it expires. After you
subscribe to Intelligent O&M, data can be stored for up to 30 days. For
details, see Subscribing to Intelligent O&M.

e After Collect Slow Query Logs is enabled, SQL text will be stored in OBS.

e Incorrectly optimizing slow queries may cause service exceptions. Exercise
caution when performing this operation.

Subscribing to Intelligent O&M

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.
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Step 6 Click the Slow Query Logs tab.

Step 7 Click Subscribe. In the displayed dialog box, you can learn about Intelligent O&M

functions and pricing.

Your instance will get 5 GB of storage for free after it has subscribed to Intelligent
O&M.

Figure 15-25 Subscribing to Intelligent O&M

. . X
Subscribe to Intelligent O&M
Intelligent O&M Functions
() Slow SQL Analysis () SQL Explorer
View slow queries over time and sort them by dimensions Analyze SQL statement statistics to diagnose query
that you specify. performance of your database and resolve high-impact issues.

() Abnormal Tables

Automatically count abnormal database tables for you.
Authorize SQL Collection

@ - Enabling Slow SQL Analysis or SQL Explorer will allow RDS to store all SQL statement logs for analysis
» Collecting all SQL statements generates a performance loss of no mere than 5%.
» Collected SQL data is stored for seven days by default and will be automatically deleted after this time expires.

Collect Slow Query Logs (:) Collect All SQL Statements (:)

Total price Basic fee: fhour + SQL storage: JGB/hour
Get 5 GB of storage for free after your instance has subscribed to Intelligent O&M.

| have read and understand the billing rules

s ™
Subscribe L Cancel )

Step 8 Select "l have read and understand the billing rules." and click Subscribe.

----End

Slow Query Log Storage

e Intelligent O&M subscribed:
Click Log Settings in the upper right corner to set slow query log retention
days.
- Slow Query Log Period: The default value is 7. The value ranges from 1
to 30. After the period expires, the logs are automatically deleted.

- SQL Insights Retention Period: The default value is 7. The value ranges
from 1 to 180.

- Log Size: Each paid instance can use 5 GB of storage for slow query logs
for free. Any storage used in excess of 5 GB will be billed on a pay-per-
use basis.
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Figure 15-26 Log storage and archiving
Log Storage and Archiving
* Slow Query Log Period 7 t Enter an integer from 1 to 30.

# SQL Insights Retention Period 7 { Enter an integer from 1 to 180.

Auto-Archiving Interval for Slow Query Logs  Every 3 minutes

0GB

Each paid instance can use 5 GB of storage for free.

Any storage used in excess of 5 GB will be billed at
USD/GE per hour.

Log Size

e Intelligent O&M not subscribed:

- Slow Query Log Period: The default value is 1 hour and cannot be
changed. After the period expires, the logs are automatically deleted.

- SQL Insights Retention Period: 1 hour

Figure 15-27 Log storage and archiving

Log Storage and Archiving

Slow Query Log Period 1 hour
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Viewing Slow Queries over Time

Step 1 Log in to the management console.

Step 2 Click D in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Click the Slow Query Logs tab.

Step 7 Select a time range, and view slow queries over time by instance or node.

You can view slow query logs in the last 1 hour, 3 hours, 12 hours, or a custom
time period.

You can move the cursor to a point in time of the chart to view the number of
slow query logs and CPU usage at the point in time.
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Figure 15-28 Viewing slow queries over time
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Slow Query Logs:52
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--—-End

Viewing Slow Query Log Details

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Click the Slow Query Logs tab.

Step 7 Select an instance, node, and time range, and view slow query log details. The
details include the SQL statement, execution start time, database, client, user,
execution duration, lock wait duration, and scanned and returned rows.

You can view slow query logs in the last 1 hour, 3 hours, 12 hours, or a custom
time period.

Figure 15-29 Viewing slow query log details

Details  Statistics

aaaaaaaa

e  Export slow query log details.

a. Click Export.

b. In the displayed dialog box, select Quick export or Export all for Export
Mode.
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Figure 15-30 Exporting slow query log details

X

Export Slow Query Logs
Export Mode
OBS Bucket

W (3 | Create OBS Bucket View Bucket ACL
Directory

select v Q
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"  Quick export: Log details are exported to your local PC. Only the
first 1,000 records can be exported.

= Export all: Select an OBS bucket and a directory to export log details
to the OBS bucket. Up to 100,000 records can be exported.

If no OBS bucket is available, click Create. In the displayed dialog
box, enter an OBS bucket name, and click OK.

Creating an OBS bucket is free, but you will be billed for storing data
in the bucket. For pricing details, see OBS Pricing Details.

A bucket name:

o

o

Cannot be the same as that of any existing bucket.

Can contain 3 to 63 characters. Only lowercase letters, digits,
hyphens (-), and periods (.) are allowed.

Cannot start or end with a period (.) or hyphen (-), and cannot
contain two consecutive periods (.) or contain a period (.) and a
hyphen (-) adjacent to each other.

Cannot be an IP address.

If the bucket name contains a period (.), certificate-based
verification is required when you use the name to access an OBS
bucket or object.

c. Click OK.

d. After the slow query log details are exported, click View All Export
Records. In the displayed dialog box, click Download in the Operation
column. After the download is complete, view the slow query log details
in the ZIP package.

To add a SQL throttling rule, locate a record and click SQL Throttling in the
Operation column. In the displayed dialog box, specify SQL Type, Keyword,
and Max. Concurrent Requests, and click OK. For details, see Configuring
SQL Throttling.

To view SQL diagnosis results, locate a record and click Diagnose in the
Operation column. In the displayed dialog box, confirm the slow SQL
statement to be diagnosed and click OK. In the Diagnosis Details area, view
the SQL diagnosis results.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd. 335


https://www.huaweicloud.com/intl/en-us/pricing/index.html?tab=detail#/obs

TaurusDB
User Guide

15 DBA Assistant

Figure 15-31 Diagnosing a SQL statement

Diagnose

Diagnose this SQL statement?

If there is a large amount of SQL data to be diagnosed, your instance performance may be affected. Perform this operation during off-peak

hours.

Cancel

Figure 15-32 Viewing diagnosis details
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--—-End

Viewing Top 5 Slow Query Logs

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Click the Slow Query Logs tab.

Step 7 Select an instance, node, and time range. In the Top 5 Slow Query Logs area,
view the top 5 slow SQL statements by user or client IP address.

You can view slow query logs in the last 1 hour, 3 hours, 12 hours, or a custom

time period.
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Figure 15-33 Viewing top 5 slow query logs

Top 5 Slow Query Logs

User Client IP Address
ul b 06.67%
root 3 3333%
----End

Viewing Template Statistics

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Click the Slow Query Logs tab.

Step 7 Select an instance, node, and time range, and view the template statistics.

Figure 15-34 Viewing template statistics

Detalls  Statistics
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e Click View Sample in the Operation to view the sample of a SQL template.
e Export template statistics.

a. Click Export.

b. In the displayed dialog box, select Quick export or Export all for Export
Mode.
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Figure 15-35 Exporting slow query log details

X
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"  Quick export: Log details are exported to your local PC. Only the
first 1,000 records can be exported.

=  Export all: Select an OBS bucket and a directory to export log details
to the OBS bucket. Up to 100,000 records can be exported.

If no OBS bucket is available, click Create. In the displayed dialog
box, enter an OBS bucket name, and click OK.

Creating an OBS bucket is free, but you will be billed for storing data
in the bucket. For pricing details, see OBS Pricing Details.

A bucket name:
o Cannot be the same as that of any existing bucket.

o Can contain 3 to 63 characters. Only lowercase letters, digits,
hyphens (-), and periods (.) are allowed.

o Cannot start or end with a period (.) or hyphen (-), and cannot
contain two consecutive periods (.) or contain a period (.) and a
hyphen (-) adjacent to each other.

o  Cannot be an IP address.
o If the bucket name contains a period (.), certificate-based

verification is required when you use the name to access an OBS
bucket or object.

c. Click OK.

d. After the slow query log details are exported, click View All Export
Records. In the displayed dialog box, click Download in the Operation
column. After the download is complete, view the slow query log details
in the ZIP package.

--—-End
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15.4.2 Viewing Top SQL Statements

Scenarios

After Collect All SQL Statements is enabled, you can gain a comprehensive
insight into SQL statements on the SQL Explorer page. Top SQL helps you locate
exceptions.

Constraints

If Intelligent O&M is not subscribed to, you can only view data in the last hour by
default. The data will be automatically deleted when it expires. If Intelligent O&M
is subscribed, you can configure how long that top SQL statements are stored for
(at most one day).

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Choose SQL Explorer > Top SQL.

Step 7 Click Subscribe. In the displayed dialog box, you can learn about Intelligent O&M

functions and pricing.

Figure 15-36 Subscribing to Intelligent O&M

x
Subscribe to Intelligent O&M
Intelligent O&M Functions
) Slow SQL Analysis ) sQL Explorer
View slow queries over time and sort them by dimensions Analyz tatement statistics to diagnose query
that you specify. performance of your database and res high-impact issues.

(&) Abnormal Tables

Autol matically count abnormal database tables for you.
Authorize SQL Collection

© - Enabling Slow SQL Analysis or SQL Explorer will allow RDS to store all SQL statement logs for analysis.
= Collecting all SQL statements generates a performance loss of no more than 3%.
= Collected SQL data is stored for seven days by default and will be automatically deleted after this time expires.

Collect Slow Query Logs () Collect All QL Statements D

Basic fee + SQL storage
Get 5 GB of storage for free after your instance has subscribed to Intelligent O&M

I have read and understand the billing rules.
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Step 8 View the top SQL statements of the DB instance.
e View execution durations of the top SQL statements in the last 1 hour, last 3
hours, last 12 hours, or a custom time period (no longer than one day).
e C(lick a point in time or drag to select a time period to view the SQL statistics
of a SQL template.

o Click % to export information about all top SQL templates in the list. To use
this export function, subscribe to Intelligent O&M.

e Locate a SQL template and click Details to view the total execution times,
average rows scanned, average execution duration, and the like.

e Locate a SQL template and click SQL Throttling in the Operation column to
add a SQL throttling rule. For details, see Configuring SQL Throttling.

e Select Comparison by Date and select dates and a time range to view the
top SQL statements in the time range on different days.

--—-End

15.4.3 Creating a SQL Insights Task

Scenarios
SQL Insights allows you to not only query all executed SQL statements, but also
analyze and search for the tables that are accessed and updated most frequently,
and the SQL statements that have the longest lock wait, helping you quickly
identify exceptions.
Constraints
e You need to enable Collect All SQL Statements before using SQL Insights.
Collecting all SQL statements generates a performance loss of no more than
5%.
e After Collect All SQL Statements is disabled, new SQL statements will not be
collected anymore and the collected SQL data will be deleted.
e Some data cannot be recorded if a buffer overrun occurs.
e If the length of a SQL statement exceeds the value of
rds_sql_tracer_max_record_size, the statement is not recorded by default.
To configure the parameter value, see Modifying Parameters of a DB
Instance.
Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.
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Step 6 Under the SQL Explorer tab, click SQL Insights.
Click next to Collect All SQL Statements.
To disable this function, click Log Settings in the upper right corner, toggle off the
Collect All SQL Statements switch, and click OK.
Step 7 Click Create Task.
Figure 15-37 Creating a SQL insights task
Step 8 On the displayed page, set Time Range, Synchronization to Other Instances,

Dimension, Username, Keyword, Database, Thread ID, SQL Type, and Status.

You can set Dimension to Instance or Node. When Node is selected, you can
view the SQL logs of deleted nodes.

Figure 15-38 Creating a SQL insights task

Create Task
* Time Range Aug 08, 2024 12:10:15 — Aug 08, 2024 12:22:17
# Synchronization “
to Other
Instances
# Dimension ®) Instance Node
Username

Database
Thread ID

SQL Type SELECT INSERT UPDATE DELETE SHOW CREATE DROP ALTER REPLACE USE
START COMMIT ROLLBACK SET

SQL Type Successful Failed

‘ Cancel ‘“

Step 9 Click OK.

Step 10 In the task list, click Details in the Operation column to view task details.

Step 11

Select a keyword such as Time Range, Username, Keyword, or Database to
search for the SQL statements executed on the current instance or node.

The selected time range must be after the time when the new task is added.

--—-End
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15.4.4 Configuring SQL Throttling

Scenarios

SQL throttling keeps TaurusDB instances stable regardless of how many SQL
statements are concurrently submitted.

Constraints

This function is only available to TaurusDB instances that meet the following
requirements. For details about how to check the kernel version, see How Can
| Check the Version of a TaurusDB Instance?

- 2.0.28.40 > kernel version > 2.0.28.15
- Kernel version > 2.0.29.1

SQL throttling rules for INSERT statements are only supported when the
kernel version of your TaurusDB instance is 2.0.54.240600 or later.

A single throttling rule can contain a maximum of 128 keywords.

Single backslashes (\) or single null characters (' ') cannot be used as
keywords.

Spaces and escape character \'t', \'r', and \'n' at the start and end of a
keyword are ignored.

A throttling rule cannot end with a tilde (~).

Keywords in a throttling rule will be matched in sequence. For example, if a
rule contains a~and~b, only xxx a>1 and b>2 will be matched. xxx b>2 and
a>1 will not be matched.

Each SQL throttling rule is applied to only the SQL statements that your
database received after the rule is created.

If different rules are created for the primary node and read replicas of an
instance, the rules still apply to the primary node and read replicas after their
roles are switched over.

If a SQL statement matches multiple throttling rules, only the most recently
added rule is applied.

SQL statements that have been executed before a SQL throttling rule is added
are not counted.

If the kernel version of your TaurusDB instance is 2.0.54.240600 or later, the

total length of all rules and concurrent requests of SELECT, UPDATE, DELETE,
or INSERT statements cannot exceed 4,000 bytes. The length of a single rule
cannot exceed 1,000 bytes.

If the kernel version of your TaurusDB instance is earlier than 2.0.54.240600,
the total length of all rules and concurrent requests of SELECT, UPDATE, or
DELETE statements cannot exceed 1,024 bytes.

If there are too many throttling rules, performance of SELECT, UPDATE,
DELETE, and INSERT statements will deteriorate.

Throttling rules are applied based on SQL statement prefixes. For example, if
a throttling rule is SELECT~COUNT~t1, SELECT COUNT(*) FROM t1 and
SELECT COUNT(*) FROM t1 LIMIT 1 will both be intercepted.

If SQL throttling is triggered, error "ERROR 1317 (70100): Query execution
was interrupted" is reported.
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e This function controls how many statements can run at the same time.
However, it does not limit concurrency for:

- System tables

- SQL statements not used to query data, such as select sleep(xxx);
- Account root

- SQL statements in stored procedures, triggers, and functions

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Step 6 Choose SQL Explorer > SQL Throttling.

Step 7 On the displayed page, toggle on Enable SQL Throttling.

Figure 15-39 Enabling SQL throttling

TopSQL  SQLlInsights  SQLThrottling  Auto Throttling

© 1.50L throttling keeps TaurusDB instances stable even if SQL statements of a specified type are executed concurrently.
2. This function is available for the following TaurusDB versions:
» 202815 or later but before 2.0.2840
= 20201 or later
= 2.0.54.240600 or later support rule for INSERT statements
3. Assingle throttling rule can contain a maximum of 128 keywaords. Backslashes () or null characters () cannot be used as keywords.
4. Spaces and escape characters '\t '\r,, and "\n' at the start and end are ignored
5. A throttling rule cannot end with a tilde (~).
6. Keywords In a throttling rule will be matched in sequence. For example, if a rule contains a~and~b, only xxx a>1 and b2 will be matched.
7. If a SQL statement matches multiple throttling rules, only the most recently added rule is applied.
8. Each SQL throttling rule is applied to only the SQL statements that your database received after the rule is created
9. If different rules are created for the primary node and read replicas of an instance, the rules still apply to the node and read replicas after their roles are switched over.
10. The total length of all rules for SELECT, UPDATE, DELETE, or INSERT statements cannot exceed 4000 bytes, and the length of single rule cannot exceed 1000 bytes.
11. If there are too many throttling rules, performance of SELECT, UPDATE, DELETE, and INSERT statements will deteriorate.
12. Throttling rules are applied based on SQL statement prefixes. For example, if a throttling rule is SELECT~COUNT~t1, SELECT COUNT(*) FROM t1 and SELECT COUNT(*) FROM t1 LIMIT 1 will both be intercepted.
13.1f SQL throttling is triggered, error "ERROR 1317 (70100): Query execution was interrupted” is reported.
14. This function controls how many statements can run at the same time. However, it does not limit concurrency for:
« System tables
= SQL statements not used for data query, such as select sleep (xax)
= The root account for kernel versions earlier than 2.0.45.230000.
 SQL statements stored in the query cache

Enable SQL Throttling ® D Selected Change Node

Step 8 Click Add Rule. In the displayed dialog box, specify SQL Type, Keyword, and Max.
Concurrent Requests.
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Figure 15-40 Adding a SQL throttling rule

Add Rule x
Selected
SQL Type E UPDATE DELETE INSERT
Keyword Generation 'ZEZ' Manually Using SQL statements

# Keyword (2)

# Max. Concurrent Requesis

Kill existing sessions that match this rule

Synchronize rules to other nodes

s ~N

e Keyword: You can enter keywords or copy an existing SQL statement to the
text box and click Generate Keyword.

If you enter select~a, the throttling rule is applied to SQL statements
containing select and a.

e Max. Concurrent Requests: SQL statements that meet the specified SQL type
and keyword and exceed the value of Max. Concurrent Requests will not be
executed.

e If you select Kill existing sessions that match this rule, the sessions that
match the rule will be killed.

e If you select Synchronize rules to other nodes, the new rules can be
synchronized to other nodes in the same instance.

Step 9 Confirm the settings and click OK.

Step 10 If a SQL throttling rule is not required, select the rule and click Delete above the
rule list. In the displayed dialog box, click OK.

--—-End
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15.4.5 Configuring Auto Throttling

Functions

Auto throttling allows you to kill all sessions, kill specific sessions by criteria, and
view history.

To kill the current session or manually kill a session, see Managing Real-Time
Sessions.

Function Description
Killing specific You can add a task for killing sessions. Sessions that
sessions by criteria meet the criteria will be killed.

Killing all sessions After you enable Auto Kill Sessions and click Kill All
Sessions, all sessions are automatically deleted.

Viewing history You can view killed sessions.

Killing Specific Sessions by Criteria

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Step 8

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose DBA Assistant > Historical Diagnosis.

Click SQL Explorer and then Auto Throttling.

Click on the right of Auto Kill Sessions. In the displayed dialog box, click OK.

Figure 15-41 Enabling Auto Kill Sessions

Slow Query Logs SQL Explorer Anomaly Snapshots

Top SQL SQL Insights SQL Throttling Auto Throttling

Auto Kill Sessions :]

Click Add Kill Task.
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Figure 15-42 Adding a task for killing sessions
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Step 9 In the displayed dialog box, set the criteria for killing sessions. The parameters
listed in Table 15-5 are in a logical AND relationship.

If you only specify Session Duration (s) and Task Duration (s), all sessions that
meet the criteria will be killed.

A maximum of five conditional kill tasks can be executed at the same time.

Figure 15-43 Setting the criteria for killing sessions
Add Kill Task

@ 1. The parameters are in a logical AND relationship.
2. If you only specify Session Duration and Task Duration, all sessions that meet the criteria will be killed
3. A maximum of five conditional kill tasks can be executed at the same time.

User Enter a single value. Example: root
Host IP Address Enter a single value. Example: 10.2.5.63
Database Name

Command

SQL Statement Enter a single complete SQL statement
Session Duration (s) = 1

Task Closure Method @ scheduled Manual

Task Duration (s) 10

{ cCancel ) ([ Preview )

Table 15-5 Parameter description

Parameter

Description

User

Enter a single value, for example, root.

Host IP Address

Enter a single value, for example, 168.192.0.0.

Database Name

Enter a database name.

Command

Enter a command.
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Parameter Description

SQL Statement Enter a SQL statement.

Session Duration (s) | The value ranges from 1 to 2147483647.

Task Closure Method | If you select Scheduled, you need to set Task Duration.
After the duration ends, the task is automatically closed.

If you select Manual, you can click Stop in the
Operation column of the task list to manually close a
task.

Task Duration (s) The value ranges from 10 to 31535999.

Step 10 Click OK.

When the criteria for killing sessions are met, the system automatically kills the
sessions.

--—-End

Killing All Sessions
Step 1 On the Instances page, click the instance name.
Step 2 In the navigation pane, choose DBA Assistant > Historical Diagnosis.
Step 3 Click SQL Explorer and then Auto Throttling.
Step 4 Click on the right of Auto Kill Sessions. In the displayed dialog box, click OK.

Figure 15-44 Enabling Auto Kill Sessions

Slow Query Logs SQL Explorer Anomaly Snapshots

Top SQL SQL Insights SQL Throttling Auto Throttling

Auto Kill Sessions :]

Step 5 Click Kill All Sessions.

Figure 15-45 Killing all sessions

Task D User HostIP Addross Database Name
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Step 6 In the displayed dialog box, click OK.
----End

Viewing History
Step 1 On the Instances page, click the instance name.
Step 2 In the navigation pane, choose DBA Assistant > Historical Diagnosis.
Step 3 Click SQL Explorer and then Auto Throttling.
Step 4 Click on the right of Auto Kill Sessions. In the displayed dialog box, click OK.
Step 5 Click View History.

Step 6 In the displayed dialog box, select a time range to view killed sessions within that
period.

A maximum of 500 session records can be displayed.

--—-End
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1 6 Security and Encryption

16.1 Configuring Database Security

Password Strength Requirements

For database password strength requirements on the TaurusDB console, see the
database configuration table in Buying a DB Instance.

TaurusDB has a password security policy for newly created database users.

Passwords must:

e Consist of at least eight characters.

e Contain at least three types of the following characters: uppercase letters,
lowercase letters, digits, and special characters (~!@#%/N*-_=+?,()&$|.).

When you create instances, your password strength is checked. You can modify the
password strength as user root. For security reasons, use a password that is at
least as strong as the default one.

Account Description

To provide O&M services, the system automatically creates system accounts when
you create TaurusDB instances. These system accounts are unavailable to you.

Attempting to delete, rename, or change passwords or permissions for these
accounts will result in an error. Exercise caution when performing these
operations.

e rdsAdmin: a management account with superuser permissions, which is used
to query and modify instance information, rectify faults, migrate data, and
restore data.

e rdsRepl: a replication account, which is used to synchronize data from the
primary node to read replicas.
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e rdsBackup: a backup account, which is used to back up data in the
background.

e rdsMetric: a metric monitoring account, which is used by watchdog to collect
database status data.

e rdsProxy: a database proxy account, which is used for authentication when
the database is connected through the proxy address. This account is
automatically created when you enable read/write splitting.

16.2 Resetting the Administrator Password

Scenarios
If you forget the password of your database account when using TaurusDB, you
can reset the password.
If an error occurs on the root account, for example, if your root account
credentials are lost or deleted, you can restore the root account permissions
through resetting the password.
You cannot reset the administrator password under the following circumstances:
e  Your account is frozen.
e The database port is being changed.
e The instance status is Creating, Restoring, Rebooting, Changing port,
Changing instance specifications, Promoting to primary, or Abnormal.
Precautions
e If you have changed the administrator password of a DB instance, the
passwords of the read replicas associated with the instance will also be
changed accordingly.
e The time it takes for the new password to take effect depends on the amount
of service data currently being processed by the primary node.
e To protect against brute force hacking and improve system security, change
your password periodically, such as every three or six months.
e The instance may have been restored from a backup before you reset the
administrator password.
e If you have logged in to your instance as the root user, resetting the password
may interrupt services. Exercise caution when performing this operation.
Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate the instance for which you want to change the
password and choose More > Reset Password in the Operation column.
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Alternatively, reset the password using either of the following methods:

e On the Instances page, click the instance name to go to the Basic
Information page. In the upper right corner of the page, click Reset
Password.

e On the Instances page, click the instance name to go to the Basic
Information page. Expand Instance Information. In the Configuration area,
click Reset Password under Administrator.

Step 5 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 6 In the displayed dialog box, enter and confirm the new password.
The new password must:

e Consist of 8 to 32 characters.

e Contain at least three types of the following characters: uppercase letters,
lowercase letters, digits, and special characters (~!@#%MN*-_=+?,()&$|.).

e  Comply with the values of validate_password parameters.

To check the password-related parameters, click the instance name, choose
Parameters in the navigation pane, and search for validate_password in the
upper right corner of the page.

Figure 16-1 Checking the password-related parameters

passuord

nnnnnnnnn

Step 7 Click OK.
Keep this password secure. The system cannot retrieve it.

--—-End

16.3 Changing the Security Group of a DB Instance

Scenarios

You can change the security group associated with your DB instance.
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Procedure

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7

APIs

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, click the instance name to go to the Basic Information
page.

In the Instance Information area, click Expand to expand all instance
information.

In the Network Information area, click Modify under Security Group.
In the displayed dialog box, select a new security group and click OK.

--—-End

Changing a Security Group

16.4 Configuring SSL for a DB Instance

Constraints

Secure Socket Layer (SSL) is an encryption-based Internet security protocol for
establishing secure links between a server and a client. It provides privacy,
authentication, and integrity to Internet communications. SSL:

e Authenticates users and servers, ensuring that data is sent to the correct
clients and servers.

e Encrypts data, preventing it from being intercepted during transmission.

e Ensures data integrity during transmission.

By default, SSL is enabled for new DB instances. Enabling SSL increases the

network connection response time and CPU usage, and you are advised to
evaluate the impact on service performance before enabling SSL.

You can use a client to connect to your DB instance through a non-SSL or SSL
connection.

e |f SSL is enabled for your DB instance, you can connect to your DB instance
using SSL, which is more secure.

e If SSL is disabled, you can only connect to your DB instance using a non-SSL
connection.

Enabling or disabling SSL will reboot the instance immediately. During the reboot,
the instance is unavailable. Rebooting an instance will clear the cached memory in
it. You are advised to reboot it during off-peak hours.
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Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name to go to the Basic Information

page.

Step 5 In the Instance Information area, click Expand to expand all instance
information.

Step 6 In the Configuration area, click under SSL.

Step 7 In the displayed dialog box, click OK.

Step 8 Wait for some seconds and check that SSL has been enabled on the Basic
Information page.

To disable SSL, click @ in the displayed dialog box, click OK.
----End

APIs
Enabling or Disabling SSL

16.5 Enabling TDE for a DB Instance

Transparent Data Encryption (TDE) performs real-time 1/O encryption and
decryption on data files. Data is encrypted before being written to disks and is
decrypted when being read from disks to memory. This effectively protects the
security of databases and data files.

Constraints

e To enable TDE, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

e To configure TDE, you must have the
iam:agencies:createServiceLinkedAgencyV5 permission. If you do not have this
permission, create a custom policy.

e You need to enable Key Management Service (KMS) for your DB instance
first. The data keys used for encryption are generated and managed by KMS.
TaurusDB does not provide any keys or certificates required for encryption.

e To enable TDE, the kernel version of your TaurusDB instance must be
2.0.47.231100 or later. For details about how to check the kernel version, see
How Can | Check the Version of a TaurusDB Instance?

e TDE can only be enabled for single-node and cluster DB instances.

e TDE can only be enabled when a DB instance is created. After the instance is
created, TDE cannot be enabled or disabled.
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e TDE encrypts instance data, including full backups but excluding incremental
backups.

e After TDE is enabled, the cryptographic algorithm cannot be changed later.
e  Only instance-level encryption is supported.
e After TDE is enabled for a DB instance, you cannot:

- Enable cross-region backup for the DB instance.

- Restore the data of the DB instance to an existing DB instance.

Procedure

Step 1 Go to the Buy DB Instance page.

Step 2 On the displayed Custom Config page, toggle on TDE and select a cryptographic
algorithm.

Figure 16-2 Enabling TDE
ToE ()

TDE Type
O w6 S

Step 3 After the DB instance is created, click the DB instance name to go to the Basic
Information page and view the TDE status.

--—-End
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1 7 Parameter Management

17.1 Viewing Parameters of a DB Instance

You can view the parameter settings of your DB instance on the console or
through the CLI.

Viewing Parameters of a DB Instance on the Console
(11 NOTE

You can only view the parameters in the parameter list on the console. To view all
parameters of a DB instance, see Viewing Parameters of a DB Instance Through the CLI.

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Parameters.

Alternatively, click *** in the upper right corner of the Basic Information page and
choose Modify Parameters.

Figure 17-1 Choosing Modify Parameters

we @

Step 6 On the Parameters tab, set Query By to Instance (default value) or Node to view
the parameter settings of the current instance or node.
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Figure 17-2 Viewing parameters of a DB instance

15, the modification may fal due to timeout.
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You can search for the desired parameter by parameter name.

--—-End

Viewing Parameters of a DB Instance Through the CLI
Step 1 Connect to a DB instance.
For details about the connection methods, see Connection Methods.
Step 2 Run the following command to view all parameter settings of the DB instance:
SHOW VARIABLES;
Run the following command to view the setting of a specified parameter:

SHOW VARIABLES LIKE '<parameter_name>';

(11 NOTE

A percent sign (%) can appear anywhere in <parameter_name> for fuzzy search. Examples:

e Querying all parameters that start with binlog:
SHOW VARIABLES LIKE 'binlog%';

e Querying all parameters that end with binlog:
SHOW VARIABLES LIKE '%binlog';

e Querying all parameters that start with thread and end with size:
SHOW VARIABLES LIKE 'thread%size';

e Querying all parameters:
SHOW VARIABLES LIKE '%";

--—-End

17.2 Modifying Parameters of a DB Instance

You can modify parameters of a DB instance to optimize performance if needed.

Precautions

e To ensure DB instance stability, you can only modify the parameters that are
available on the console.
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To apply certain parameter modifications, you need to reboot the DB instance.
After you modify a parameter value, check the value in the Effective upon
Reboot column. You are advised to perform the operation during off-peak
hours.

The value of validate_password.length cannot be smaller than that of
validate_password.number_count+validate_password.special_char_count
+(2 * validate_password.mixed_case_count). Otherwise, the allowed
minimum value of validate_password.length is used when the parameter
template is applied.

If you want to use a custom parameter template during instance creation,
ensure that the value of validate_password.length in the template is at most
16. Otherwise, the DB instance fails to be created.

If you want to use a custom parameter template during instance creation,
ensure that the values of validate_password.mixed_case_count,
validate_password.number_count, and
validate_password.special_char_count are at most 4. Otherwise, the DB
instance may fail to be created. The default value 1 is recommended.

The value of rds_compatibility_mode depends on the TaurusDB kernel
version.

Before modifying parameters, make sure you understand their meanings and
fully verify the changes in a test environment to avoid instance or service
exceptions caused by inappropriate parameter settings.

Modifying Parameters of a DB Instance

Step 1
Step 2

Step 3
Step 4
Step 5

Log in to the management console.

Click Y i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose Parameters.

Alternatively, click === in the upper right corner of the Basic Information page and

choose Modify Parameters.

Figure 17-3 Choosing Modify Parameters

Step 6 On the Parameters tab, modify parameters.
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Figure 17-4 Modifying parameters of a DB instance

Value range
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e To save the modifications, click Save. In the displayed dialog box, click OK.
e To cancel the modifications, click Cancel.
e To preview the modifications, click Preview.

Figure 17-5 Previewing parameters

. X
Preview Change
Parameter Name Current New
auto_increment_increment 1 2

Step 7 After the parameters are modified, click Change History to view the modification
records.

Figure 17-6 Viewing the modification records

Original Value New Value: Modification Status Modification Time Applicaton Status ©

auto_increment_increment 1 2 © successful © Applied

--—-End

Modifying Parameters in a Parameter Template

You can modify parameters in a custom parameter template and then apply the
template to multiple DB instances.

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 In the navigation pane, choose Parameter Templates. On the Custom Templates
tab, click the parameter template name.
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Step 5 On the displayed Parameters page, modify parameters as required.

Figure 17-7 Modifying parameters in a parameter template

<

Parameters:

NONE cRez2
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e To save the modifications, click Save. In the displayed dialog box, click OK.
e To cancel the modifications, click Cancel.
e To preview the modifications, click Preview.

Step 6 After the parameters are modified, click Change History to view the modification
records.

Step 7 After a parameter template is modified, the modification will not take effect until
the template is applied to DB instances. On the Parameter Templates page,
locate the parameter template you want to apply and choose More > Apply in the
Operation column.

Figure 17-8 Applying a parameter template to a DB instance

Custom Templates
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Step 8 Select one or more DB instances and click OK.
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Figure 17-9 Selecting DB instances

Apply Parameter Template

@ select the DB instances to which you want to apply parameter template paramTemplate-7a17. Only compatible instances (those with the
same engine version as the template) will be shown here.

Parameter Template

DB instance name

DB Instance Name

gauss-12f3
gauss-abas

gauss-4321

paramTemplate-7a17

DB instance ID

‘ Cancel }m

Step 9 After the parameter template is applied, click the DB instance name and check
whether the parameters have been modified on the Parameters page.

--—-End

Common Parameters

Table 17-1 Common parameters

Parameter

Description

Reference

time_zone

Specifies the time zone of the
server.

How Do | Change the Time
Zone?

ord_lifetime

default_passw

Specifies the global automatic
password expiration policy, in
days.

How Do | Configure a
Password Expiration Policy
for TaurusDB Instances?

server

character_set_

Specifies the server character
set.

How Do | Use the utf8mb4
Character Set to Store
Emojis in a TaurusDB
Instance?

er

collation_serv

Specifies the collation for the
character set of the server. The
collation must match the
character set specified by
character_set_server.
Otherwise, the database
cannot be started or restarted.

_max_len

group_concat

Specifies the maximum
permitted result length in
bytes for the
GROUP_CONCAT() function.
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Parameter

Description

Reference

max_connecti
ons

Specifies the maximum
number of concurrent client
connections. If this parameter
is set to default, the
parameter value depends on
how much memory there is.

What Is the Maximum
Number of Connections to a
TaurusDB Instance?

max_prepared
_stmt_count

Limits the total number of
prepared statements in the
server. Too many statements
may cause the server to run
out of memory (OOM) and
risk denial-of-service attacks.
Configure this parameter as
needed.

innodb_flush_
log_at_trx_co
mmit

Controls the balance between
strict ACID compliance for
commit operations, and higher
performance that is possible
when commit-related |/O
operations are rearranged and
done in batches. When this
parameter is set to 0, the
content of the InnoDB log
buffer is written to the log file
approximately once per second
and the log file is flushed to
disk. The default value of 1 is
required for full ACID
compliance. With this value,
the contents of the InnoDB log
buffer are written out to the
log file at each transaction
commit and the log file is
flushed to disk. When this
parameter is set to 2, the
contents of the InnoDB log
buffer are written to the log
file after each transaction
commit and the log file is
flushed to disk approximately
once per second.

Viewing Suggestions on
TaurusDB Parameter Tuning

sql_mode

Specifies the SQL server mode.

binlog_expire_
logs_seconds

Specifies the binary log
expiration period in seconds.
After their expiration period
ends, binary log files can be
automatically removed.
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APIs
e Modifying Parameters in a Parameter Template
e Querying Parameter Templates
e Obtaining Details About a Parameter Template

17.3 Viewing Suggestions on TaurusDB Parameter
Tuning

Parameters are key configuration items in a database system. Improper parameter
settings may adversely affect database performance. This section describes some
important parameters for your reference. For details, see MySQL official website.

For details on how to modify TaurusDB parameters on the console, see Modifying
Parameters of a DB Instance.

innodb_flush_log_at_trx_commit
e Default value: 1

e  Function: Controls the balance between strict ACID compliance for commit
operations and higher performance.

e Parameter setting:

- 1:InnoDB writes data in the log buffer to log files and then flushes the
data to distributed storage at each transaction commit. The ACID
properties of transactions are ensured.

- 0: InnoDB writes data in the log buffer to log files and then flushes the
data to distributed storage every second.

- 2:InnoDB writes data in the log buffer to the file system cache at each
transaction commit, and flushes the data to distributed storage every
second.

e Impact: If this parameter is not set to 1, data security is not guaranteed. One
second of transactions can be lost in a crash.

e Recommended value for PoC: 0. This setting can significantly improve write
performance in low concurrency scenarios.

rds_global_sql_log_bin

/A\ CAUTION

e In 2.0.42.230601 and earlier versions, binlog is enabled by default. To enable or
disable it, you need to configure the log-bin parameter and then reboot your
instance.

e 1In 2.0.45.230900 and later versions, binlog is disabled by default. To enable or
disable it, you need to configure the rds_global_sql_log_bin parameter.
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e Default value: OFF

e  Function: Controls whether to enable or disable binlog. TaurusDB uses a
shared storage architecture. The primary node and read replicas in a DB
instance do not depend on binlogs for data synchronization. You can disable
binlog as required.

e Parameter setting:

- OFF: Binlog is disabled. The setting is applied to both existing and new
connections without an instance reboot.

- ON: Binlog is enabled. The setting is applied to both existing and new
connections without an instance reboot.

e Impact: Enabling or disabling it does not affect your instance.

e Recommended value for PoC: OFF. This setting can improve write
performance.

rds_plan_cache

/A\ CAUTION

e This feature can be enabled in 2.0.51.240300 and later versions.

e rds_plan_cache uses the memory allocated by the stmt mem memory area
instead of the innnodb_buffer memory.

e rds_plan_cache_allow_change_ratio: Table data change rate caused by query
operations such as DML. If the change rate exceeds this parameter value, plan
caches become invalid. If this parameter is set to 0, plan caches are not
affected by the table data change ratio. They are always valid.

e Default value: OFF

e  Function: Controls whether to cache the execution plan of a PREPARE
statement.

e Parameter setting: If rds_plan_cache is set to ON, the execution plan of the
PREPARE statement is cached. The cached execution plan can be reused in the
next execution, improving query performance.

e Impact: The query performance of the PREPARE statement is greatly
improved, and the select_random_ranges test model of sysbench is
significantly enhanced.

e Recommended value for PoC: ON. This setting can improve query
performance.

17.4 Introducing the High-Performance Parameter
Template

To improve database performance, TaurusDB provides a high-performance
parameter template. You can select this template when buying an instance.

This section explains the parameter settings in the high-performance parameter
template and how the template enhances performance.
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Introduction

The high-performance parameter template is a set of optimized configuration
parameters that aim to enhance the performance and reliability of database
servers. The parameter settings in the template can be adjusted based on different
application scenarios and hardware configurations.

The parameters in the high-performance parameter template are as follows.

Table 17-2 Parameter description

Parameter Description Value in the High- Value in the
Performance Default Template
Template
innodb_flush_l | If this parameter |0 1
og_at_trx_com | is set to 0, logs
mit are not flushed to
disks when
transactions are
committed.

Instead, they are
only flushed once
per second or
when the log
buffer
(innodb_log_buff
er_size) is full.
This provides low
durability but
high
performance.

rds_plan_cache | If this parameter | ON OFF
is set to ON, an
execution plan is
cached. The next
time the same
query is executed,
the cached
execution plan
can be reused,
which improves
the database's
query
performance.

Application Scenarios and Potential Risks

Generally, the high-performance parameter template can improve database
performance. However, it should be adjusted based on specific application
scenarios and hardware configurations.
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While the template is designed to enhance performance and reliability of
database servers, it does come with some risks during database usage.

e Setting innodb_flush_log_at_trx_commit to 0 can improve low-concurrency
write performance, but in extreme cases, it may result in data loss of up to
one second.

e Setting rds_plan_cache to ON can improve query performance because the
execution plan of a PREPARE statement is cached and the optimizer does not
need to generate an execution plan again. However, it may not be effective in
all read/write scenarios.

Constraints
The kernel version of your TaurusDB instance must be 2.0.51.240300 or later. For
details about how to check the kernel version, see How Can | Check the Version
of a TaurusDB Instance?

Usage

You can select the high-performance parameter template when buying an
instance.

Figure 17-10 Selecting the high-performance parameter template

Parameter Template v | C View Parameter Template @

Table Name Case sensitive @ T

Performance Comparison
Test environment:

e TaurusDB instance specifications: Dedicated, 8 vCPUs | 32 GB
e Kernel version: 2.0.51.240300

Sysbench test process:
e Test scenarios: read-only, write-only, and read/write

e Data volume: 250 tables x 25,000 rows of data in read-only scenarios, 250
tables x 25,000 rows of data in write-only scenarios, and 25 tables x 250,000
rows of data in read/write scenarios

e Performance metric: queries per second (QPS) in 1, 2, 4, 8, 16, 32, 64, 128,
and 256 concurrent requests. QPS indicates the number of SQL statements
executed by the database per second.

Test results:

e Read-only model
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Read-only
QPS 250 x 25,000
400,000
350,000
300,000
250,000
200,000
150,000
100,000

50,000

0

N}
~
©

16 32 64 128 256
Concurrent requests

—e—Default parameter template —e—High-performance parameter template

Write-only model

Write-only
250 x 25,000
250,000
200,000
150,000
100,000
50,000
0
1 2 4 8 16 32 64 128 256

Concurrent requests

=e—Default parameter template —e—High-performance parameter template

Read/Write model
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Read/Write
25 x 250,000

180,000
160,000
140,000
120,000
100,000
80,000
60,000
40,000
20,000
0

1 2 4 8 16 32 64 128 256
Concurrent requests

—e—Default parameter template —e—High-performance parameter template

Conclusion: The preceding sysbench test results show that the high-performance
parameter template significantly improves the database performance.

17.5 Using a Parameter Template

17.5.1 Creating a Custom Parameter Template

You can create custom parameter templates and apply them to one or more DB
instances.

There are default parameter templates and custom parameter templates.

Precautions

e Each user can create a maximum of 100 parameter templates.
e All TaurusDB engines share the parameter template quotas.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 In the navigation pane, choose Parameter Templates. On the Parameter
Templates page, click Create Parameter Template.

Step 5 In the displayed dialog box, set required parameters and click OK.
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Figure 17-11 Creating a parameter template
Create Parameter Template

@ You can create 83 more parameter templates. The parameter template quota is shared by all TaurusDB
engines in a project.

DB Engine Version TaurusDB V2.0
New Parameter Template paramTemplate-effc bt ®
Description(Optional) @

Table 17-3 Parameter description

Parameter Description

DB Engine Version Select TaurusDB V2.0.

New Parameter The template name consists of 1 to 64 characters. Only
Template letters (case-sensitive), digits, hyphens (-), underscores
(L), and periods (.) are allowed.

Description The description can consist of up to 256 characters. It
cannot contain carriage returns or any of the following
special characters: >!<"&'=

Step 6 Check that the custom template is displayed on the Custom Templates tab.

--—-End

APIs

e Creating a Parameter Template
e Querying Parameter Templates
e Obtaining Details About a Parameter Template

17.5.2 Applying a Parameter Template

After a parameter template is created or modified, you need to apply it to the
desired DB instances.

Precautions

e The parameter innodb_buffer_pool_size is determined by the memory.
Instances of different specifications have different value ranges. If this
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parameter value is out of range of the instance to which the parameter
template is applied, the maximum value within the range is used.

e A parameter template can be applied only to instances of the same DB
engine version.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Parameter Templates page, apply a default template or a custom
template to DB instances.

To apply a default template, click Default Templates, locate a parameter
template and click Apply in the Operation column.

Figure 17-12 Applying a default parameter template to DB instances

fault Templates

0B Engine Version Descripfon  opemton

To apply a custom template, click Custom Templates, locate a parameter
template and choose More > Apply in the Operation column.

Figure 17-13 Applying a custom parameter template to DB instances

Dlste

Step 5 In the displayed Apply Parameter Template dialog box, select DB instances and
click OK.

Step 6 After the parameter template is applied, view the name or ID of the DB instance
to which the parameter template is applied, application status, application time,
and failure cause.

On the Default Templates tab, locate the parameter template and click View

Application Record in the Operation column.

On the Custom Templates tab, locate the parameter template and choose
More > View Application Record in the Operation column.

----End

APlIs

Applying a Parameter Template
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17.5.3 Replicating a Parameter Template

If you already have a parameter template and want to include most of the custom
parameters and values from that template in a new parameter template, you can
replicate that parameter template. You can also replicate the parameter template
to generate a new parameter template for future use.

Precautions

e After the parameter template is replicated, the new template will be displayed
about 5 minutes later.

e Default parameter templates cannot be replicated, but you can create custom
parameter templates based on those default templates.

Replicating a Custom Parameter Template

Step 1 On the Parameter Templates page, click Custom Templates. Locate the
parameter template to be replicated and click Replicate in the Operation column.

Step 2 In the displayed dialog box, set required parameters and click OK.

Figure 17-14 Replicating a Custom Parameter Template
Replicate Parameter Template

@ You can create 83 more parameter templates. The parameter template quota is shared by all TaurusDB
engines in a project. After a parameter template is replicated, the new template may be displayed about
5 minutes later.

Source Parameter Template  paramTemplate-00522011
New Parameter Template paramTemplate-6785 X @

Description(Optional) ®

\ Cancel ) n

e The template name consists of 1 to 64 characters. Only letters (case-
sensitive), digits, hyphens (-), underscores (_), and periods (.) are allowed.

e The description consists of up to 256 characters. It cannot contain carriage
returns or any of the following special characters:

>!<l|&l:
Step 3 Check that a new template is generated on the Custom Templates tab.

--—-End
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17.5.4 Resetting a Parameter Template

You can reset all parameters in a custom parameter template to their default
settings.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Parameter Templates page, click Custom Templates. Locate the
parameter template to be reset and choose More > Reset in the Operation
column.

Step 5 Click OK to reset all parameters to their default values.
Figure 17-15 Confirming the reset

Reset Parameter Template
Are you sure you want to reset this parameter template?
MName DB Engine Version

TaurusDB V2.0

All parameters in this parameter template will be reset to their default values.
Exercise caution when performing this operation.

(11 NOTE

After you reset a parameter template, view the status of the instance to which the
parameter template applies in the instance list. If the status is Parameter change. Pending
reboot, you must reboot the instance.

--—-End

17.5.5 Comparing Parameter Templates

You can compare instance parameters with a parameter template to see the
differences of parameter settings. You can also compare parameter templates to
see the differences of parameter settings.
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Comparing Instance Parameters with Those in a Specified Parameter

Template
Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.
On the Instances page, click the instance name.
In the navigation pane, choose Parameters. On the displayed page, click Compare

above the parameter list.

Figure 17-16 Comparing instance parameters with those in a specified parameter
template

Compare Parameters

1065535 auto_increment_increment and auto_increment_

ooooo

In the displayed dialog box, select a parameter template and click OK to compare
two parameters.

e If their settings are different, the parameter names and values of both
parameter templates are displayed.

e If their settings are the same, no data is displayed.

--—-End

Comparing Parameter Templates

Step 1

On the Parameter Templates page, click Default Templates or Custom
Templates. Locate a parameter template and click Compare in the Operation
column.

Step 2 In the displayed dialog box, select a parameter template and click OK.
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Figure 17-17 Selecting a parameter template to be compared

X
Compare Parameter Templates

emplate 1

Template 2 [De:ault-Tsu'usDB V2o \ ]

e If their settings are different, the parameter names and values of both
parameter templates are displayed.

e If their settings are the same, no data is displayed.

Figure 17-18 Comparing parameter templates

mmmmmmmmmmmmmmmmmmmmmmmm

paramTempiate 8226

--—-End

17.5.6 Exporting a Parameter Template

You can export parameter template details (parameter names, values, and
descriptions) of an instance to a custom template or an Excel file for review and
analysis.

Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Parameters. On the displayed page, click Export
above the parameter list.

Step 6 In the displayed dialog box, set Export To to Custom template or File, enter the
template or file name, and click OK.

The template or file name must start with a letter and consist of 4 to 81
characters. It can contain only letters, digits, hyphens (-), and underscores (_).

e Custom template: Parameter template details (parameter names, values, and
descriptions) of the instance is exported to a new custom template, which will
be displayed on the Custom Templates tab of the Parameter Templates
page.
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e File: Parameter template details (parameter names, values, and descriptions)
of the instance is exported to an Excel file.

Figure 17-19 Exporting parameters

Export Parameters

* New Parameter Template X

=

Description

O]

e N
| |

--—-End

17.5.7 Modifying the Description of a Parameter Template

You can modify the description of a parameter template you have created.

Precautions

You cannot modify the description of any default parameter template.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Parameter Templates page, click Custom Templates. Locate the

parameter template for which you want to edit the description and click Z in the
Description column.

Step 5 Enter a new description and click OK to submit the modification or Cancel to
cancel the modification.

e After the modification is successful, you can view the new description in the
Description column.

e The description consists of up to 256 characters. It cannot contain carriage
returns or any of the following special characters:
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>!<||&|:

--—-End

APlIs

e Modifying Parameters in a Parameter Template
e Querying Parameter Templates
e Obtaining Details About a Parameter Template

17.5.8 Deleting a Parameter Template

You can delete a custom parameter template that is no longer needed.

Precautions
e Deleted parameter templates cannot be recovered. Exercise caution when
performing this operation.
e Default parameter templates cannot be deleted.
Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Parameter Templates page, click Custom Templates. Locate the
parameter template you want to delete and choose More > Delete in the
Operation column.

Step 5 Click OK.
----End

APIs

Deleting a Parameter Template
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1 8 Log Management

18.1 Configuring Log Reporting

Scenarios

You can view database-level logs on the Logs page, including error logs and slow
SQL query logs.

If you enable log reporting for your DB instance, new logs generated for the
instance will be uploaded to Log Tank Service (LTS) for management.

Constraints

You will be billed for this function.

Ensure that there are available LTS log groups and log streams in the same
region as your DB instance.

Error logs and slow query logs cannot share a given log stream.

You can enable or disable log reporting for a maximum of 10 instances at a
time.

You can bind a new structuring template to an error log stream or slow log
query stream, but once selected, the log stream type cannot be changed.

If a structuring template has been bound to a log stream, ensure that the
template type is the same as the log type when you select the log stream. For
example, if an error log template has been bound to a log stream, the log
stream cannot be used for slow query logs.

The log reporting configuration is not applied immediately. There is a delay of
about 10 minutes.

If log reporting is disabled, logs generated for the DB instance will not be
reported to LTS.

You can only enable either error log reporting to LTS or slow log reporting to
LTS.

After this function is enabled, audit logs record all requests sent to your DB
instance and are stored in LTS.
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Enabling Log Reporting

Step 1
Step 2

Step 3
Step 4
Step 5

Step 6

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
In the navigation pane, choose Log Reporting.

Select one or more instances and click Enable Log Reporting.

Figure 18-1 Enabling log reporting for multiple instances

In the displayed dialog box, select a log group and log stream, and click OK.

Figure 18-2 Enabling log reporting

Enable Log Reporting

@ Logs record all requests sent to your DB instance and are stored in Log Tank
Service (LTS). Select or create a log group to manage logs and configure a
retention period. You can separate different types of logs into different log
streams for easier management.

This request does not take effect immediately. There is a delay of about 10
minutes.
You will be billed for log reporting.

Report Slow Logs to LTS

* Log Group W (1 Create Log Group
* Log Stream Q

Report Error Logs to LTS

* Log Group v | (3 Create Log Group

* Log Stream a

f’P _‘\\
“ { Cancel )

--—-End
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Disabling Log Reporting

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 In the navigation pane, choose Log Reporting.

Step 5 Disable log reporting in either of the following ways:
e Disabling log reporting for multiple instances

a. Select one or more instances and click Disable Log Reporting.
b. In the displayed dialog box, click OK.

Figure 18-3 Disabling log reporting
Disable Log Reporting

If log reporting is disabled, logs generated for the DB instance will not be
reported to Log Tank Service (LTS). This request does not take effect
immediately. There is a delay of about 10 minutes.

MName/ID Status Slow Log Error Log
Available
Available

m {\ Cancel ’}

e Disabling log reporting for a single instance

a. Locate an instance and click c} in the Report Error Logs to LTS or
Report Slow Logs to LTS column.

b. In the displayed dialog box, click Yes.
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Figure 18-4 Disabling slow log reporting

Disable Slow Log Reporting
Disable log reporting of this DB instance?
Mame/ID Status
Available
If log reporting is disabled, logs generated for the DB instance will not be

reported to Log Tank Service (LTS). This request does not take effect
immediately. There is a delay of about 10 minutes.

r{’ -\\\
I Yes )
. Y,

Figure 18-5 Disabling error log reporting

Disable Error Log Reporting
Disable log reporting of this DB instance?
Name/ID Status
Available
If log reporting is disabled, logs generated for the DB instance will not be

reported to Log Tank Service (LTS). This request does not take effect
immediately. There is a delay of about 10 minutes.

r” -\\
Lo Yes ) No

--—-End

18.2 Managing Error Logs of a DB Instance

Error logs contain logs generated while the database is running. They can help you
analyze problems with the database.

Viewing Log Details

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Logs.

Step 6 On the Error Logs page, view error logs of different nodes, at different log levels,
and within a specified time range.

Click the drop-down list in the upper right corner, and select a node name and a
log level as needed.

The levels of error logs include ALL, INFO, WARNING, ERROR, FATAL and NOTE.

Click £ and specify a time period.

Figure 18-6 Viewing error logs

Error Logs  Slow Query Logs
Log Details  Download

Report Error Logs to LTS

BUG-test-gdb_node01 v All v Custom range ~ Sep 18, 2024 00:00:00 — Sep 19, 2024 15:08:27 ] C

Time Log Level Description

Sep 19, 2024 10:50:01 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet_len 18446744073709551615, replication_id 0

Sep 19, 2024 10:49:51 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet len 18446744073709551615, replication id 0

Sep 19, 2024 10:49:51 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet_len 18446744073709551615, replication_id 0

Sep 19, 2024 02:49:41 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet len 18446744073709551615, replication id 0

Sep 19, 2024 02:49:41 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet_len 18446744073709551615, replication_id 0

Sep 19, 2024 02:49:31 GMT+08:00 WARNING [MY-013663] [Server] Gdb: ctrl loop net read error, packet len 18446744073709551615, replication_id 0

Sep 19, 2024 00:40:24 GMT+08:00 ERROR [MY-013698] [InnoDB] Snapshot backup operation: create snapshot in sq failed in first stage.

--—-End

Downloading an Error Log
Step 1 On the Instances page, click the instance name.
Step 2 In the navigation pane, choose Logs.

Step 3 On the Error Logs tab, click Download. Locate a log whose status is Preparation
completed and click Download in the Operation column.

Figure 18-7 Downloading an error log

Download
ode01
File Name size Status Operation
b1B93060310040360422210. ke © Preparation complsted Downloa
Total Records: 1 0 1

e The system automatically loads the download preparation tasks. The loading
duration is determined by the log file size and network environment.

- When the log is being prepared for download, the log status is
Preparing.

- When the log is ready for download, the log status is Preparation
completed.
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- If the preparation for download fails, the log status is Abnormal.
Logs in the Preparing or Abnormal state cannot be downloaded.

e Only logs no more than 40 MB can be downloaded directly from this page.
The time range is calculated from the time you download the logs back to the
time when the accumulated file size reaches 40 MB.

e The download link is valid for 5 minutes. After the download link expires, a
message is displayed indicating that the download link has expired. If you
need to download the log, click OK.

e You can select the logs to be downloaded by node.

--—-End

Reporting Error Logs to LTS

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Logs.

Step 6 On the Error Logs tab, click next to Report Error Logs to LTS.
Step 7 Select an LTS log group and log stream and click OK.

Figure 18-8 Reporting error logs to LTS
Report Error Logs to LTS

0 Logs record all requests sent to your DB instance and are stored in Log Tank
service (LTS).
This request does not take effect immediately. There is a delay of about 10
minutes.

You will be billed for log reporting. See LTS pricing details.
# Log Group ~ C View Log Groups
* Log Stream C

. ™
{ cancel )
. S

--—-End

APIs
Querying Error Logs
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18.3 Managing Slow Query Logs of a DB Instance

Scenarios

Slow query logs record statements that exceed long_query_time (10 seconds by
default). You can view log details and statistics to identify statements that are
executing slowly and optimize the statements.

Parameter Description

Table 18-1 Parameters related to slow queries

Parameter Description

long_query_time Specifies how many seconds a SQL query has to take to

be recorded in slow query logs. The default value is 10.
You are advised to set this parameter to 1.

The lock wait time is not calculated into the query
time.

log_queries_not_using | Controls whether to record queries that do not use
_indexes indexes. The default value is OFF. The parameter is not

affected by the value of long_query_time.

log_throttle_queries_n | Specifies the SQL statement that can be written to the
ot_using_indexes slow query log every minute. The default value is 0.

Constraints

You can view the slow query log records of a specified statement or a specific
time period.

Only SELECT statements return the number of result rows. The number of
result rows for the INSERT, UPDATE, DELETE, and CREATE statements is O by
default.

You can view slow query logs of a specified database name (which cannot
contain any special characters). The database name supports only exact
search.

Slow query logs only record executed statements whose execution duration
exceeds the threshold.

The long_query_time parameter determines when a slow query log is
recorded. However, changes to this parameter do not affect already recorded
logs. If long_query_time is changed from 1s to 0.1s, TaurusDB starts
recording statements that meet the new threshold and still displays the
previously recorded logs that do not meet the new threshold. For example, a
1.5s5 SQL statement that was recorded when the threshold was 1s will not be
deleted now that the new threshold is 2s.
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e If the length of a single line of a SQL statement exceeds 16 KB, the statement
will be truncated. When you view slow query log details, the SQL statement
may be incomplete after special processing and is for reference only.

Viewing Slow Query Log Details

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose Logs.

On the Slow Query Logs page, view the slow query log details.

You can view slow query logs of different nodes and SQL statement types in a
given database.

Supported SQL statement types include SELECT, INSERT, UPDATE, DELETE,
CREATE, ALTER, and DROP.

You can also view slow query logs in a specified time period by clicking %) and
specifying a time period.

Figure 18-9 Viewing slow query logs

Log Detalls  Davrlozd

Fepet or Log 2175 BUs WP e . v || A v || cstortimera. v || seacs 202 171225 - seo 36, 202¢ 10118 g C

Tine Log vl Descrigion

--—-End

Enabling Show Original Log

Step 1
Step 2
Step 3

(1 NOTE

By default, SQL statements are displayed anonymously. If Show Original Log is enabled,
SQL statements in the logs will be displayed in plaintext.

Logs displayed in plaintext will be automatically deleted 30 days later. If a DB instance is
deleted, its related logs will also be deleted.

On the Instances page, click the instance name.
In the navigation pane, choose Logs.

On the Slow Query Logs tab, click next to Show Original Log.
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Figure 18-10 Enabling Show Original Log

ErorLlogs  Slow Querylogs  Binlog

log Details  Stafistis  Download

Report Siow Logs to LTS

Show Original Log ®

Threshold of Slow Query Log (long_query time): 10s Modify How Do | Download Slow Query Logs?

Step 4 In the displayed dialog box, click OK.

--—-End

Viewing Statistics

Step 1 On the Instances page, click the instance name.

Step 2 In the navigation pane, choose Logs. On the Slow Query Logs tab, click Statistics
to view details.

Figure 18-11 Statistics

Erorloss  SlowQuerylogs  Bileg

On the Statistics page, only one of the SQL statements of the same type is
displayed as an example. For example, if two select sleep(N) statements,
select sleep(1) and select sleep(2), are executed in sequence, only select
sleep(N) will be displayed.

However, if Show Original Log is enabled, all of the slow SQL statements are
displayed. For example, if select sleep(1) and select sleep(2) are executed in
sequence, both of them will be displayed.

No. and Ratio of SQL Executions indicates the ratio of the slow executions to
the total executions of the SQL statement.

On the Statistics page, only the latest 5,000 slow SQL statements within a
specified period are analyzed.

You can filter slow log statistics by database name (which cannot contain any
special characters), statement, or time period. The database name supports
only exact search.
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e If any database name in the slow log statistics contains special characters
such as < >, the special characters will be escaped.

--—-End

Downloading a Slow Query Log

Step 1 On the Instances page, click the instance name.
Step 2 In the navigation pane, choose Logs.

Step 3 On the Slow Query Logs tab, click Download. Locate a log whose status is
Preparation completed and click Download in the Operation column.

Figure 18-12 Downloading a slow query log

e The system automatically loads the download preparation tasks. The loading
duration is determined by the log file size and network environment.

- When the log is being prepared for download, the log status is
Preparing.

- When the log is ready for download, the log status is Preparation
completed.

- If the preparation for download fails, the log status is Abnormal.
Logs in the Preparing or Abnormal state cannot be downloaded.

e Only logs no more than 40 MB can be downloaded directly from this page.
The time range is calculated from the time you download the logs back to the
time when the accumulated file size reaches 40 MB.

e The download link is valid for 5 minutes. After the download link expires, a
message is displayed indicating that the download link has expired. If you
need to download the log, click OK.

e  You can select the logs to be downloaded by node.

--—-End

Reporting Slow Logs to LTS

Step 1 On the Instances page, click the instance name.

Step 2 In the navigation pane, choose Logs.

Step 3 On the Slow Query Logs page, click next to Report Slow Logs to LTS.

Step 4 Select an LTS log group and log stream and click OK.
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Figure 18-13 Reporting slow logs to LTS

Report Slow Logs to LTS

'ﬂ' Logs record all requests sent to your DB instance and are stored in Log Tank
Service (LTS).
This request does not take effect immediately. There is a delay of about 10
minutes.

You will be billed for log reporting. See LTS pricing_details.
# Log Group “ C View Log Groups
* Log Stream C

--—-End

APIs
Querying Slow Query Logs

18.4 Configuring SQL Explorer for a DB Instance

Enabling SQL Explorer will allow TaurusDB to store all SQL statement logs for
analysis.

You can enable SQL Explorer on the DAS console.

Constraints
SQL Explorer cannot record all data. It has the following constraints:

e Some data cannot be recorded if a buffer overrun occurs.

e If the size of a SQL statement exceeds the value of
rds_sql_tracer_max_record_size, the statement is not recorded by default.

rds_sql_tracer_max_record_size controls the maximum size of a SQL
statement. To change its value, see Modifying Parameters of a DB Instance.

18.5 Querying and Downloading Binlogs (OBT)

Binlogs record all DDL and DML statements (except data query statements). You
can download binlogs to a local PC for further analysis.

This section describes how to enable binlog, and then query and download binlogs
on the TaurusDB console.
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Billing

Binlogs are stored in OBS buckets. For the billing details, see How Is TaurusDB
Backup Data Billed?

Prerequisites
e Binlog can only be enabled when the following conditions are met:

- If the kernel version of your DB instance is earlier than 2.0.45.230900, the
value of log-bin must be ON. To view and modify the parameter value,
see Modifying Parameters of a DB Instance.

- If the kernel version of your DB instance is 2.0.45.230900 or later, the
value of rds_global_sql_log_bin must be ON.

For details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

e Before viewing and downloading binlogs, you need to enable binlog by
referring to Enabling Binlog.
Constraints
To use binlogs, set the log-bin or rds_global_sql_log_bin parameter to ON. To
query or download binlogs on the management console, submit a service ticket.
Enabling Binlog

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose Logs.

Step 6 Click the Binlog tab.

Step 7 Click Configure Binlog. In the displayed dialog box, enable Binlog and set
Retention Period.
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Figure 18-14 Configuring binlog
Configure Binlog

@ Ensure that the value of rds_global_sgl_log_bin {log-bin in versions earlier
than 2.0.45.230900) is ON, or Binlog cannot be enabled.To configure the
parameter, see Parameter Modification

e The retention period ranges from 1 to 180 days.

e After binlog is disabled, the generated logs will be automatically deleted after
the retention period expires. Deleted logs cannot be restored. Exercise caution
when disabling binlog.

--—-End

Querying and Downloading Binlogs

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Logs.

Step 6 Click the Binlog tab.

Figure 18-15 Viewing binlogs

Errorlogs  SlowQuerylogs  Binlog

e View binlogs generated in the last 15 minutes, last 30 minutes, last 1 hour,
last 24 hours, last 7 days, last 30 days, or a custom time range.
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Figure 18-16 Selecting a time range

[ Custom time ran... ] Feb 05, 2024 18:06:21 — Feb 09, 2024 18:14:15 C
Custom time range Operation
Last 15 minutes
Last 30 minutes
Last 1 hour
Last 24 hours
Last 7 days
Last 30 days

e Click Download in the Operation column to download a binlog to a local PC.

--—-End

18.6 Enabling SQL Audit (OBT)

After you enable the SQL audit function, all SQL operations will be recorded in log
files. You can download audit logs to view details.

By default, SQL audit is disabled because enabling this function may affect
database performance. This section describes how to enable, modify, or disable
SQL audit.

Supported Kernel Versions

The kernel version must be 2.0.60.241200 or later. If your DB engine version is too
early, upgrade it to the latest version by referring to Upgrading the Minor
Version of a DB Instance. For details about how to check the kernel version, see
How Can | Check the Version of a TaurusDB Instance?
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Constraints

Table 18-2 Audit log constraints

Audit Log
Type

Constraint

SQL audit
logs

This function is now in the OBT phase. To use it, submit a
request by choosing Service Tickets > Create Service Ticket in
the upper right corner of the management console. During the
OBT, you will not be billed for enabling this function or for the
OBS storage used for audit logs.

This function is available to TaurusDB Enterprise Edition
instances and serverless instances, but not to multi-primary
instances.

Only SQL statements that have been executed in the kernel
are logged.

During specification changes, configurations need to be
synchronized. As a result, some SQL operations are not logged.

SQL audit logs use the Coordinated Universal Time (UTC) time,
which is not affected by the time zone configuration.

After SQL audit is enabled, TaurusDB records SQL operations in
audit logs. The generated audit logs are temporarily stored in
the instance and then uploaded to OBS and stored in the
backup space.

SQL audit logs that are beyond the retention period are
cleared every hour. If you change the retention period of audit
logs, expired audit logs will be deleted one hour later.

Enabling SQL Audit

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose SQL Audits. On the displayed page, click Set SQL
Audit above the list. In the displayed dialog box, configure information as required

and click OK.
e Enabling or setting SQL audit
- To enable SQL audit, toggle (disabled) to () (enabled).
- Audit logs can be retained from 1 to 732 days and are retained for 7 days
by default.
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Figure 18-17 Setting SQL audit
Set SQL Audit

@ -« If audit logging is enabled, the generated audit log files are temporarily stored in
the local PC. Then they are uploaded to OBS and stored in the backup storage
space.

Audit Log ‘:)

Retention Period 7
Operations Custom W
Al @
DOL creaTe @@ aTer @ DroP
RENAME TRUNCATE REPAIR
OPTIMIZE
DML INSERT DELETE UPDATE
REPLACE SELECT
DCL CREATE_USER DROP_USER
REMAME_USER GRANT REVOKE
ALTER_USER
ALTER_USER_DEFAULT_ROLE
Other BEGIN/COMMIT/ROLLBACK

M rhrnanro CTATERACRIT

Ty

The SQL statements executed by PreparedStatement and scheduled tasks
through a MySQL client will be treated as PREPARED_STATEMENT and
CREATE, respectively. However, the SQL statements executed by
PreparedStatement through JDBC will not be recorded.

You can change the value of the audit_log_buffer_size parameter on the
console to adjust the size of the audit log buffer. For details, see Modifying
Parameters of a DB Instance.
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Table 18-3 Parameter description

Parameter

Level

Description

audit_log_buffer_size

GLOBAL

Size of the audit log
buffer, in bytes.

Default value: 1048576

After SQL audit is enabled, Data Definition Language (DDL), Data
Manipulation Language (DML), Data Control Language (DCL), and other
operation types are supported. The details are as follows:

Table 18-4 DDL types and operations

Type Operation

CREATE create_db, create_event, create_function,
create_index, create_procedure, create_table,
create_trigger, create_udf, create_view

ALTER alter_db, alter_db_upgrade, alter_event,
alter_function, alter_instance,
alter_procedure, alter_table, alter_tablespace

DROP drop_db, drop_event, drop_function,
drop_index, drop_procedure, drop_table,
drop_trigger, drop_view

RENAME rename_table

TRUNCATE truncate

REPAIR repair

OPTIMIZE optimize

Table 18-5 DML types and operations

Type Operation

INSERT insert, insert_select
DELETE delete, delete_multi
UPDATE update, update_multi
REPLACE replace, replace_select
SELECT select
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Table 18-6 DCL types and operations

Type

Operation

CREATE_USER

Create_user

DROP_USER

drop_user

RENAME_USER

rename_user

GRANT grant_roles, grant
REVOKE revoke, revoke_all, revoke_roles
ALTER_USER alter_user

ALTER_USER_DEFAULT_ROLE

alter_user_default_role

Table 18-7 Other types and operations

Type

Operation

BEGIN/COMMIT/ROLLBACK

begin, commit, release_savepoint, rollback,
rollback_to_savepoint, savepoint

PREPARED_STATEMENT

execute_sql,prepare_sql, dealloc_sql

CALL_PROCEDURE

call_procedure

KILL kill
SET_OPTION set_option
CHANGE_DB change_db

UNINSTALL_PLUGIN

uninstall_plugin

INSTALL_PLUGIN

install_plugin

SHUTDOWN shutdown
SLAVE_START slave_start
SLAVE_STOP slave_stop
LOCK_TABLES lock_tables

UNLOCK_TABLES

unlock_tables

FLUSH

flush

XA

Xa_commit,xa_end,xa_prepare,xa_recover,xa_
rollback,xa_start

Disabling SQL audit

To disable SQL audit, toggle () (enabled) to

(disabled).
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If you select the check box "I acknowledge that after audit log is disabled, all
audit logs are deleted." and click OK, all audit logs will be deleted.

/A CAUTION

Deleted audit logs cannot be recovered. Exercise caution when performing
this operation.

--—-End

18.7 Downloading SQL Audit Logs

Constraints

If you enable SQL audit, the system records all SQL operations and uploads logs
every half an hour or when the size is accumulated to 100 MB. You can download
audit logs to view details. The minimum time unit of audit logs is second. By
default, SQL audit is disabled. Enabling this function may affect database
performance.

You are advised to download no more than six audit log files at a time. Too many
files can fail to be downloaded completely due to the limit on the number of
concurrent requests of the browser.

Downloading SQL Audit Logs

Step 1
Step 2

Step 3
Step 4
Step 5
Step 6

Step 7

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.
In the navigation pane, choose SQL Audits.

On the displayed page, select a time range in the upper right corner, select SQL
audit logs to be downloaded in the list, and click Download above the list to
download SQL audit logs in batches.

Alternatively, select an audit log and click Download in the Operation column to
download an individual SQL audit log.

The following figure shows the SQL audit log content. For field descriptions, see
Figure 18-18.

Figure 18-18 TaurusDB audit logs

"§","408543","1159", "Connect™, 2020-03-20T03:35:05 UIC,"","","","",""," ™"
7", "408543","0", "Quit", 2020-03-20T03:35:05 UIC,"","","","","",™ B

"g", "408544","1159", "Connect™, 2020-03-20T03:35:20 UIC,"","","", ", """ ju_ »=
9", "408544", 70", "Quit™, 2020-03-20T03:35:20 UIC,"","","", ", "=, " n we
"10","408546", "1159", "Connect”, 2020-03-20T03:35:35 UIC,"","","","",""," o
"11","408546", 0", "Quit", 2020-03-20T03:35:35 UIC,"","","","","",™ "

12", "408547", "1159", "Connect™, 2020-03-20T03:35:50 UIC,"","","","",""," Ll
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Table 18-8 Audit log field description

Parameter

Description

record_id

ID of a single record, which is the unique global ID of
each SQL statement recorded in the audit log.

connection_id

ID of the session executed for the record, which is the
same as the ID in the show processlist command
output.

connection_status

Session status, which is usually the returned error code
of a statement. If a statement is successfully executed,
the value 0 is returned.

name Recorded type name. Generally, DML and DDL
operations are QUERY, connection and disconnection
operations are CONNECT and QUIT, respectively.

timestamp UTC time for the record.

command_class

SQL command type. The value is the parsed SQL type,
for example, SELECT or UPDATE. (This field does not
exist if the connection is disconnected.)

sqltext Executed SQL statement content. (This field does not
exist if the connection is disconnected.)

user Login account.

host Login host. The value is localhost for local login and is

empty for remote login.

external_user

External username.

ip IP address of the remotely-connected client. For local
connection, the field is empty.
default_db Default database on which SQL statements are
executed.
----End
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1 9 Cold and Hot Data Separation (OBT)

19.1 What Is Cold and Hot Data Separation?

Scenarios

If there are some tables with almost no data reads or writes in your DB instance,
you can use cold and hot data separation to dump their data to OBS. This helps
reduce costs by managing cold and hot data more efficiently.

How It Works

TaurusDB allows you to dump infrequently used InnoDB tables to OBS. These
dumped tables are called cold tables.

Figure 19-1 Diagram
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e Creating cold tables

To free up space and reduce storage costs, you can select tables that do not
need to be modified temporarily and take up a lot of space as cold tables.
Such tables will be dumped to OBS.

e Migrating back cold tables
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Billing

To modify or frequently query certain cold tables, you can migrate the tables
back to your DB instance, and the data of these tables will still be stored in
OBS.

Cold data stored on OBS is billed based on the backup space usage.

Constraints

Precautions

To use cold and hot data separation, submit a request by choosing Service
Tickets > Create Service Ticket in the upper right corner of the management
console.

The kernel version of your DB instance must be 2.0.57.240905 or later. For
details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

Cold and hot data separation is unavailable for serverless instances, multi-
primary instances, instances in a RegionlessDB cluster, or instances with TDE
or cross-region backup enabled.

After cold and hot data separation is enabled, cross-region backup and
manual backup are not supported.

Cold and hot data separation cannot be disabled after being enabled.

After cold and hot data separation is enabled, only full data restoration is
supported. Data can only be restored to a new or the original instance using
backups or point-in-time recovery (PITR).

Temporary tables and views cannot be archived.
The first partition of a partitioned table cannot be archived.

HASH, KEY, LINEAR HASH, LINEAR KEY, or LIST DEFAULT HASH partitions
cannot be archived.

Subpartitions or partitions with subpartitions cannot be archived.
System catalogs cannot be archived.

Tables with full-text indexes cannot be archived.

Cold table operations are unavailable for frozen DB instances.

Do not run DDL or DML statements when creating a cold table.

A DB instance with a cold table created cannot be used as the destination
instance for full restoration or point-in-time restoration.

Cold tables can only be queried and the query is slow. They do not support
DDL or DML statements. You are advised to convert rarely accessed tables
that store archived data to cold tables.

If the table to be archived is a partitioned table, only one partition can be
archived at a time. If multiple partitions need to be archived, archive each
partition separately.

If data is archived by partition, DDL statements can only be executed on
partitions other than the archived partition. The first partition does not
support DROP. REMOVE PARTITIONING is not supported. Table-level DDL
statements are not supported.
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e If there is a foreign key in a cold table, DDL statements cannot be executed
on the primary table corresponding to the foreign key.

e During archiving, special characters in the database name, table name, and
partition name need to be escaped.

e The bucket for storing archived cold data uses a single-AZ parallel file system.
If there is an AZ-level fault, you may not be able to access the cold data.

e After a cold table is migrated back, the cold data will still be stored in the
bucket.

e After migrating a cold table back, you must manually delete the cold data on
the console after the automated backup retention period expires to avoid
ongoing billing for the cold data.

e Restoring data from an instance with cold and hot data separation enabled to
a new instance involves copying the cold data from the bucket, leading to a
longer restoration duration.

How to Use
e Dumping cold table data

You can create cold tables on the console. The data of the cold tables is
stored on OBS, freeing up storage space and reducing storage costs. For
details, see Configuring a Cold Table on the Console.

e Querying cold table data

Just like querying data from any ordinary table, you can run SELECT
statements to query cold table data. For details, see Configuring a Cold
Table Using SQL Statements.

e Modifying cold table data

To modify a cold table that has been dumped to OBS, you can migrate the
table back to your instance on the console, but the data of the table is still
stored in OBS. To delete data from OBS, submit a service ticket.

e Deleting cold table data

After a cold table is created, DDL statements cannot be executed on the cold
table. This means that the table cannot be deleted directly, and neither can
the database it belongs to.

To delete a cold table, migrate it back and run the drop command.

Disclaimer

e During migration using DRS, if you want to retain cold table data of a source
database, migrate cold tables back to the source database and then migrate
the database using DRS.

e |t takes longer to query data in cold tables. If there are too many cold tables,
a large number of slow query logs may be generated.

e To prevent an operation failure, do not create or migrate back a cold table
when any other operation is being performed on the instance.

19.2 Configuring a Cold Table

This section describes how to configure a cold table.
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Constraints

You can configure a cold table in either of the following ways:

On the console: You can create and migrate back a cold table on the console.

Using SQL statements: You can create, query, and migrate back a cold table
using SQL statements. If there are more than 100,000 tables in your DB
instance, you can create and migrate back a cold table only using SQL
statements.

To use cold and hot data separation, submit a request by choosing Service
Tickets > Create Service Ticket in the upper right corner of the management
console.

The kernel version of your TaurusDB instance must be 2.0.57.240905 or later.
For details about how to check the kernel version, see How Can | Check the
Version of a TaurusDB Instance?

Cold data archiving can only be enabled for cluster instances.

Cold tables can only be queried using SELECT statements and the query speed
is slow. Do not configure tables storing frequently updated data as cold
tables.

Hot and cold data separation cannot be enabled for instances with TDE or
cross-region backup enabled.

Only the structure of a cold table can be backed up. Cold data cannot be
backed up or restored.

During migration using DRS, if you want to retain cold table data of a source
database, migrate cold tables back to the source database and then migrate
the database using DRS. Otherwise, the cold tables will be migrated to empty
tables of the destination database.

To prevent a creation failure, do not run DDL or DML statements on the
selected table.

Configuring a Cold Table on the Console

Step 1 Log in to the management console.

Step 2

Step 3
Step 4
Step 5

Step 6

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, click Cold and Hot Data Separation.

Click on the right of Cold and Hot Data Separation. In the displayed
dialog box, click OK.
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Figure 19-2 Enabling cold and hot data separation

Cold and Hot Data Separation D

Enable Cold and Hot Data
Separation?

sabled after being enabled.

cannot be d
tables c

r/’—"\‘

Step 7 Click Create Cold Table.

Figure 19-3 Creating a cold table

Step 8 In the displayed dialog box, search for the name of the database, table, or
partition to be archived as cold data.

Step 9 Select the tables or partitions to be archived as cold data.

Figure 19-4 Selecting the tables to be archived

Create Cold Table

+ Cold tables can only be queried using SELECT statement and the query speed is slow: Configure tables storing a large amount of archived data as cold tables. Do not X
configure tables storing frequently updated data as cold tables.

« Cold tables cannot be created for DB instances with TDE or cross-region backup enabled

+ Only the structure of a cold table can be backed up. Cold data cannot be backed up or restored

« During migration using DRS, If you want to retain cold table data of a source database, migrate cold tables back to the source database and then migrate the database
using DRS. Otherwise, the cold tables will be migrated to empty tables of the destination database.

Tal ords found: 1) () Seles Cold Tables
Database Name: test X Table Name: table1 X Q Database Name Table Name Partition Name Operation
Add filte: X
test tabled - Delete
O @ test
table

(Ccanat )

Step 10 Click OK.
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Step 11 After the cold table is created, view its details.

Figure 19-5 Viewing details about a cold table

Operation

Tota Records.

Step 12 If you need to modify a cold table or frequently query the table, click Migrate
Back in the Operation column to migrate the table back to the DB instance.

(11 NOTE

You are advised to migrate back cold tables during off-peak hours because this operation
can take a long time.

Figure 19-6 Migrating back a cold table

Migrate Back

« A migration takes a long period of time. Migrate data back during off-peak hours.
Migrate partition table1 back to instance gauss-4184?
Database Name Table Name Partition Name Table Status

test table1 - O Archived

Confirm the task and click OK.

--—-End

Configuring a Cold Table Using SQL Statements

When configuring a cold table using SQL statements, you need to use DAS or a
client (such as the mysql client) to connect to your TaurusDB instance and then
run the corresponding SQL statements. The following procedure uses DAS as an
example.

Step 1 On the Instances page, locate an instance and click Log In in the Operation
column.

Figure 19-7 Logging in to an instance

Nameid & Descr. © | DBinsta.. | DBEn..©  Staws | BilingMode & | PrivatelP.. | ProxyAd.

Step 2 On the displayed page, enter the correct username and password and click Test
Connection. After the connection is successful, click Log In.
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Figure 19-8 Login page

Instance Login Information

DE Instance Mame  Taurusdb-b921 DE Engine Version  TaurusDB
# Login Usemame root
* Password =™ (l Test Connection \)

@ Connection is successful.

Remember Password Your password will be encrypted and stored securely.
Description

Show Executed SOL Statements @ D
T not enabled, the executed SQL statements cannot be viewed, and you need to input each SQL statement

manually
Step 3 Choose SQL Operations > SQL Query.

Figure 19-9 SQL Operations

SQL Operations. Database Management Import and Export Account Management
TaurusDB

saL
1/  DBinstance Name: Taurusdb-b__. . auusDB

Step 4 Configure a cold table using SQL statements.
e C(Creating a cold table

CALL dbms_schs.make _io_transfer("start", "database name",
"“table_name", " partition_name", "", "obs");

Example:
CALL dbms_schs.make _io_transfer("start", "test", "table1"”, "", "", "obs");

Figure 19-10 Creating a cold table

& curemoaane cotost E Mastor SutchSQL Exscuton o asse cna s comm o

e Querying data from a cold table
select * from table name;
Example:
select * from table1;
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Figure 19-11 Querying data from a cold table

fo— sir LEacitontode | segussasss || Crescerser

e Querying the archiving or migration status
CALL dbms_schs.show_io_transfer(" database_name", " table_name",
" partition_name");
Example:
CALL dbms_schs.show _io_transfer("test", "table1", "");
Figure 19-12 Querying the archiving or migration status

e Migrating back a cold table
CALL dbms_schs.make_io_transfer("start", "database_name",
“table name", " partition_name", "obs", "");
Example:
CALL dbms_schs.make_io_transfer("start", "test", "table1"”, "", "obs", "");
Figure 19-13 Migrating back a cold table

e Querying all cold tables on an instance as user root
CALL sys.schs_show_all( "database name", "table_name",
" partition_name");
Examples:
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----End

Querying all cold tables on an instance

CALL sys.schs_show_all( "", "", "");

Querying all cold partitions or cold tables whose database name is test
CALL sys.schs_show_all( "test", "", "");

Querying cold partitions or cold tables whose database name is test and
table name is table1

CALL sys.schs_show_all( "test"”, "table1”, "");
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20 HTAP Analysis (Standard Edition)

20.1 What Is HTAP of Standard Edition?

Hybrid Transactional and Analytical Processing (HTAP) is a data architecture that
handles both online transactional processing (OLTP) and online analytical
processing (OLAP) workloads.

It uses the column-based storage engine and Single Instruction Multiple Data
(SIMD) for parallel compute. In massive data analysis scenarios, HTAP analysis
provided by TaurusDB frees you from having to independently maintain data
extraction and synchronization links. It reduces data management costs and
provides simple and efficient real-time data analysis.

HTAP of Standard Edition is developed based on the open-source StarRocks.

Product Architecture

HTAP instances are deployed on ECSs and use extreme SSDs or ultra-high /O
disks.

You can enable binlog for your TaurusDB instance to synchronize data and
operations to HTAP instances. Synchronized operations include inserting table,
deleting tables, and changing table structures. After data is synchronized to an
HTAP instance, you can access the HTAP instance through its private IP address for
data analysis.

An HTAP instance of the standard edition provides frontend (FE) and backend (BE)
nodes. The FE nodes manage metadata, manage client connections, and plan and

schedule queries. Each FE node stores and maintains a complete metadata backup
in the memory to ensure data consistency between FE nodes. The BE nodes are for
data storage and SQL computing.
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Figure 20-1 Product architecture

FE

1 JE \.

CDC(Binldg)

Catalog Manager Catalog Manager Catalog Manager
SQL parser/Optimizer

Query coordinator Query coordinator Query coordinator
Row based execution engine
BE
Row based table Vectorized execution Vectorized execution Vectorized execution
engine engine engine
Column based table Column based table Column based table

| | |

There are three roles for FE nodes.

Figure 20-2 FE node roles

Node List

NodeType | Status Biling Mode: Instance Speciic..  Storage Type Storage Space(GB) | AZ Prhvate P Addres..  Operation

e The fe-leader nodes read and write metadata. The fe-follower and fe-observer
nodes can only read metadata and route write requests for metadata to the
fe-leader nodes. The fe-leader nodes update the metadata and synchronize
the metadata changes to the fe-follower and fe-observer nodes.

e The fe-follower nodes can only read metadata.

e The fe-observer nodes synchronize and replay logs from the fe-leader nodes
to update metadata. The fe-observer nodes are used to increase query
concurrency of a cluster.

Main Features
e  Massively Parallel Processing (MPP) architecture
Multiple nodes are used to execute queries in parallel.
e High performance

It supports vectorized engines and CBO optimizers and excels in queries for
large and wide tables and multi-table join operations.

e Standard SQL
Query statements comply with the SQL-92 standard.
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Constraints

Billing

Precautions

Data compression for storage

Column-based storage and data compression greatly reduce your storage
costs for any given set of conditions.

Aggregation of multiple data sources

Data in multiple TaurusDB databases can be synchronized to a given HTAP
instance.

HTAP of Standard Edition is only available in the following regions:

AP-Singapore
AF-Johannesburg

For details, see HTAP Instance Billed Items.

When you query data in an HTAP instance, character string comparison and
the names of databases, tables, views, users, and roles are case sensitive, but
the names of columns and partitions are case insensitive.

A Duplicate Key table is used when tables without primary keys in a TaurusDB
instance are synchronized to an HTAP instance.

A primary key value can be up to 128 bytes long.
Strings must be encoded using UTFS8.

Some DDL statements executed on TaurusDB instances cannot be
synchronized to HTAP instances, which may cause synchronization failures or
data inconsistencies.

The DDL statements that can be synchronized and cannot be synchronized
are as follows:

- DDL statements that can be synchronized

Table 20-1 DDL statements that can be synchronized

DDL Name SQL Example
Creating a CREATE DATABASE db_name;
database CAUTION

DDL statements for creating a database are only supported
in instance-level full synchronization scenarios.

Deleting a DROP DATABASE db_name;
database CAUTION

DDL statements for deleting a database are only supported
in instance-level full synchronization scenarios.
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DDL Name

SQL Example

Creating a table

CREATE TABLE tbl_name (c_id int not null, c_d_id
integer not null, primary key (c_id));
CAUTION

When creating a table using CREATE TABLE ¢7 LIKE £2,

ensure that the tables in the statement are in the same
synchronization task.

Dropping a DROP TABLE tbl_name;

table

Renaming a RENAME TABLE tbl_name to new_tbl_name;
table

ALTER TABLE tbl_name RENAME TO new_tbl_name;

Clearing table
data

TRUNCATE TABLE tbl_name;

Altering table
comments

ALTER TABLE tbl_name COMMENT="test’;

Adding a
column (non-
primary key
column)

ALTER TABLE tbl_name ADD c_varchar varchar(2000)
AFTER c_tinytext;

Deleting a
column (non-
primary key
column)

ALTER TABLE tbl_name DROP c_vchar;

Changing the
type and
sequence of a
column (non-
primary key
column)

ALTER TABLE tbl_ name CHANGE c_vchar c_vchar
varchar(2000) default 'test' AFTER c_tinytext;
CAUTION

The column name and default value cannot be changed.
ALTER TABLE tbl_name MODIFY c_vchar
varchar(2100) default 'test' AFTER c_tinytext;

CAUTION
The default value cannot be changed.

Creating a view

CREATE VIEW view_name as select * from tbl_name;

Dropping a
view

DROP VIEW view_name;

Altering a view

ALTER VIEW view_name AS select * from tbl_name;

DDL statements that cannot be synchronized

After a database synchronization task, only tables and data can be
synchronized. Operations for databases, functions, stored procedures,
triggers, partitions (DELETE operations), primary keys (INSERT/DELETE/
ALTER operations), transactions, users, roles, privileges, and events cannot

be synchronized.
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Table 20-2 list partitioned table-related operations that cannot be

synchronized

Table 20-2 Partitioned table-related operations that cannot be

synchronized

DDL Name

SQL Example

Analyzing a table
partition

ALTER TABLE {db}.tp ANALYZE PARTITION pO;

Checking a table
partition

ALTER TABLE {db}.tp CHECK PARTITION pO;

Optimizing a table
partition

ALTER TABLE {db}.tp OPTIMIZE PARTITION p0;

Re-building a table
partition

ALTER TABLE {db}.tp REBUILD PARTITION p0;

Repairing a table
partition

ALTER TABLE {db}.tp REPAIR PARTITION pO;

Creating a database

CREATE DATABASE ddl_test_2;

Modifying a row
format

ALTER TABLE tbl_name ROW_FORMAT =
row_format;

Setting persistent
table statistics

ALTER TABLE tbl_name STATS_PERSISTENT=0,
STATS_SAMPLE_PAGES=20,STATS_AUTO_RECALC
=1, ALGORITHM=INPLACE, LOCK=NONE;

Setting a table
character set

ALTER TABLE tbl_name CHARACTER SET =
charset_name;

Converting a table
character set

ALTER TABLE tbl_name CONVERT TO
CHARACTER SET charset_name;

Rebuilding a table
without data

ALTER TABLE tbl_name ENGINE=InnoDB;

Adding a table
partition

ALTER TABLE {db}.tp ADD PARTITION
(PARTITION p3 VALUES LESS THAN (2006) );

Setting the default
character set and
verification rules for
a table

ALTER TABLE tbl_name DEFAULT CHARACTER
SET = utf8 COLLATE = utf8_general_ci;

Table creation statements cannot contain CHECK or table options.

During data synchronization, operations in Table 20-3 may cause data
inconsistency between HTAP instances and TaurusDB instances. You
should avoid these operations.

They do not affect data query and analysis on HTAP instances.
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Table 20-3 DDL operations that result in data inconsistency

DDL Name

SQL Example

Deleting a primary
key

ALTER TABLE tbl_name DROP PRIMARY KEY;

Adding a primary
key

ALTER TABLE {db}.t1 ADD PRIMARY KEY (id);

Adding a primary
key and deleting a
primary key

ALTER TABLE tbl_name DROP PRIMARY KEY,
ADD PRIMARY KEY (column);

Setting a primary
key to NULL

ALTER TABLE tbl_name MODIFY COLUMN
key_column_name data_type;

Changing the type
of a primary key

ALTER TABLE tbl_name MODIFY COLUMN
key_column_name data_type not null;

Adding a column

NOTE
Common columns
can be added. If
columns contain the
following default
values, they cannot
be added.

Functions, character
strings, and
identifiers that
cannot be found in
HTAP instances

ALTER TABLE tbl_name ADD COLUMN
column_name column_definition

¢ VARCHAR(10) DEFAULT (CONCAT('1', '2'));

Setting the default
value of a column

NOTE
If columns contain
the following default
values, you cannot
reset default values
for the columns.

Functions, character
strings, and
identifiers that
cannot be found in
HTAP instances

ALTER TABLE tbl_name ALTER COLUMN col SET
DEFAULT literal;

Changing NULL in
tables to NOT NULL

ALTER TABLE tbl_name MODIFY COLUMN
column_name data_type NOT NULL;

Changing the
column name and
type at the same
time

ALTER TABLE t1 CHANGE b b1 VARCHAR(100);

Changing the name
of a column

ALTER TABLE t1 RENAME COLUMN a TO b;
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DDL Name

SQL Example

Creating a table
without a primary
key

ALTER TABLE t1 ADD COLUMN (c2 INT
GENERATED ALWAYS AS (c1 + 1)STORED);

Adding a STORED
derived column

ALTER TABLE {db}.t1 ADD COLUMN (st2 INT
GENERATED ALWAYS AS (c2 + 2)STORED),
ALGORITHM=COPY;

Adding a VIRTUAL
derived column

ALTER TABLE t1 ADD COLUMN (c2 INT
GENERATED ALWAYS AS (c1 + T)VIRTUAL);

Dropping a table
partition

ALTER TABLE {db}.tp DROP PARTITION p4;

Discarding a table
partition

ALTER TABLE {db}.tp DISCARD PARTITION p2
TABLESPACE;

Importing a table
partition

ALTER TABLE {db}.tp IMPORT PARTITION p2
TABLESPACE;

Truncating a table
partition

ALTER TABLE {db}.tp TRUNCATE PARTITION p2;

Truncating a
partitioned table

TRUNCATE {db}.tp;

Coalescing table
partitions

ALTER TABLE {db}.tp_hash COALESCE PARTITION
2;

Reorganizing table
partitions

ALTER TABLE {db}.tp REORGANIZE PARTITION
pO,p1,p2,p3 INTO (... );

Exchanging table
partitions

ALTER TABLE {db}.tp EXCHANGE PARTITION p0O
WITH TABLE {db}.tp2;

Removing a table
partition

ALTER TABLE {db}.tp REMOVE PARTITIONING;

Using a REPLACE
clause

CREATE OR REPLACE TABLE;

Renaming a view

RENAME TABLE old_view_name TO
new_view_name;

Table 20-4 DDL operations that have been ignored during
synchronization (no impacts)

DDL Name

SQL Example

Adding an index

ALTER TABLE tbl_name ADD INDEX name;

Renaming an index

ALTER TABLE tbl_name RENAME INDEX
old_index_name TO new_index_name;
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DDL Name

SQL Example

Dropping an index

DROP INDEX name ON table;

Adding a full-text
index

CREATE FULLTEXT INDEX name ON
table(column);

Adding a spatial
index

ALTER TABLE geom ADD SPATIAL INDEX(g);

Modifying the type
of an index

ALTER TABLE tbl_name DROP INDEX i1, ADD
INDEX i1(key_part,...) USING BTREE;

Adding an index
constraint

ALTER TABLE tbl_name ADD CONSTRAINT
UNIQUE USING BTREE (column);

ALTER TABLE tbl_name ADD CONSTRAINT
UNIQUE USING HASH (column);

Optimizing a table

OPTIMIZE TABLE tbl_name;

Rebuilding a table
using the FORCE
option

ALTER TABLE tbl_name FORCE;

Renaming a
tablespace

ALTER TABLESPACE tablespace_name RENAME
TO new_tablespace_name;

Adding a foreign
key

ALTER TABLE tbl1 ADD CONSTRAINT fk_name
FOREIGN KEY index (col1)REFERENCES
tbl2(col2) referential_actions;

Deleting a foreign

key

ALTER TABLE tbl DROP FOREIGN KEY fk_name;

The names of the databases and tables to be synchronized cannot contain
Chinese characters.

To improve performance, you can use the following methods to optimize
queries:

Simplify SQL statements by reducing invalid calculations, deleting unused

fields, and avoiding SELECT.
Instead of querying all columns, delete those that are unnecessary.

Tables to be synchronized use the OLAP engine and primary key model by
default.

The column names of tables to be synchronized can contain the following
characters:

Letters (A-Z and a-z)

Digits (0-9)
Underscores ()

Here are descriptions and restrictions on view synchronization:

- By default, views are not synchronized. If the sync_view parameter is set
to true, data and views are synchronized. If the sync_view parameter is
set to only_sync_view, only views are synchronized.
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- You can only create a view synchronization task after creating a data
synchronization task.

- View synchronization can be enabled for only one synchronization task of
a given database.

- When you select a synchronization view, the source database name must
be the same as the destination database name.

- Some view-related DDL statements cannot be synchronized, for example,
the rename table statement used to rename a view.

- A cross-database view may fail to be synchronized if dependent
databases are not synchronized.

- If a function or syntax that is not supported by HTAP instances is used in
a view, the view cannot be synchronized.

- If a view fails to be synchronized, you can manually create it on an HTAP
instance after the fault is rectified.

- When view synchronization fails, alarms and error information are
reported. You can connect to an HTAP instance and run show sync job to
view SyncErrViews (views that failed to be synchronized) and
SyncErrMsg (detailed error information). To clear alarms and error
information, you can run alter sync synchronization_task_name setting
"SyncErrViewMsg" = "", "SyncErrViews"="";

- View synchronization failures do not affect table data synchronization.

- The kernel version of your TaurusDB instance must be 2.0.57.240900 or
later. For details about how to check the kernel version, see How Can |
Check the Version of a TaurusDB Instance?

e After connecting to a standard HTAP instance, run the following command to
view the databases synchronized from TaurusDB to the standard HTAP
instance and the synchronization status.

As this command queries the binlog information in TaurusDB, it may consume
the hourly query quota. You are advised to run this command at most once a

minute.
show sync job;

20.2 Connecting to an HTAP Instance for Complex
OLAP Queries

You can let an application directly connect to an HTAP instance to enable complex
OLAP queries.

Operation Process
Step 1: Buy a Standard HTAP Instance
Step 2: Synchronize TaurusDB Instance Data to the Standard HTAP Instance
Step 3: Connect to the HTAP Instance for OLAP Queries

Prerequisites

e Parameters have been configured for a TaurusDB instance according to the
following table.
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Table 20-5 Parameter description

Parameter

Value

How to Modify

default_authentication_
plugin

mysql_native_password

Modifying Parameters
of a DB Instance

binlog_expire_logs_seco
nds

86400

NOTE
It is recommended that
the binlog retention
period be greater than
one day. 86,400s = 60
(seconds) x 60 (minutes)
x 24 (hours). This
prevents incremental
replication failures
caused by a short binlog
retention period.

Modifying Parameters
of a DB Instance

log_bin

NOTE
To use this parameter,
ensure that the TaurusDB
kernel version is earlier
than 2.0.45.230900.

For details about how to
check the kernel version,
see How Can | Check
the Version of a
TaurusDB Instance?

ON

How Do | Enable and
View Binlog of My
TaurusDB Instance?

rds_global_sql_log_bin

NOTE
To use this parameter,
ensure that the TaurusDB
kernel version is
2.0.45.230900 or later.

For details about how to
check the kernel version,
see How Can | Check
the Version of a
TaurusDB Instance?

ON

How Do | Enable and
View Binlog of My
TaurusDB Instance?

binlog_format

ROW

Run the SHOW
VARIABLES; command
to check the parameter
value. If you need to
change the parameter
value, submit a service
ticket.
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Parameter Value How to Modify
binlog_row_image FULL Run the SHOW

VARIABLES; command
to check the parameter
value. If you need to
change the parameter
value, submit a service

ticket.
log_bin_use_v1_row_ev | OFF Run the SHOW
ents VARIABLES; command

to check the parameter
value. If you need to
change the parameter
value, submit a service
ticket.

e Databases and tables have been created for the TaurusDB instance.

Step 1: Buy a Standard HTAP Instance

1. Log in to the management console.

2. Click 7 i the upper left corner and select a region and project.

3. Click = in the upper left corner of the page and choose Databases >
TaurusDB.

4. On the Instances page, locate a TaurusDB instance and click its name to
access the Basic Information page.

5. In the navigation pane, choose HTAP Analysis. On the displayed page, click
Create HTAP Instance.

6. In the DB Instance Information area, check the current TaurusDB instance
information.

Figure 20-3 Checking TaurusDB instance information

DB Instance Information

7. Set parameters for the standard HTAP instance.
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Figure 20-4 Setting parameters for the standard HTAP instance

Billing Mode Yearly/Monthly Pay-per-use

Instance Edition
HTAP Instance Type “ Cluster
Storage Type Ultra-high 110 m

AZ cn-north-4b n-north-4c AT
Time Zone (UTC+08.00) Beijing, Chongging, Hong Kon... ¥
Security Group default v | C View Security Group

s to DB instances apply to all DB instance

Ensure that port 3306 of the security group allows traffic from your server IP address to the DB instance.

Security Group Rules ~  Add Inbound Rule

Instance Specifications General-enhanced

Backend Node Spedifications 4vCPUs |16 GB \
Currently selected: ~ General-enhanced 4vCPUs 16 GB

Backend Node Storage (GB) UU\ 0 |+ @
50 6400 12750 19,100 2000

Backend Nodes 1

Frontend Mode Specifications | 4VCPUS| 16 GB v

ted:  General-enhanced 4 vCPUs 16 GB

50 GB

Frontend Node Storage (GB) UH\ 0 |+ @
50 m 30 500 1,000

Frontend Nodes !
Administrator root
Administrator Password Keep your passward secure. The system cannot retrieve your password.
Confirm Password
Reguired Duration 2 3 4 5 (] 7 8 9 months 1 year 2years 3 years Auto-renew (7)

Table 20-6 Parameter description

Parameter Description

Billing Mode Select Pay-per-use or Yearly/Monthly.
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Parameter

Description

HTAP Instance
Type

Select Single or Cluster.

e Single: There is only one FE node and one BE node. It
is used only for function experience and testing and
does not ensure SLA.

e Cluster: There are at least three FE or BE nodes and at
most 10 FE or BE nodes.

Storage Type

Select Extreme SSD or Ultra-high 1/0.

e Extreme SSD: uses a 25GE network and RDMA to
provide you with up to 1 million random read/write
performance per disk and low latency per channel.

e Ultra-high 1/0: uses multi-disk striping to balance I/O
loads among multiple disks, improving read/write
bandwidth. The maximum throughput is 1.7 GB/s.

AZ Type Only single-AZ is available.
AZ Select an AZ as needed.
Time Zone Select a time zone for your instance based on the region

hosting your instance. The time zone is selected during
instance creation and cannot be changed after the
instance is created.

Security Group

The default value is the security group of the TaurusDB
instance. You are advised to keep the security group
consistent with that of the TaurusDB instance.

Instance
Specifications

Only general-enhanced is available.

Backend Node
Specifications

Select the BE node specifications.
The BE nodes are for data storage and SQL computing.

Backend Node
Storage (GB)

Select the storage for BE nodes. The default storage is 50
GB and can be expanded to up to 32,000 GB.

Backend Nodes

e A single-node instance has only one BE node.

e A cluster instance has 3 to 10 BE nodes. You can apply
for a maximum of 10 nodes at a time.

Frontend Node
Specifications

Select the FE node specifications.

The FE nodes manage metadata, manage client
connections, and plan and schedule queries.

Frontend Node
Storage (GB)

Select the storage for FE nodes. The default storage is 50
GB and can be expanded to up to 1,000 GB.

Frontend
Nodes

e A single-node instance has only one FE node.

e A cluster instance has 3 to 10 FE nodes. You can apply
for a maximum of 10 nodes at a time.
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Parameter Description

Administrator The default username is root.

Administrator | The password must consist of 8 to 32 characters and
Password contain at least three types of the following characters:
uppercase letters, lowercase letters, digits, and special
characters (~!@#%M*-_=+7?,()&$|.). Enter a strong
password and periodically change it to improve security
and defend against threats such as brute force cracking

attempts.
Confirm Enter the administrator password again.
Password
Required This parameter is only available for yearly/monthly
Duration instances. The system will automatically calculate the fee
based on the selected required duration. The longer the
required duration is, the larger discount you will enjoy.
Auto-renew e This parameter is only available for yearly/monthly

instances and is not selected by default.

e If you select this parameter, the auto-renew cycle is
determined by the selected required duration.

8. Click Next in the lower right corner.
- For pay-per-use instances, go to 9.
- For yearly/monthly instances, go to 10.
9. Confirm the information and click Submit.
To modify the instance information, click Previous.
10. Confirm the order.
- To modify the instance information, click Previous.

- If you do not need to modify your settings, click Pay Now. On the order
page, complete the payment.

11. On the HTAP instance list page, view and manage the HTAP instance.

Step 2: Synchronize TaurusDB Instance Data to the Standard HTAP Instance

1. On the Instances page, locate a TaurusDB instance and click its name to
access the Basic Information page.

2. In the navigation pane, choose HTAP Analysis.
3. Click the name of an HTAP instance to access the Basic Information page.

4. In the navigation pane, choose Data Synchronization. On the displayed page,
click Create Synchronization Task.

5. Configure required parameters.
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Figure 20-5 Creating a synchronization task

DB Instance

Synchronize data from another TaurusDB DB instance

Synchronize Read Replica Data

Yes No

Node ID Node Name

Instance-level Synchronization

Yes No

Database Synchronization Scope

All databases Some databases

Synchronization Task Name @

If the source database name contains special characlers, the system randomly generates a synchronization task name and a destination database name.

Parameter Settings
Parameter Name Value Value range Description
binlog_expire_logs_seconds 86,400 0-504800 binlog expired time, 0 means no limitation, a...
max_full_sync_task_threads... 2 14 Number of fully synchronized threads
max_sync_commit_bytes 94,371,840 10485760-536870... Maximum number of bytes per commit
max_incremental_sync_task. .. 2 18 Number of incremental synchronized threads
expect_{ablet_num_for_one. 2 0-500 Expected default bucket num for one pariitio...
is_auto_merge_data_sync false v true, false Whether it is a temporary task pending merg.

Total Records' 17 10 v 1 2 >

Synchronization Scope

Alltables Some tables

Wildcard Supporied by Table Name

-

If this parameter is set to Yes, tables specified with wildcards (*) can be added, but they cannot be added in the Configure Table Operations area. If this parameter is set to No, tables specified with wildcards (*) cannot be added.

Selected Table

Synchronization Scope - Whitslist ( Add )( Dekte )( De\eleA\I)

Select a property or enter a keyword

Table Name Operation

No data available.
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Table 20-7 Parameter description

Parameter

Description

Replica Data

Synchronize Read

Controls whether to synchronize full data from a read
replica. During a full synchronization, ensure that the
read replica is available, or the synchronization will fail
and you will need to perform the synchronization again.

e Yes: Full data is synchronized from the selected read
replica, preventing query load on the primary node
during a full synchronization. If there is only one
read replica, this node is selected by default.

e No: No synchronization is performed.

Instance-level
Synchronization

Controls the synchronization of one or multiple
databases. This parameter is in the OBT phase. To use
this parameter, submit a service ticket.

e Yes: A synchronization task can synchronize multiple
or all databases.

e No: A synchronization task can synchronize only one
database.

Database
Synchronization
Scope

This parameter is only displayed when Instance-level
Synchronization is set to Yes.

e All databases: All databases are synchronized by
default. You do not need to specify any database
name.

e Some databases: You need to specify two or more
database names.

Synchronization

The name can contain 3 to 128 characters. Only letters,

Task Name digits, underscores (_) are allowed.
Destination The name can contain 3 to 128 characters. Only letters,
Database digits, underscores (_) are allowed.

This parameter is not displayed when Database
Synchronization Scope is set to All databases.

When Assign Requests to Row and Column Store Nodes
is enabled, the source database name must be the same
as the destination database name.

Database to be
Synchronized

Select a database that the data will be synchronized to
from the drop-down list. You can modify the database
parameters of the HTAP instance as required. The drop-
down list is hidden when Database Synchronization
Scope is set to All databases.

Synchronization

Scope

Select All Tables or Some Tables.
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Parameter Description
Wildcard This parameter is only displayed when Instance-level
Supported by Synchronization is set to Yes and Synchronization
Table Name Scope is set to Some tables.

In an instance-level synchronization scenario, you can
determine whether table names in the blacklist or
whitelist support wildcards * and ?.

The wildcard * matches zero or more characters, and
the wildcard ? matches exactly one character.

Synchronization If Synchronization Scope is set to Some Tables, you
Scope: Whitelist | need to configure tables for the blacklist or whitelist.

e You can set either a blacklist or a whitelist. If you
select the whitelist, only the tables in the whitelist
are synchronized. If you select the blacklist, the
tables in the blacklist are not synchronized.

e The tables to be synchronized must contain primary
keys or a non-empty unique key, or they cannot be
synchronized to the HTAP instance.

e Extra disk space may be used during backend data
combination and query. You are advised to reserve
50% of the disk space for the system.

e When setting the table blacklist or whitelist, you can
enter multiple tables in the search box at a time. The
tables can be separated by commas (,), spaces, or
line breaks (\n). After entering multiple tables, you

need to click Q. These tables will be selected by
default and displayed in the Selected Table area.

Configure Table Enable or disable it as required.

Operations e Enabled: Select a synchronized table on the left and

perform operations on its columns. The operations
include order by, key columns, distributed by,
partition by, data_model, buckets, replication_num,
and enable_persistent_index. Multiple operations are
separated by semicolons (;).

For details about the syntax, see Table 20-8.

e Disabled: No operations are required.

Table 20-8 Operation syntax

Operation Syntax
Type

order by order by (column1, column2) or order by column1,column2

key columns | key columns (column1, column2) or key columns
column1,column2
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Operation
Type

Syntax

distributed
by

distributed by (column1, column2) buckets 3

NOTE
buckets is optional. If it is not set, the default value is used.

partition by

There are expression partitions and list partitions. For
details, see the partition syntax example.

data_model

Specifies the table type. The value can be primary key,
duplicate key, or unique key.

Syntax:

data_model=primary key, data_model=duplicate key, or
data_model=unique key

replication_n
um

replication_num=3

NOTE
The value cannot exceed the number of BE nodes, or the
verification fails.

enable_persis
tent_index

Specifies whether to make the index persistent. Syntax:

enable_persistent_index=true or
enable_persistent_index=false

Combined
scenario

data_model=duplicate key;key columns column1, column2;

Partition syntax example:

You only need to set a partition expression (time function expression or
column expression) when creating a table. During data import, an HTAP
instance automatically creates partitions based on the data and the rule
defined in the partition expression.

Partitioning based on a time function expression: If data is often queried
and managed based on a continuous date range, you only need to specify a
partition column of the date type (DATE or DATETIME) and a partition
granularity (year, month, day, or hour) in the time function expression. An
HTAP instance automatically creates partitions and sets the start time and
end time of the partitions based on the imported data and partition

expression.
Syntax:

PARTITION BY expression

[ PROPERTIES( 'partition_live_number' = 'xxx' ) ]

expression ::=

{ date_trunc ( <time_unit>, <partition_column>) |
time_slice ( <partition_column>, INTERVAL <N> <time_unit> [ , boundary ] ) }
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Table 20-9 Parameter description

Parameter Mandatory Description

expression Yes Currently, only the date_trunc and
time_slice functions are supported. If you
use time_slice, you do not need to
configure the boundary parameter
because this parameter can only be set to
floor by default. It cannot be set to ceil.

time_unit Yes Partition granularity. Currently, the value
can only be hour, day, month, or year. It
cannot be week. If the partition
granularity is hour, the partition columns
can only be of the DATETIME type. They
cannot be of the DATE type.

partition_colu Yes Partition column.

mn e Only the date type (DATE or
DATETIME) is supported. If date_trunc
is used, the partition column can be of
the DATE or DATETIME type. If
time_slice is used, the partition
column can only be of the DATETIME
type. The value of the partition column
can be NULL.

e |If the partition column is of the DATE
type, the value range is from
0000-01-01 to 9999-12-31. If the
partition column is of the DATETIME
type, the value range is from
0000-01-01 01:01:01 to 9999-12-31
23:59:59.

e Currently, only one partition column
can be specified.

Example: If you often query data by day, you can use the partition expression
date_trunc (), set the partition column to event_day, and set the partition
granularity to day during table creation. In this way, data is automatically
partitioned based on dates when being imported. Data of the same day is
stored in the same partition. Partition pruning can significantly improve
queries.

CREATE TABLE site_access1 (
event_day DATETIME NOT NULL,
site_id INT DEFAULT '10',
city_code VARCHAR(100),
user_name VARCHAR(32) DEFAULT ",
pv BIGINT DEFAULT '0'
)
DUPLICATE KEY (event_day, site_id, city_code, user_name)
PARTITION BY date_trunc('day’, event_day)
DISTRIBUTED BY HASH (event_day, site_id);
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Partitioning based on the column expression: If you often query and
manage data based on enumerated values, you only need to specify the
column representing the type as the partition column. An HTAP instance
automatically divides and creates partitions based on the partition column
value of the imported data.

Syntax:

PARTITION BY expression
[ PROPERTIES( 'partition_live_number' = 'xxx' ) ]

expression ::=
( <partition_columns> )

partition_columns ::=
<column>, [ <column> [,...] ]

Table 20-10 Parameter description

Parameter Mandator | Description
y
partition_colum | Yes Partition columns.
ns e The value can be a Character (BINARY is

not supported), Date, Integer, or
Boolean value. The value cannot be
NULL.

e After the import, a partition
automatically created can contain only
one value of each partition column. If
multiple values of each partition
column need to be contained, use list
partitioning.

Example: If you often query the equipment room billing details by date range
and city, you can use a partition expression to specify the date and city as the
partition columns when creating a table. In this way, data of the same date
and city is grouped into the same partition, and partition pruning can be used
to significantly accelerate queries.
CREATE TABLE t_recharge_detail1 (

id bigint,

user_id bigint,

recharge_money decimal(32,2),

city varchar(20) not null,

dt varchar(20) not null

)
DUPLICATE KEY(id)

PARTITION BY (dt,city)
DISTRIBUTED BY HASH('id");

List partitioning

Data is partitioned based on a list of enumerated values that you explicitly
define. You need to explicitly list the enumerated values contained in each list
partition, and the values do not need to be consecutive.
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List partitioning is suitable for storing columns where there are a small
number of enumerated values and querying and managing data based on the
enumerated values. For example, a column indicates a geographical location,
status, or category. Each value of a column represents an independent
category. Data is partitioned based on the enumerated values of columns to
improve query performance and data management. List partitioning is
especially suitable for scenarios where a partition needs to contain multiple
values of each partition column. For example, the city column in a table
indicates the city that an individual is from, and you often query and manage
data by state and city. You can use the city column as the partition column
for list partitioning when creating a table, and specify that data of multiple
cities in the same state is stored in the same partition PARTITION pCalifornia
VALUES IN ("Los Angeles","San Francisco","San Diego"), this feature
accelerates queries and data management.

(1] NOTE

Partitions must be created during table creation. Partitions cannot be
automatically created during data import. If the table does not contain the
partitions corresponding to the data, an error is reported.

Syntax:

PARTITION BY LIST (partition_columns)(
PARTITION <partition_name> VALUES IN (value_list)
[..]

)

partition_columns::=
<column> [,<column> [, ...] ]

value_list ::=
value_item [, value_item [, ...] ]

value_item ::=
{ <value>| ( <value> [, <value>, [,..]11)}

Table 20-11 Parameter description

Parameter Mandator | Description
y
partition_colum | Yes Partition columns.
ns The value can be a Character (except

BINARY), Date (DATE and DATETIME),
Integer, or Boolean value. The value cannot
be NULL.

partition_name | Yes Partition name.

You are advised to set proper partition
names to distinguish data categories in
different partitions.

value_Llist Yes List of enumerated values of partition
columns in a partition.
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Example 1: If you often query the equipment room billing details by state or
city, you can specify the city column as the partition column and specify that
the cities in each partition belong to the same state. In this way, you can
quickly query data of a specific state or city and manage data by state or city.

CREATE TABLE t_recharge_detail2 (
id bigint,
user_id bigint,
recharge_money decimal(32,2),
city varchar(20) not null,
dt varchar(20) not null
)
DUPLICATE KEY (id)
PARTITION BY LIST (city) (
PARTITION pCalifornia VALUES IN ("Los Angeles","San Francisco","San Diego"), --: These
cities belong to the same state.
PARTITION pTexas VALUES IN ("Houston","Dallas","Austin")
)
DISTRIBUTED BY HASH('id");

Example 2: If you often query the equipment room billing details by date
range and state or city, you can specify the date and city as the partition
columns when creating a table. In this way, data of a specific date and a
specific state or city is grouped into the same partition, to accelerate queries
and data management.

CREATE TABLE t_recharge_detail4 (
id bigint,
user_id bigint,
recharge_money decimal(32,2),
city varchar(20) not null,
dt varchar(20) not null
) ENGINE=OLAP
DUPLICATE KEY(id)
PARTITION BY LIST (dt,city) (
PARTITION p202204_California VALUES IN (
("2022-04-01", "Los Angeles"),
("2022-04-01", "San Francisco"),
("2022-04-02", "Los Angeles"),
("2022-04-02", "San Francisco")
)I
PARTITION p202204_Texas VALUES IN (
("2022-04-01", "Houston"),
("2022-04-01", "Dallas"),
("2022-04-02", "Houston"),
("2022-04-02", "Dallas")
)

)
DISTRIBUTED BY HASH('id");

6. After the settings are complete, click Create Synchronization Task.

Click Back to Synchronization List to return to the data synchronization
page. A synchronization task to be synchronized is generated. The task status
is Synchronization Stage: Waiting for synchronization. To start the task,
click Synchronize in the Operation column.

If the task status changes to Synchronization Stage: Incremental
synchronization in progress, the data synchronization is complete.
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Figure 20-6 Viewing the task status

Task Source Database Destination Database Task Type Status Operation

O Avalable
Main Synchronize Mare v
Synchronization Stage: Walting for synchronzatir

(10 NOTE

During the full synchronization, if some tables fail to be synchronized, an alarm will be
generated and those tables will be skipped. The remaining tables will continue to be
synchronized. After the full synchronization is complete, the incremental
synchronization starts. You can repair tables that failed to be synchronized during
the incremental synchronization.

During service tests, if you want to suspend a synchronization task, click Stop. The
suspension duration cannot exceed the binlog retention period set for the source
primary TaurusDB instance. If the suspension duration exceeds the binlog retention
period, the synchronization task cannot continue. You need to delete the task and
create a new one. Do not suspend synchronization tasks in the production
environment to prevent data inconsistency between OLTP and OLAP.

Step 3: Connect to the HTAP Instance for OLAP Queries

For details about how to connect to a standard HTAP instance and perform OLAP
queries, see Connecting to a Standard HTAP Instance Through JDBC.

20.3 Connecting to a Standard HTAP Instance

20.3.1 Connecting to a Standard HTAP Instance Through DAS

Procedure

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6

Data Admin Service (DAS) enables you to manage DB instances on a web-based
console, simplifying database management and improving working efficiency.

By default, you have remote login permissions. It is recommended that you use
DAS to connect to HTAP instances because this connection method is more secure
and convenient than other methods.

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.

In the instance list, locate an HTAP instance and click Log In in the Operation
column.
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Figure 20-7 Logging in to a standard HTAP instance

Name instance Editon DBinsanceType  Status

Step 7 Select the node to be logged in to, enter the database username and password,
and click Test Connection.

Step 8 After the connection test is successful, click Log In to access your database.

--—-End

20.3.2 Connecting to a Standard HTAP Instance Through JDBC

You can connect to a standard HTAP instance through JDBC.

Precautions

Currently, HTAP instances only support the UTF-8 character set.

Prerequisites
e  You are familiar with:
- Computer basics
- Java
- JDBC knowledge
e You have downloaded the official JDBC driver for MySQL or MariaDB.
e You have created a standard HTAP instance.

e The following dependency has been added to the pom.xml file.
<dependency>
<groupld>mysql</groupld>
<artifactld>mysql-connector-java</artifactld>
<version>5.1.47</version>
</dependency>

e You can use the following command to connect to an HTAP instance through
JDBC:

jdbc:mysql://<instance_ip>:<instance_port>/<database_name>

Parameter Description

<instance_ip> IP address of the FE node in the HTAP instance. If a
proxy is installed, use the IP address of the proxy.

<instance_port> | HTAP instance port. The default value is 3306.

<database_name | Database name used for connecting to the instance.
>
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Sample Code

Code example (Java code for connecting to an HTAP database):

import java.sql.Connection;
import java.sql.DriverManager;
import java.sql.ResultSet;
import java.sql.Statement;
import java.sql.SQLException;
public class JDBCTest {
static final String IP = "****"; //IP address of the instance
static final String USER = "***"; //Username
static final String PASS = "***"; //Password
public static void main(String[] args) {
Connection conn = null;
Statement stmt = null;
String url = "jdbc:mysql://" + IP + ":3306";
try {

Class.forName("com.mysqgl.jdbc.Driver");
conn = DriverManager.getConnection(url, USER, PASS);
stmt = conn.createStatement();
String sql = "show databases;";
ResultSet rs = stmt.executeQuery(sql);
int columns = rs.getMetaData().getColumnCount();
for (inti=1;i<=columns; i++) {
System.out.print(rs.getMetaData().getColumnName(i));
System.out.print("\t");
}
while (rs.next()) {
System.out.println();
for (inti=1;i<=columns; i++) {
System.out.print(rs.getObject(i));
System.out.print("\t");
}
}
rs.close();
stmt.close();
conn.close();
} catch (SQLException se) {
se.printStackTrace();
} catch (Exception e) {
e.printStackTrace();
} finally {
// release resource ....
}
}
}

20.4 Standard HTAP Instance Management

20.4.1 Rebooting a Standard HTAP Instance

Scenarios

You may need to reboot an HTAP instance for maintenance reasons.
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Constraints

e You can reboot an HTAP instance only when it is available or abnormal. When
some operations such as creating a task, changing specifications, scaling up
storage, and upgrading a minor version, are being performed on an HTAP
instance, the instance cannot be rebooted.

e |t takes about 1 to 2 minutes to reboot an HTAP instance. During the reboot,
the instance is unavailable. Rebooting an HTAP instance will clear its cache.
To prevent traffic congestion during peak hours, you are advised to reboot it
during off-peak hours.

Procedure

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Locate an HTAP instance and choose More > Reboot in the Operation column.

Step 7 In the displayed dialog box, click OK.

Figure 20-8 Rebooting an HTAP instance

Reboot X

The DB instance will be unavailable when it is being rebooted. Rebooting a DB instance
will clear the cached memory in it. To prevent traffic congestion during peak hours, you
are advised to reboot the DB instance during off-peak hours.

NameflD DB Instance Ty... Status

Cluster O Available

C o) GEEED

Step 8 Check that the standard HTAP instance status changes from Rebooting to
Available.

--—-End

20.4.2 Rebooting a Node of a Standard HTAP Instance

Scenarios

You may need to reboot a node of an HTAP instance for maintenance reasons.
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Constraints

e You can reboot a node only when it is available or abnormal. When some
operations such as creating a task, changing specifications, scaling up storage,
and upgrading a minor version, are being performed on a node, the node
cannot be rebooted.

e |t takes about 1 to 2 minutes to reboot a node of an HTAP instance. During
the reboot, the instance is unavailable. Rebooting a node will clear its cache.
To prevent traffic congestion during peak hours, you are advised to reboot the
node during off-peak hours.

Procedure

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis. Locate an HTAP instance and click
its name to access the Basic Information page.

Step 6 Locate an HTAP node and click Reboot in the Operation column.

Step 7 In the displayed dialog box, click OK to reboot the node. It takes about 1 to 2
minutes.

Figure 20-9 Rebooting a node
Reboot this node?

MName/ID Status

O Available

The node will be unavailable during the reboot, and the node cache will be
cleared. To avoid impacting services, you are advised to reboot the node
during off-peak hours.

Ty
| ]

Step 8 Check that the standard HTAP instance status changes from Rebooting node to
Available.

--—-End
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20.4.3 Deleting a Pay-per-Use Standard HTAP Instance

Scenarios

Precautions

Procedure
Step 1

Step 2
Step 3

Step 4

Step 5
Step 6
Step 7

You can delete any unused pay-per-use HTAP instances on the HTAP Analysis
page.

To delete a yearly/monthly HTAP instance, you need to unsubscribe the order. For
details, see Unsubscribing from a Yearly/Monthly Standard HTAP Instance.

e HTAP instances cannot be deleted when operations are being performed on
them.

e Deleted HTAP instances cannot be recovered. Exercise caution when
performing this operation.

Log in to the management console.

Click 9 in the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.
Locate an HTAP instance and click Delete in the Operation column.

In the displayed dialog box, enter DELETE and click OK.

Figure 20-10 Deleting an HTAP instance

X
Delete
Deleted instance cannot be recovered. Exercise caution when performing this operation
The following DB instance is about to be deleted.
Name/lD & Status &
O Available

To confirm deletion, enter "DELETE" below.

DELETE

( cancel ) n
----End
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20.4.4 Unsubscribing from a Yearly/Monthly Standard HTAP

Instance

Scenarios

Constraints

Procedure

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

If you do not need a yearly/monthly standard HTAP instance any longer,
unsubscribe from it.

e An instance cannot be unsubscribed when any operations are being
performed on it. It can be unsubscribed only after the operations are
complete.

e If a backup of an instance is being restored, the instance cannot be
unsubscribed.

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.

Locate an HTAP instance and choose More > Unsubscribe in the Operation
column.

In the displayed dialog box, enter DELETE as prompted and click OK.

Figure 20-11 Unsubscribing from an HTAP instance

. X
Unsubscribe DB Instance
Unsubscribed DB instances will be moved to the recycle bin, but will be permanently
deleted after a length of time determined by the recycling policy.

Are you sure you want to unsubscribe this DB instance?

Name/lD & Status &
O Awvailable
To confirm deletion, enter "DELETE™ below. Auto Enter
DELETE

T ) G
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Step 8 On the page for unsubscribing from resources, confirm the refund information and
click Confirm.

Step 9 After you unsubscribe from an instance order, the instance will be deleted. Check
that it is no longer displayed in the HTAP instance list.

--—-End

20.5 Standard HTAP Instance Configuration Changes

20.5.1 Changing the Nodes Specifications of a Standard HTAP
Instance

Scenarios
After a standard HTAP instance is created, you can change the specifications of BE
and FE nodes separately or simultaneously. The specifications of pay-per-use
instances can be downgraded, and those of yearly/monthly instances can only be
upgraded.

Constraints

e You cannot reboot or delete the HTAP instance while its specifications are
being changed.

e You can change the specifications of your HTAP instance for an unlimited
number of times.
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Billing

Procedure

Table 20-12 Billing

Billing
Mode

Operation

Impact on Price

Yearly/
Monthly

Specificatio
n upgrade

After instance specifications are upgraded, the new
instance specifications take effect in the original
usage period.

You need to pay for the difference in price based on
the remaining period.

The following prices are for reference only. The
actual prices are displayed on the console.

Suppose you purchased a one-month single standard
HTAP instance with one BE and three FE nodes
(specifications: 4 vCPUs | 16 GB; storage: extreme
SSD, 50 GB) in CN-Hong Kong on April 1, 2025. The
instance price was $624.80 USD per month.

On April 15, 2025, you changed the BE node
specifications to 8 vCPUs | 32 GB. The instance price
was $914.80 USD per month.

Price difference = Price for the new instance
specifications x Remaining period - Price for the
original instance specifications x Remaining
period

The remaining period is the remaining days of each
calendar month divided by the maximum number of
days in each calendar month.

In this example, the remaining period and price
difference are calculated as follows: Remaining
period = 15 (Remaining days in April)/30 (Maximum
number of days in April) = 0.5. Price difference =
$914.80 USD x 0.5 - $624.80 USD x 0.5 = $145 USD

Pay-per-
use

Specificatio
n upgrade

Specificatio
n
downgrade

After instance specifications are changed, the new
instance specifications are billed by hour. For details,
see Product Pricing Details.

Step 1 Log in to the management console.

Step 2 Click

in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.

Step 6 Locate the target HTAP instance and choose More > Change Instance
Specifications in the Operation column.

Step 7 On the displayed page, change the node specifications.

Table 20-13 Parameter description

Parameter

Description

Node Type

e Yearly/Monthly: You can only select either BE or FE.

e Pay-per-use: You can select either BE or FE, or select both
BE and FE.

Backend Node
Specifications

If BE is selected for Node Type, the original specifications and
type of BE nodes are displayed.

Backend Node
Specifications

If BE is selected for Node Type, set the new specifications of
BE nodes.

Frontend Node
Specifications

If FE is selected for Node Type, the original specifications and
type of FE nodes are displayed.

Frontend Node
Specifications

If FE is selected for Node Type, set the new specifications of
FE nodes.

Step 8 Click Next.

Step 9 Confirm settings.

e If you need to modify your settings, click Previous.

e If you do not need to modify your settings, click Submit for a pay-per-use or
yearly/monthly instance.

Step 10 After the specifications are changed, view and manage them on the Basic
Information page of the HTAP instance.

--—-End

20.5.2 Changing Storage Space of a Standard HTAP Instance

Scenarios

After creating a standard HTAP instance, you can change storage space of BE and
FE nodes as required.

Constraints

e You cannot reboot or delete the HTAP instance while its storage space is
being changed.
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Billing

Procedure

Step 1
Step 2

Step 3
Step 4

e You can change storage space of an HTAP instance multiple times.

e You can change storage space of BE and FE nodes separately or
simultaneously.

Table 20-14 Billing

Billing
Mode

Operation

Impact on Price

Yearly/
Monthly

Storage scale-
up

You need to pay for the difference in price based
on the remaining period.

The following prices are for reference only. The
actual prices are displayed on the console.

Suppose you purchased a one-month single
standard HTAP instance with one BE and three
FE nodes (specifications: 4 vCPUs | 16 GB;
storage: extreme SSD, 50 GB) in CN-Hong Kong
on April 1, 2025. The unit price of storage space
is $0.448 USD/GB per month.

On April 15, 2024, you scaled up the storage
space of BE nodes by 20 GB. The total storage
space after the scale-up was 70 GB.

Price difference = Scale-up volume x Unit price
x Remaining period

The remaining period is the remaining days of
each calendar month divided by the maximum
number of days in each calendar month.

In this example, the remaining period and price
difference are calculated as follows: Remaining
period = 15 (Remaining days in April)/30
(Maximum number of days in April) = 0.5. Price
difference = 20 GB x $0.448 USD/GB x 0.5 =
$4.48 USD

Pay-per-
use

Storage scale-
up

The new storage space is billed by hour. For
details, see Product Pricing Details.

Log in to the management console.

Click

in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.
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Step 5 In the navigation pane, choose HTAP Analysis.

Step 6 Locate an HTAP instance and choose More > Change Storage Space in the
Operation column.

Step 7 On the displayed page, set required parameters.

Figure 20-12 Changing storage space

Current Configuration

soGe

Table 20-15 Parameter description

Parameter Description

Node Type You can select either BE nodes or FE nodes, or select both BE
nodes and FE nodes.

Backend Node | You need to set this parameter if BE is selected for Node Type.
Storage (GB) You can change storage space to up to 32,000 GB only by a
multiple of 10 GB.

Frontend Node | You need to set this parameter if FE is selected for Node Type.
Storage (GB) You can change storage space to up to 1,000 GB only by a
multiple of 10 GB.

Step 8 Click Next.
Step 9 Confirm the information and click Submit.

Step 10 After the storage space is changed, view and manage it on the Basic Information
page of the HTAP instance.

--—-End

20.5.3 Adding Read Replicas to a Standard HTAP Instance

Scenarios

In read-intensive scenarios, the primary instance may be unable to handle the
read pressure and services may be affected. To offload read pressure from the
primary node, you can create one or more read replicas. These read replicas can
process a large number of read requests and increase application throughput.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 438



TaurusDB
User Guide

20 HTAP Analysis (Standard Edition)

After creating a standard HTAP instance, you can add read replicas to it as
required.

Deployment Relationships

New read replicas and existing nodes are deployed in the same AZ.

Constraints

A single cluster instance supports a maximum of 10 FE nodes and 10 BE
nodes.

You cannot add read replicas to a single-node instance.

Deleted read replicas cannot be recovered. Exercise caution when performing
this operation.

If another operation is being performed on a DB instance, the read replicas of
the instance cannot be manually deleted.

In a single cluster instance, you can only delete a fe-follower node when there
is one fe-leader node and two or more available fe-follower nodes.

For details about the fe-leader and fe-follower nodes, see What Is HTAP of
Standard Edition?

Read replicas of a single-node instance cannot be deleted.

If a standard HTAP instance has been associated with a proxy instance, you
need to manually configure read weights for new read replicas.
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Billing

Table 20-16 Billing for new read replicas

Billing Mode | Impact on Price

of New Read

Replicas

Yearly/ You will be billed for the new read replicas based on the time
Monthly remaining in the requested period of your instance.

You need to pay the price difference.

The following prices are for reference only. The actual prices are
displayed on the console.

Suppose you purchased a one-month cluster standard HTAP
instance with three BE and three FE nodes (specifications: 4
vCPUs | 16 GB; storage: extreme SSD, 50 GB) in CN-Hong Kong
on April 1, 2025. The instance price was $1874.40 USD per
month.

On April 15, 2025, you added one BE node and one FE node.
The instance price was $2499.20 USD per month.

Price difference = Price for the new instance configuration x
Remaining period - Price for the original instance
configuration x Remaining period

The remaining period is the remaining days of each calendar
month divided by the maximum number of days in each
calendar month.

In this example, the remaining period and price difference are
calculated as follows: Remaining period = 15 (Remaining days
in April)/30 (Maximum number of days in April) = 0.5. Price
difference = $2499.20 USD x 0.5 - $1874.40 USD x 0.5 = $312.4
usD

Pay-per-use New read replicas are billed by hour. For details, see Product
Pricing Details.

Procedure

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.

Step 6 Locate an HTAP instance and choose More > Create Read Replica in the
Operation column.
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Step 7 On the displayed page, set required parameters.

Figure 20-13 Creating read replicas

[e—

«»
Table 20-17 Parameter description
Parameter Description
Instance node e Storage Type: By default, the value is the same as that
flavor of the current HTAP instance and cannot be changed.

configuration ¢ Instance Specifications: By default, the value is the

same as that of the current HTAP instance and cannot

be changed.
FE node e Frontend Node Specifications: By default, the value is
configuration the same as that of the current HTAP instance and

cannot be changed.

e Frontend Node Storage: By default, the value is the
same as that of the current HTAP instance and cannot
be changed.

e Frontend Node Role: By default, the value is the same
as that of the current HTAP instance and cannot be
changed.

e Frontend Nodes: The value ranges from 0 to 7. You can
create up to 7 nodes at a time.

BE node e Backend Node Specifications: By default, the value is
configuration the same as that of the current HTAP instance and
cannot be changed.

e Backend Node Storage: By default, the value is the
same as that of the current HTAP instance and cannot
be changed.

e Backend Nodes: The value ranges from 0 to 7. You can
create up to 7 nodes at a time.
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Step 8 Click Next.
Step 9 Confirm the information and click Submit.

Step 10 After the read replicas are created, view and manage them on the Basic
Information page of the HTAP instance.

e  Pay-per-use instance: To delete a read replica, locate the read replica in the
node list and click Delete in the Operation column. In the displayed dialog
box, click OK.

e Yearly/Monthly instance: To delete a read replica, locate the read replica in
the node list and click Unsubscribe in the Operation column. On the
displayed page, confirm the order to be unsubscribed and select a reason.
Then, click Confirm. In the displayed dialog box, click Yes. After the order is
successfully unsubscribed, the read replica will be deleted.

--—-End

20.5.4 Setting a Repair Mode for Abnormal Tables

Scenarios
An exception may occur when an HTAP synchronization task processes
incremental DDL statements. As a result, AP data may be inconsistent with TP
data. In this case, an abnormal table is displayed. TaurusDB provides automatic
repair for abnormal tables. It periodically checks abnormal data tables and creates
temporary tasks to repair them based on the repair mode.

Constraints

e A synchronization task can have only one repair task. A maximum of five
repair tasks can run on an instance at the same time. If there are too many
repair tasks, they will be executed in subsequent periods.

e If a repair task fails multiple times, the repair task automatically stops.

e Abnormal tables caused by RENAME DDL statements on a database need to
be manually repaired.

Setting a Repair Mode for Abnormal Tables

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Locate an HTAP instance and click its name to access the Basic Information page.

Step 7 In the navigation pane, choose Data Synchronization. Click Create
Synchronization Task. On the displayed page, set error_table_fix_mode.
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The following three repair modes are supported. The default value is automatic.

e manual: Abnormal tables will be manually repaired.
e automatic: Abnormal tables will be automatically repaired.

e schedule: Abnormal tables will be repaired in the maintenance time window
(02:00-06:00).

Figure 20-14 Setting a repair mode

VVVVV

«««««

--—-End

20.5.5 Adjusting Blacklisted or Whitelisted Tables of a
Standard HTAP Instance and Repairing Tables

Scenarios
After creating a synchronization task for a TaurusDB database, you may need to
perform the following operations on the task:
e Remove tables that are no longer required for analysis from the
synchronization task.
e Add unsynchronized tables to the synchronization task.
e Repair tables that have encountered synchronization exceptions due to
certain reasons (for example, DDL statements that are not supported by the
HTAP database are executed).
Constraints

e If tables fail to be renamed, you cannot synchronize them by repairing the
tables. Instead, you need to add the tables.

e You are advised to modify the blacklist or whitelist during off-peak hours.

e A maximum of 50 blacklisted or whitelisted tables can be adjusted at a time.
e You cannot switch between the blacklist and whitelist.

e You can only add tables to the blacklist and remove tables from the whitelist.

e A main task can have only one temporary task at a time. You can add or
repair other tables only after the temporary task is merged or deleted.
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e DDL operations are not supported during the table addition or repair process.
If a DDL operation is performed, the temporary task will fail to merge. In this
case, you need to delete the temporary task and then add or repair the tables
again.

e  You can create multiple synchronization tasks for a given database. When
adding tables, ensure that they are not already in other synchronization tasks.
Otherwise, the tables will fail to be added.

Deleting Tables

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Step 9

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.
Click the name of an HTAP instance to access the Basic Information page.

In the navigation pane, choose Data Synchronization. On the displayed page,
locate a synchronization task and click View in the Operation column.

SowceDsbose  DestnatonDesbase Sas . Oopmten

On the displayed page, click Edit in the lower right corner.

Figure 20-16 Entry for editing a synchronization task

Deselect tables to be deleted in the whitelist or select tables to be deleted in the
blacklist, click Edit Synchronization Task in the lower right corner, and return to
the synchronization list.

You can quickly locate desired tables by entering their names at once in the search
box. Separate the names by commas (,), spaces, or line breaks. The matched
tables will be displayed in the search results.

Figure 20-17 Deleting a table from a synchronization task
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Step 10 Click View again and check that the deleted table is not in the whitelist.

Figure 20-18 Checking that the deleted table is not in the whitelist

Blacklist and Whitelist Whitelist

Table Name
.

t2

--—-End

Add Tables

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Click the name of an HTAP instance to access the Basic Information page.

Step 7 In the navigation pane, choose Data Synchronization. On the displayed page,
locate a task and choose More > Add Tables in the Operation column.

Step 8 Select a table to be added, set Configure Table Operations as required, and click
OK.

If you select a table that has been synchronized, the table will be synchronized
again based on the latest Configure Table Operations setting.

Tables that are being synchronized in other tasks cannot be added.

Figure 20-19 Selecting a table to be added and setting Configure Table
Operations

o[

Step 9 Return to the Data Synchronization page and click Synchronize in the Operation
column of the new temporary task.
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Step 10 Once the temporary task disappears from the list, the table has been synchronized
and added to the main task. Click View in the Operation column of the main task
to check whether the table is successfully added.

Figure 20-21 Table added to the main task

Blacklist and Whitelist Whitelist

Table Name
“

©

--—-End

Repairing Tables

Step 1 Log in to the management console.

Step 2 Click 9 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Click the name of an HTAP instance to access the Basic Information page.

Step 7 In the navigation pane, choose Data Synchronization. On the displayed page,
view a task. If a table in the task encounters synchronization exceptions, repair it.

Figure 20-22 Abnormal table t1 found

Blacklist and Whitelist Whitelist
Table Name
t‘

t2

|Abnormal Table d

Step 8 Return to the Data Synchronization page and choose More > Repair Tables in
the Operation column of the task.

Figure 20-23 Repairing tables
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Step 9 On the displayed page, select the table to be repaired, set Configure Table
Operations as required, and click OK.

Figure 20-24 Selecting the table to be repaired

Step 10 Return to the Data Synchronization page and click Synchronize in the Operation
column of the new temporary task. After the abnormal table is repaired, the
temporary task is automatically merged into the main task.

Step 11 Once the temporary task disappears, the abnormal table has been repaired. View
the main task information and check that there is no abnormal table.

Figure 20-26 Abnormal table repaired

Blacklist and Whitelist Whitelist

Table Name
.

2

--—-End

20.5.6 Upgrading the Minor Version of a Standard HTAP
Instance (OBT)

Scenarios

You can upgrade the minor version of your standard HTAP instance to improve
performance, optimize functions, and fix bugs.

Upgrade Methods
A minor version can be upgraded in either of the following ways:

e Upon submission: The system upgrades the minor version upon your manual
submission of the upgrade request.

e In maintenance window: The system upgrades the minor version during the
maintenance window you have specified.
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Constraints

To use this function, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

When any new minor version is released, upgrade the minor version of your
standard HTAP instance immediately or during the maintenance window.

The upgrade will cause the standard HTAP instance to reboot and will
interrupt services intermittently. To minimize the impact of the upgrade,
perform the upgrade during off-peak hours, or ensure that your applications
support automatic reconnection.

A minor version upgrade cannot be rolled back after the upgrade is complete.

Before upgrading a minor version, check whether there are temporary data
synchronization tasks. If there are, wait until the tasks are complete or
manually delete the temporary tasks.

Upgrading the Minor Version of a Single Standard HTAP Instance

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 On the Instances page, click the instance name.

Step 5 In the navigation pane, choose HTAP Analysis.

Step 6 Click the name of an HTAP instance to access the Basic Information page.

Step 7 In the DB Instance Information area, click Upgrade next to Kernel Version.

Step 8 In the displayed dialog box, select a scheduled time and click OK.

Upon submission: The system upgrades the minor version immediately after
your submission of the upgrade request.

In maintenance window: The system upgrades the minor version during the
maintenance window you have specified. After the operation is complete, on
the Task Center page, click Scheduled Tasks and view the information about
the upgrade task.

--—-End

20.6 Data Synchronization Using Standard HTAP

Instances
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20.6.1 Replicating and Rebuilding a Synchronization Task

(OBT)

Scenarios

Constraints

You can rebuild a synchronization task for a standard HTAP instance. You can also
replicate an existing synchronization task from another standard HTAP instance.

e To use these functions, submit a request by choosing Service Tickets > Create
Service Ticket in the upper right corner of the management console.

e Rebuilding a task will delete it. Exercise caution when performing this
operation.

e If a task to be rebuilt requires table synchronization configuration verification,
the task will be deleted before the verification is complete.

e Synchronization tasks can only be replicated between instances in the same
region.

Replicating a Synchronization Task

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8
Step 9

Step 10

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.
Locate an HTAP instance and click its name to access the Basic Information page.

In the navigation pane, choose Data Synchronization. On the displayed page,
click Replicate Synchronization Task.

Set Source Instance and Synchronization Task.

Click OK. On the displayed Replicate Synchronization Task page, edit task
details.

Click Create Synchronization Task.

--—-End

Rebuilding a Synchronization Task

Step 1
Step 2

Step 3

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
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Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Locate an HTAP instance and click its name to access the Basic Information page.

Step 7 In the navigation pane, choose Data Synchronization. On the displayed page,
locate the task to be rebuilt and choose More > Rebuild in the Operation
column.

Step 8 In the displayed dialog box, confirm the information and click OK. On the
displayed Rebuild Synchronization Task page, edit task details.

Figure 20-27 Rebuilding a synchronization task

Rebuild Synchronization Task X

Rebuild this task? The task will be deleled. Exercise caution when performing this
oparation

Source Datab... Destination D... Task Status

O Available
Synchronization

( cancel | OK

Step 9 Click Rebuild Now.
----End

20.7 Monitoring Metrics and Event Alarms

20.7.1 Viewing Metrics of a Standard HTAP Instance or Nodes

Scenarios

Cloud Eye monitors operating statuses of standard HTAP instances. You can view
the metrics of standard HTAP instances on the management console.

Prerequisites
e Standard HTAP instances are running properly.

Cloud Eye does not display the metrics of faulty or deleted HTAP instances.
When the status of an HTAP instance becomes Available, you can view its
metrics.

(10 NOTE

If an HTAP instance has been faulty for 24 hours, Cloud Eye assumes that the instance
no longer exists and deletes it from the monitoring object list. You need to manually
clear the alarm rules created for the instance.
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e Standard HTAP instances have kept running properly for about 10 minutes.
For a newly created HTAP instance, you need to wait for a while before

viewing its metrics.
Viewing Metrics of a Standard HTAP Instance

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Locate an HTAP instance and click View Metrics in the Operation column.
Alternatively, click the HTAP instance name. On the displayed Basic Information

page, click View Metrics in the upper right corner.

Figure 20-28 Entry for viewing metrics
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DB Instance Information
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Step 7 On the displayed Cloud Eye page, view metrics of the HTAP instance.

Figure 20-29 Viewing metrics of an HTAP instance

peros | Raw s

--—-End

Viewing Metrics of a FE or BE Node

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.
Step 5 In the navigation pane, choose HTAP Analysis.
Step 6 Locate an HTAP instance and click its name to access the Basic Information page.
Step 7 In the Node List area, locate a node and click View Metrics in the Operation
column.
Node List
Name/D NodeType  Status BilingM...  Instance Specifications "4 Privte PAddress forR... () Failover rioity () Operation
Priery 0 Avais..  Payperuse  Dedicated | gaussdbmysall. al 192 Uew 14
Step 8 View metrics of a FE or BE node.

----End

20.7.2 Event Monitoring for Standard HTAP Instances

Scenarios

Event monitoring provides reporting, query, and alarm functions for event data.
You can create alarm rules for both system and custom events. When specific
events occur, Cloud Eye generates alarms for you.

Events are key operations on TaurusDB HTAP instances that are stored and
monitored by Cloud Eye. You can view events to see operations performed by
specific users on specific resources.

Event monitoring provides an API for reporting custom events, which helps you
collect and report abnormal events or important change events generated by
services to Cloud Eye.

Event monitoring is enabled by default. You can view monitoring details about
system events and custom events.

Events for Standard HTAP Instances

HTAP (Standard Edition) is a sub-feature of TaurusDB instances. The alarm
notifications of event monitoring for standard HTAP instances are the same as
those for TaurusDB instances.
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Table 20-18 HTAP (Standard Edition)

Event Event Event ID Eve | Description Handl | Impa
Source Name nt ing ct
Sev Sugge
erit stion
y
TaurusDB | Faulty DB | Taurusinstance | Maj | The instance | Check | Workl
instance RunningStatus | or process may | wheth | oads
Abnormal be faulty or er may
there may be | there | be
abnormal are affect
tables during | abnor | ed, or
instance data | mal instan
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on. If data
there | canno
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Event Event Event ID Eve | Description Handl | Impa
Source Name nt ing ct
Sev Sugge
erit stion
y
Node TaurusNodeRu | Maj | The node is Obser | None
recovered | nningStatusRec | or recovered. ve the
overed service
runnin
g
status.

Viewing Event Monitoring Data

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6
Step 7
Step 8

Step 9

Log in to the management console.

Click in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis. Locate an HTAP instance and click
View Metrics in the Operation column to go to the Cloud Eye console.

Alternatively, click the HTAP instance name. On the displayed Basic Information
page, click View Metrics in the upper right corner.

Click < to return to the main page of Cloud Eye.

In the navigation pane, choose Event Monitoring.

On the displayed Event Monitoring page, all system events of the last 24 hours
are displayed by default.

You can also click 1h, 3h, 12h, 1d, 7d, or 30d to view events generated in different
periods.

Locate an event and click View Event in the Operation column to view details
about a specific event.

--—-End

Creating Alarm Rules for Event Monitoring

Step 1

Step 2

Step 3

Log in to the management console.

Click = in the upper left corner of the page. Under Management &
Governance, click Cloud Eye.

In the navigation pane, choose Event Monitoring.
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Step 4 On the event list page, click Create Alarm Rule in the upper right corner.

Step 5 On the displayed page, configure parameters as needed.

Table 20-19 Parameter description

Parameter Description

Name Specifies the name of the alarm rule. The system generates a
random name, and you can change it if needed.

Description (Optional) Provides supplementary information about the alarm
rule.

Enterprise You can select an existing enterprise project or click Create

Project Enterprise Project to create an enterprise project.

Alarm Type Specifies the alarm type corresponding to the alarm rule.

Trace Type Specifies the event type of the metric corresponding to the

alarm rule.

Event Source

Specifies the service the event is generated for.
Example value: TaurusDB

Monitoring Specifies the monitoring scope for event monitoring.

Scope

Method Specifies the event creation method.

Alarm Policy | Event Name indicates the instantaneous operations users
performed on system resources, such as login and logout.
For details about events supported by Event Monitoring, see
Table 20-18.
You can select a trigger mode and alarm severity as needed.

Click to enable alarm notification. The validity period is 24 hours by default.

If the topics you require are not displayed in the drop-down list, click Create an

SMN topic.

Table 20-20 Alarm notification parameters

Parameter Description

Alarm Specifies whether to notify users when alarms are triggered.

Notification Notifications can be sent by email or text message, or through
HTTP/HTTPS request to servers.
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Parameter

Description

Notification
Object

Specifies the object an alarm notification is to be sent to. You
can select the account contact or a topic.

e Account contact is the mobile phone number and email
address of the registered account.

e Topic is used to publish messages and subscribe to
notifications. If the required topic is unavailable, create one
first and add subscriptions to it.

For details, see Creating a Topic and Adding Subscriptions.

Validity
Period

Cloud Eye sends notifications only within the validity period
specified in the alarm rule.

If you set Validity Period to 08:00-20:00, Cloud Eye sends
notifications only within 08:00-20:00.

Trigger
Condition

Specifies the condition for triggering the alarm notification.

Step 6 After the configuration is complete, click Create.

--—-End

20.8 Standard HTAP Account Management

Standard HTAP instances use the following methods to manage accounts:

e After TaurusDB data is synchronized to a standard HTAP instance, accounts
cannot be synchronized. You need to manually create database accounts on
the HTAP instance.

e You can create databases, tables, and accounts for your HTAP instances as

needed.

This section describes how to create an account, reset the password, modify
account permissions, and delete an account on the TaurusDB console.

System Accounts

To provide O&M services, the system automatically creates system accounts when
you create HTAP instances, but these system accounts are not available to you.

e rdsAdmin: a management account with superuser permissions, which is used
to query and modify instance information, rectify faults, migrate data, and

restore data.

e rdsMetric: an account used for metric monitoring. This account is used by
watchdog to collect database status data.
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Attempting to delete, rename, or change passwords or permissions for those
accounts will result in an error. Exercise caution when performing these
operations.

Creating a Database Account

Step 1
Step 2

Step 3
Step 4

Step 5
Step 6
Step 7

Step 8

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

In the navigation pane, choose HTAP Analysis.
Click the name of an HTAP instance to access the Basic Information page.

In the navigation pane, choose Accounts. On the displayed page, click Create
Account.

In the displayed dialog box, set the required parameters.

Figure 20-30 Creating a database account

Create Account

Username test ®

DML Permissions (®) Read-only, configuration

Password | e

(et ) (R
Table 20-21 Parameter description
Parameter Description
Username Contains 2 to 32 characters. It must start with a lowercase

letter and end with a lowercase letter or digit. Only

lowercase letters, digits, and underscores (_) are allowed.
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Parameter Description
Authorization o All databases
Scope

e Specific databases
Database Not Authorized: When creating an account,
do not select any database in this area. The created
account cannot perform operations on any database.
To learn how to grant the required permissions for a
particular database, see Modifying Account
Permissions.

Database Authorized: The databases selected in the
Database Not Authorized area are displayed.

DML Permissions The permissions include read-only, read/write, read and
configuration, and read/write and configuration.

Currently, only Read-only, configuration is available on
the console.

Password e Contains 8 to 32 characters.

e Contains at least three of the following types of
characters: uppercase letters, lowercase letters, digits,
and special characters (~!@#%/N*-_=+7,).

e Cannot be the username or the username backwards.

Confirm Password | Must be the same as the new password.

Step 9 Click OK.

Step 10 In the account list, view the account information, including the username,
authorized databases, and DML permissions.

You can reset account passwords, change account permissions, or delete
accounts.

--—-End

Resetting a Password

Step 1 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 2 In the navigation pane, choose HTAP Analysis.
Step 3 Click the name of an HTAP instance to access the Basic Information page.

Step 4 In the navigation pane, choose Accounts. On the displayed page, locate an
account and click Reset Password in the Operation column.

Step 5 In the displayed dialog box, enter a new password, confirm the password, and
click OK.

--—-End
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Modifying Account Permissions

/A\ CAUTION

If you delete a database somewhere other than on the HTAP console, permissions
granted specifically for the database are not automatically deleted. They must be
deleted manually.

Step 1 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 2 In the navigation pane, choose HTAP Analysis.
Step 3 Click the name of an HTAP instance to access the Basic Information page.

Step 4 In the navigation pane, choose Accounts. On the displayed page, locate an
account and click Change Permission in the Operation column.

Step 5 In the displayed dialog box, modify permissions as required and click OK.

Figure 20-31 Changing permissions

Change Permission

Username

Authorization Scope Specific databases

DML Permissions 'E' Read-only, configuration

s ~
(__ Cancel /'“

--—-End

Deleting an Account

Step 1 On the Instances page, locate a TaurusDB instance and click its name to access
the Basic Information page.

Step 2 In the navigation pane, choose HTAP Analysis.
Step 3 Click the name of an HTAP instance to access the Basic Information page.

Step 4 In the navigation pane, choose Accounts. On the displayed page, locate an
account and click Delete in the Operation column.

Step 5 In the displayed dialog box, confirm the information and click OK.

--—-End
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20.9 Syntax and Data Type Mappings Between HTAP
and TaurusDB Instances

Standard HTAP instances support the native syntax of StarRocks. Character string
comparison and the names of databases, tables, views, users, and roles are case
sensitive, but the names of columns and partitions are case insensitive. For details,
see StarRocks' official documentation.

When data of TaurusDB instances is synchronized to HTAP instances, the data
types will be converted. For details, see Table 20-22.

Table 20-22 Data type conversion

Data Type TaurusDB Instance HTAP Instance Data Type
Data Type
NUMERTIC TINYINT TINYINT
TINYINT UNSIGNED SMALLINT
CAUTION

Unsigned integers in TaurusDB are
converted to a larger integer type for
storage. When an integer is converted
to an unsigned integer, ensure that no
negative number exists in historical
data.

SMALLINT SMALLINT
SMALLINT UNSIGNED INT
MEDIUMINT INT
INTEGER/INT INT
INTEGER/INT BIGINT
UNSIGNED
BIGINT BIGINT
BIGINT UNSIGNED LARGEINT
DECIMAL/NEMERIC DECIMAL
NOTE

If the precision of DECIMAL is greater
than 64, the DECIMAL data type of
TaurusDB instances will be converted to
VARCHAR when being synchronized to
HTAP instances.

FLOAT FLOAT
DOUBLE/REAL DOUBLE
BIT BIT
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Data Type TaurusDB Instance HTAP Instance Data Type
Data Type
DATE TIME DATE DATE
DATETIME DATETIME
TIMESTAMP DATETIME
TIME VARCHAR
YEAR INT
STRING CHAR CHAR/VARCHAR
VARCHAR VARCHAR
BINARY VARBINARY
VARBINARY VARBINARY
BLOB VARBINARY
TEXT TEXT
ENUM VARCHAR
CAUTION
1. When the ENUM and SET types are
used, set the binlog_row_metadata
parameter of TaurusDB instances to
FULL.
2. Use the case-sensitive character
string format during query.
SET VARCHAR
SPATIAL GEOMETRY Not supported
POINT Not supported
LINESTRING Not supported
POLYGON Not supported
MULTIPOINT Not supported
MULTILINESTRING Not supported
MULTIPOLYGON Not supported
GEOMETRYCOLLECTION | Not supported
JSON JSON JSON
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20.10 Performance Tuning

Setting Synchronization Task Parameters

max_full_sync_task_threads_num: number of full synchronization threads.
By default, it is set to half of the vCPUs on FE nodes. Increasing this value will
make full synchronization faster, but more vCPUs and memory of OLTP and
OLAP will be consumed. Set an appropriate value for this parameter based on
the system load when executing a full synchronization task. If multiple full
synchronization tasks are executed at the same time, decrease this parameter
value.

max_incremental_sync_task_threads_num: number of incremental
synchronization threads. By default, it is set to half of the vCPUs on FE nodes.
A larger value indicates that more threads are used for incremental
synchronization, more resources are consumed, and the synchronization
latency is shorter. If there are more than five synchronization tasks on an
instance, reduce the number of synchronization threads for each task.

expect_tablet_size: expected size of source data stored in each bucket, in GB.
The default value is 3. If most tables in a database have less than 3 GB of
data and there are only a few tables with more data, decrease this value.

expect_tablet_num_for_one_partition: expected default number of buckets
in each partition. If this parameter is set to 0, the number of buckets is
calculated based on the data size. The default value is 2. If there is no data in
a table, this default value will be used. If there is data in a table, the number
of buckets is calculated as follows: Data size/Value of expect_tablet_size. If a
partition key is specified for table synchronization, you need to evaluate the
number of buckets required for data in each partition. The number of buckets
for a table is calculated as follows: Number of partitions x Number of buckets
in each partition.

Improving Query Performance

SQL tuning
Do not use SELECT *. Remove redundant columns and functions.

Query cache

The query cache is suitable for scenarios where data can be categorized as
hot data and cold data and aggregate queries are frequently executed. To
enable the query cache, use DAS to connect to the OLAP database and
execute SET GLOBAL enable_query_cache=true;

Sorting keys

Add commonly used filter criteria to sorting keys. The order of the sorting
keys should be determined based on their usage frequency and data
cardinality, with priority given to high cardinality. You are advised to set no
more than five sorting keys. Sorting keys are widely used for tuning OLAP
performance. When creating a synchronization task, you can use table
synchronization to set sorting keys.

Partitions
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A time column whose value does not change is often used for the WHERE
filtering. Use the column to create partitions. When creating a synchronization
task, you can use table synchronization to set partitions.

Indexes

Add indexes to the columns used for filtering. Bitmap indexes are suitable for
columns with a cardinality of around 10,000 to 100,000. Bloom filter indexes
are suitable for columns with a cardinality of more than 100,000. After data is
synchronized, you can connect to the OLAP database through DAS and run
SQL commands to create indexes.

Materialized views

If there are multiple frequently used queries with different filter criteria and
sorting keys can only adapt to one query, create a materialized view to adapt
to other queries. After data is synchronized, you can connect to the OLAP
database through DAS and run SQL commands to create materialized views.
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2 1 Application Lossless and Transparent
(ALT)

21.1 What Is ALT?

Database sessions may be interrupted when a read replica is promoted to primary,
a minor version is upgraded, or specifications are changed. Applications need to
check session statuses and react to changes by determining: whether a database
connection or transaction has been interrupted, how to compensate for
transactions, and how to rebuild session contexts.

To address these issues, TaurusDB provides ALT, which prevents database
connection and transaction interruptions during database system switchover.
There is no need to compensate for transactions or rebuild session contexts,
ensuring application continuity.

Architecture

Figure 21-1 Architecture
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ALT can be enabled for your application connections. When you connect to a proxy
instance and then promote a read replica to primary, change specifications, or
upgrade the minor version, the system can replicate your backend sessions. Once

a secure transaction boundary is reached, backend sessions will be fully cloned to
the destination node, and workloads do not even notice.

(1 NOTE

A secure transaction boundary refers to the status that a transaction in the current session
has been committed but the next transaction is not started. A secure transaction boundary
can be reached in any of the following situations:

e Each statement in a transaction block with autocommit enabled is executed.
start transaction;
DML;
commit;

e The commit operation is complete with autocommit disabled.
e Asingle DML or DDL statement is executed.
e The lock is released when a table lock, backup lock, or user-defined lock is used.

Precautions

Table 21-1 Precautions

Category Precaution
Version e The kernel version of the TaurusDB instance must be
constraints 2.0.54.240600 or later.

e The kernel version of the proxy instance must be
2.24.06.000 or later.

For details about how to check the kernel version, see How
Can | Check the Version of a TaurusDB Instance?
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Category

Precaution

Usage
constraints

e To use ALT, submit a request by choosing Service Tickets
> Create Service Ticket in the upper right corner of the
management console.

e The TaurusDB instance has at least one read replica. A
proxy instance has been created and the TaurusDB
instance must be connected through the proxy address.

e Proxy instances in read-only mode do not support ALT.

e Proxy instances in primary/standby mode do not support
ALT.

e Single-node or multi-primary TaurusDB instances do not
support ALT.

e When you enable ALT for the first time, the TaurusDB
instance will reboot. Enabling or disabling ALT will cause
a proxy instance to reboot. Once ALT is disabled for all
proxy instances, the TaurusDB instance will also reboot.

e ALT requires no active transactions on each connection.
When promoting a read replica to primary, you need to
wait for ongoing transactions to end. The interval for
waiting for the transactions to end is called the
transaction draining timeout interval, which is controlled
by rds_tac_drain_timeout. This parameter defaults to 5s
and ranges from 1s to 60s.

- Increase this interval for heavy workloads, numerous
prepared statements, or time-consuming transactions.

- Decreasing this interval is not recommended. If there
are connections that do not drain transactions within
the configured transaction draining timeout interval,
ALT does not take effect for these connections.

e During an ALT switchover, standby connections will be
established on the new host for a brief period, equal in
number to those on the original primary node. Ensure
that the maximum number of connections of the
TaurusDB instance is at least twice the current number of
connections. To change the maximum number of
connections, you need to evaluate the instance
specifications and memory usage. For details, see What
Is the Maximum Number of Connections to a
TaurusDB Instance?

e ALT supports prepared statements. During a switchover,
the contexts of prepared statements are rebuilt. If there
are a large number of prepared statements, the
switchover success rate may be affected.

e You are advised to perform an ALT switchover during off-
peak hours. If the primary node and read replicas are
overloaded, the switchover success rate may be affected.

e For details about syntax and function constraints of proxy
instances, see Precautions for Proxy Instances.
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Category Precaution

Unsupported

NULL.

OFF.
- profiling. It cannot be set to 1 or ON.

capabilities is enabled:
- Session-level connection pool

data
- Prepared statement cache

timely manner.

locks, and binlog locks.

a short period of time.
transferred in the following scenarios:
statement.

LONG_DATA type.

e Enabling ALT makes your instance lose support for some
functions system variable values.
- innodb_ft user stopword._table: 1t can only be set to

- transaction_write_set_extraction: It can only be set to

e ALT does not support Transparent Data Encryption (TDE).
e ALT is unavailable when any of the following proxy

- Any column containing more than 16 MB of data
- Any query result set containing more than 16 MB of

e ALT does not support temporary tables created by users.
e ALT is not supported in the following scenarios where a

secure transaction boundary cannot be reached:
- InnoDB transaction blocks are not committed in a
- There are unreleased table locks, user locks, backup
- XA transactions are not committed or rolled back.
e ALT will be likely to fail if a switchover, minor version
upgrade, or specification change occurs frequently within
e If ALT is enabled, prepared statements cannot be

- The cursor is opened and not closed in a prepared

- The variable of a prepared statement has saved the

21.2 Enabling ALT

This section describes how to enable ALT.

Constraints

For details, see Precautions.
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Procedure
Step 1 Log in to the management console.
Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Database Proxy.
Step 6 Click a proxy instance to go to the Basic Information page.
Step 7 In the Proxy Instance Information area, click under ALT.
Step 8 In the displayed dialog box, click OK.
Figure 21-2 Enabling ALT
Enable ALT for this proxy instance? X
If ALT is enabled for the first time, the TaurusDB instance and proxy instance
will be rebooted immediately. During the reboot, the instances will be
unavailable.
If ALT is not enabled for the first time, the proxy instance will be rebooted
immediately. During the reboot, the instance will be unavailable. Reboaoting a
proxy instance will clear its cached memary. To prevent traffic congestion
during peak hours, reboot the instance during off-peak hours.
Name/ID Status
O Available
] ) I':\ OK \; )
If ALT is enabled for the first time, the TaurusDB instance and proxy instance will
be rebooted immediately. During the reboot, the instances will be unavailable.
Rebooting an instance will clear the cached memory in it. You are advised to
reboot it during off-peak hours.
To disable ALT, click () . Disabling ALT will cause the proxy instance to reboot.
Once ALT is disabled for all proxy instances, the TaurusDB instance will also
reboot.
Step 9 On the Basic Information page of the proxy instance, check that the proxy

instance status changes from ALT is being configured to Available.

--—-End
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21.3 Example: Using ALT to Promote a Read Replica to
Primary

This section describes how to use ALT to promote a read replica to primary. The
process for minor version upgrades and specification changes is similar.

The process for using ALT to promote a read replica to primary is as follows:
Step 1: Buy a DB Instance

Step 2: Create a Proxy Instance

Step 3: Enable ALT

Step 4: Connect Your Application to the Proxy Instance

Step 5: Promote a Read Replica to Primary

Step 6: Test the ALT Effect

Constraints

If workloads are interrupted, see Precautions.

Step 1: Buy a DB Instance

For details, see Buying a DB Instance.

Step 2: Create a Proxy Instance

For details, see Step 1: Create a Proxy Instance.

Step 3: Enable ALT
For details, see Enabling ALT.

Step 4: Connect Your Application to the Proxy Instance
For details, see Step 4: Use the Proxy Address to Connect to Your TaurusDB
Instance.

Step 5: Promote a Read Replica to Primary

For details, see Promoting a Read Replica to Primary.

Step 6: Test the ALT Effect

If ALT is enabled and you promote a read replica to primary using sysbench, tpcc-
mysql, or the mysql client that is connected to the proxy address, your database
only freezes briefly.

The following figures show you what effect ALT has when you promote a read
replica to primary using sysbench, tpcc-mysql, and the mysql client.
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e Promoting a read replica to primary using sysbench

sysbench 1.1.0 (using bundled LualIT 2.1.0-beta3)

Running the test with following options:
Number of thread

d(s)
Initializing random number generator from current time

Initializing worker threads. ..
Threads started!

2 4492.35 qps: 72 (r/w/o: ©8/18350.67/68.58) lat (m: : 71.83 err/s:
2 : 4450.53 qps: 62522.54 (r/w/o: .11/75.03) lat (ms,9 13 err/s:
2 4371. 61271.29 (r/w/o X 00) 9 89.16 err/s
2 4391. 1798.42 (r/w/o: 4 01/17594.46/58.60) . 87.56 err/s
2 : 4826. s (r/w/o .63/19241 8.00) 4.47 err/s
2 : 4788 : g /w/o: .14/18! /56.00) lat (ms,95%): 74.46 err/s:
2 : 4730. : : : ) lat (ms,95% .55 err/s
2 : 4713, d /50.00) lat (ms,95%
: 4803 ; /0: /19145.20/53.00) lat (ms,95%):
968.06 9890.60/3973.24/9.00) lat (ms,95%
TBUgps U.0070.00) (3t (ms,
0.00/0.00) lat
0.00/0.00) lat
00/0.00) lat
00/0.00) lat
.09/6.00) lat (
00/0.00) lat
0.00 gps: 0. / 00/ lat_(ms,
181.00 qps : .00/2.00) lat (ms,95%) E
: 1982 28 /w/o: 7/7951.06/12.00) lat (ms,95% : s, onn/s: 6.60
2737.01 gps: 38339.08 (r/w/o t : reconn/s: 0.0
2518.01 gps: 35255.07 ; % .73 0
3403.96 qps: 47913.49 7.64/13631.86/24.00 :
: 3205.27 qps: 4475 /w/0: 31940.77/12797.10/14.00) : 130.13 err/s: 5. 0.00

[
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[
[
[
[
[
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[
[
[
[
[
[
[
[
[
[
[
[

ion ¢ with

ion r with value

ion 1 with value *
; e

e Promoting a read replica to primary using the MySQL CLI

As shown in the following figure, user-defined variables, session variables, and
databases remain unchanged before and after you promote a read replica to
primary.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 470



TaurusDB
User Guide

21 Application Lossless and Transparent (ALT)

face can be ins
oL m (] r\g
ion id is
: 5.7.33-3-10

Community Server - (GPL)

or its affiliates. All rights reserved.

¢ Corporation and/or its

may be trade of their

* for help. Type * ar the current input

rows affecte

character_:
rows aff

ql> use t
Reading table inf tion for completion of table and colum

feature to get a quicker startup with -

¢ in set (0

ter_set_connection';

The following figure shows how the transaction draining timeout interval
determines whether ALT is available for the current session.

mysql - -P p
Using a password on the command line interface can be insecure.
Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 193262
Server version: 5.7.33-3-log MySQL Community Server - (GPL)

Copyright (c) 2000, 2018, Oracle and/or its affiliates. All rights reserved.
Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective

owners.

Type ‘help:' or *\h' for help. Type '\c' to clear the current input statement.
mysql> select sleep(20):

1 row in set (0.00 sec)

mysql> select sleep(20);

ERROR 2013 (HY000):
mysql> I

Lost connection to MySQL server during query
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2 2 RegionlessDB Clusters (OBT)

22.1 What Is a RegionlessDB Cluster?

A RegionlessDB cluster consists of multiple TaurusDB instances in different regions
around the world. Currently, a RegionlessDB cluster consists of one primary
instance (in the primary region) and up to five standby instances (in standby
regions). Data is synchronized between primary and standby instances, providing
nearby access and regional DR capabilities.

Figure 22-1 RegionlessDB cluster principle

_________________________________

O N
(\O‘“o s ° TaurusDB instance 2 in region B
=== mmmm e P*"‘iﬁoﬁ__\% (standby instance)
W __________1
ot -

Primary
Read Yrepllca Read :eplica

TaurusDB instance 1 in region A
(primary instance)

Primary
- Read :epllca Read replica
SReao--T ____.»“

TaurusDB instance 3 in region C
(standby instance)

_________________________________

Basic Concepts
e Recovery Point Objective (RPO)
The maximum data loss amount tolerated by the system
e  Recovery Time Objective (RTO)

The maximum tolerable service downtime, from the time when a disaster
occurred to the time when services were recovered
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Scenarios
e Remote multi-active deployment

Data is synchronized among instances in a RegionlessDB cluster. For lower
network latency and quicker resource access, you can select the instance
nearest to your workloads.

e Remote disaster recovery
If there is a region-level fault on the primary instance, workloads can be

switched to a standby instance for remote DR.

Architecture

Figure 22-2 Architecture
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e Cross-region deployment is supported. Redo logs generated in the primary
instance are synchronized to a standby instance and written to DFV storage.
Pages required for database access are replayed. For details, see Figure 22-2.
(Data is synchronized based on the replication node Source of the primary
instance and the replication node Target of the standby instance.)

e In the primary instance, the read replica obtains required redo logs and pages
from DFV storage through the primary node. In the standby instance, the read
replica obtains required redo logs and pages from DFV storage through the
replication node Target.

Advantages
e Global deployment and nearby data access

Instances in a RegionlessDB cluster are from different regions around the
world. Data generated by the primary instance can be directly read from the
nearest standby instance.

e Low latency of cross-region replication

Redo logs are directly and uninterruptedly read from the DFV storage for
asynchronous replication. The replication latency is less than 1 second thanks
to high-throughput parallel data synchronization.

e No downtime for the primary node during data synchronization

The replication node of the primary instance reads data from different nodes
in the DFV storage in parallel for synchronization. This means that the
primary node does not need to directly synchronize data to the standby
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Constraints

instances. Instead, it only needs to update the location information of redo
logs in the storage to the replication node of the primary instance. In this way,
workloads on the primary node are not affected.

Too many read replicas

There are up to five standby instances in a cluster, and each standby instance
supports up to 15 read replicas.

When creating a DB instance, you can create up to 10 read replicas at a time.
Region-level disaster recovery

If there is a region-level fault on the primary instance, workloads can be
quickly switched to a standby instance for remote DR, achieving an RPO in
minutes and an RTO in seconds.

(10 NOTE

To use region-level disaster recovery, submit a service ticket.

Before using this feature, you need to obtain the data security compliance
requirements of the local region and evaluate the compliance with related
laws and regulations.

RegionlessDB is now in the OBT phase. To use this function, submit a request
by choosing Service Tickets > Create Service Ticket in the upper right corner
of the management console.

To enable communication between regions, you need to create a Virtual
Private Network (VPN) in advance. For details about how to create a VPN, see
Configuring Enterprise Edition S2C VPN to Connect an On-premises Data
Center to a VPC.

Only pay-per-use instances can be created.

The kernel version must be 2.0.46.231000 or later, and the primary instance
must be a new instance. For details about how to check the kernel version,
see How Can | Check the Version of a TaurusDB Instance?

The instances in a RegionlessDB cluster cannot use 192.168.0.0/16 as their
subnet CIDR block.

The subnet CIDR blocks of the primary and standby instances in different
regions must be different.

When a standby instance is created, data needs to be synchronized from the
primary instance. The time required depends on how much data there is.

The primary instance in a RegionlessDB cluster cannot be restored to the
original instance, and other instances cannot be restored to any instance in a
RegionlessDB cluster.

If you have created proxy instances or HTAP instances for a TaurusDB
instance, the TaurusDB instance cannot be used as an instance in a
RegionlessDB cluster. To use it, delete the proxy instances or HTAP instances
first.

The primary instance does not support the following operations:
- Changing a database port
- Changing a private IP address
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- Creating an HTAP instance

- Creating a proxy instance

The standby instance does not support the following operations:
- Resetting a password

- Creating and restoring a backup

- Creating an account

- Authorizing an account

- Creating a proxy instance

- Creating an HTAP instance

- Promoting a read replica to the primary node
- Changing a database port

- Changing a private IP address

- Modifying auto scaling policies

Data across regions is synchronized through a network. The VPN bandwidth
must be greater than the write bandwidth of the primary instance in a
RegionlessDB cluster.

In large-scale DDL scenarios, the replication latency may fluctuate for more
than 1 second.

RegionlessDB clusters do not support OpenAPIs.

A RegionlessDB cluster consists of one primary instance (in the primary
region) and up to five standby instances (in standby regions). The primary
instance processes both read and write requests, while the standby instances
only process read requests. Table 22-1 lists the maximum specifications
supported by a RegionlessDB cluster.

Table 22-1 Specifications

Description Primary Instance Standby Instance
Max. Instances 1 5
Max. Read/Write 1 0

Nodes per Instance

Max. Read-only 15 15
Nodes per Instance

(10 NOTE

When you are creating a DB instance, a maximum of 10 read replicas can be created
at a time.
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22.2 Using a RegionlessDB Cluster for Remote Multi-
Active DR

Scenarios

If your workloads are deployed in multiple regions, you can create a RegionlessDB
cluster to access databases from the nearest region. As shown in Figure 22-3, a
RegionlessDB cluster contains a primary instance and two standby instances. Read
requests are sent to a standby instance in the nearest region, and write requests
are automatically forwarded from the nearest region to the primary instance. After
data is written to the primary instance, the data is synchronized to all standby
instances, reducing the cross-region network latency.

Figure 22-3 Remote multi-active principle
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Constraints

For details, see Constraints.

Step 1: Create a RegionlessDB Cluster

1. Log in to the management console.

2. Click 9 in the upper left corner and select a region and project.

3. Click = in the upper left corner of the page and choose Databases >
TaurusDB.

4. On the RegionlessDB page, click Create RegionlessDB in the upper right
corner.
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Figure 22-4 Creating a RegionlessDB cluster

RegionlessDB

Status DB instances Instance Name

5. In the Create RegionlessDB dialog box, configure RegionlessDB Name,
Primary Instance Region, and Primary Instance.

Figure 22-5 Configuring the RegionlessDB cluster information
Create RegionlessDB
RegionlessDB Mame
Primary Instance Region -

Primary Instance o

[ Cancel }n

Table 22-2 Parameter description

Parameter Description

RegionlessDB Name | The name must start with a letter and consist of 4
to 64 characters. Only letters (case-sensitive),
digits, hyphens (-), and underscores (_) are

allowed.
Primary Instance Select a region where the primary instance is
Region located.
Primary Instance Select an existing DB instance as the primary

instance of the RegionlessDB cluster.

6. Click OK.
After the primary instance is created, view and manage it.

During the creation process, the instance status is Creating. To view the
detailed progress and result of the creation, go to the Task Center page. After
the status of the primary instance is Available, you can use the instance.

Step 2: Add a Standby Instance

1. On the RegionlessDB page, locate the RegionlessDB cluster.
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2. Click Add Standby Instance in the Operation column.

Figure 22-6 Adding a standby instance
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3. On the displayed page, configure related parameters.

Table 22-3 Basic information

Parameter | Description

Region Region where the standby instance is deployed.

Products in different regions cannot communicate with each
other through a private network. After a DB instance is
purchased, the region cannot be changed.

Creation Create new

Method

DB The name must start with a letter and consist of 4 to 64
Instance characters. Only letters, digits, hyphens (-), and underscores
Name () are allowed.

DB Engine | TaurusDB

Kernel Kernel version of the standby instance. The kernel version
Version must be 2.0.46.231000 or later.

For details about the updates in each kernel version, see
TaurusDB Kernel Version Release History.
NOTE

To specify the kernel version, submit a request by choosing Service

Tickets > Create Service Ticket in the upper right corner of the
management console.

DB Only Cluster can be selected. There are 2 to 10 read replicas
Instance in a cluster instance in the RegionlessDB cluster.

Type

Storage Shared

Type

AZ Type An AZ is a physical region where resources have their own

independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

e Single AZ: The primary node and read replicas are
deployed in the same AZ.

e Multi-AZ: The primary node and read replicas are
deployed in different AZs to ensure high reliability.
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Parameter

Description

Time Zone

You need to select a time zone for your instance based on the
region hosting your instance. The time zone is selected during
instance creation and cannot be changed after the instance is
created.

Instance
Specificatio
ns

For details about the specifications supported by TaurusDB,
see Instance Specifications.

TaurusDB is a cloud-native database that uses the shared
storage. To ensure workload stability in high read/write
pressure, the system controls the read/write peaks of DB
instances based on instance specifications. For details about
how to select instance specifications, see Performance White
Paper.

CPU
Architectur
e

The CPU architecture can be x86 or Kunpeng. Under a CPU
architecture, you need to select vCPUs and memory of the
instance.

Nodes

All nodes of the standby instance are read replicas. You can
apply for a maximum of 10 read replicas at a time for a pay-
per-use instance.

After an instance is created, you can add read replicas as
required. Up to 15 read replicas can be created for a standby
instance in a cluster.

Storage

Storage will be scaled up dynamically based on the amount
of data that needs to be stored, and is billed hourly on a pay-
per-use basis.

VPC

e A dedicated virtual network in which your TaurusDB
instance is located. It isolates networks for different
workloads. You can select an existing VPC or create a VPC.
For details about how to create a VPC, see Creating a
VPC.

If no VPC is available, TaurusDB allocates a VPC to you by
default.

CAUTION

e Ensure that the VPC selected for the standby instance is
connected to the VPC selected for the primary instance
through a VPN.

e After a TaurusDB instance is created, the VPC cannot be
changed.

e A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
A private IP address is automatically assigned when you
create a DB instance. You can also enter an idle private IP
address in the subnet CIDR block.
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4.
5.
6.

Parameter

Description

Security
Group

It can enhance security by controlling access to TaurusDB
from other services. When you select a security group, you
must ensure that it allows the client to access instances.

If no security group is available or has been created,
TaurusDB allocates a security group to you by default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP.

Configure private network security group rules to ensure that
the primary and standby instances in a cluster can
communicate with each other.

Parameter
Template

Contains engine configuration values that can be applied to
one or more instances. You can modify the instance
parameters as required after the instance is created.

If you use a custom parameter template when creating a DB
instance, the specification-related parameters in the custom
template will not be applied. Instead, the default values are
used. For details, see What Parameters Should | Pay
Attention to When Creating a DB Instance?

After a DB instance is created, you can adjust its parameters
as needed. For details, see Modifying Parameters in a
Parameter Template.

Enterprise
Project

This parameter is for enterprise users. To specify it, submit a
request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down list.
The default project is default.

Tag

This parameter is optional. Adding tags helps you better
identify and manage your DB instances. Each DB instance can
have up to 20 tags.

After a DB instance is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(1] NOTE

The instance password and table name case sensitivity are the same as those of the
primary instance. You do not need to set them separately.

Click Next.

Confirm the information and click Submit.

Go to the Instances page to view and manage the instance.
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During the creation process, the instance status is Creating. To view the
detailed progress and result of the creation, go to the Task Center page. After
the status of the instance is Available, you can use the instance.

If there is a large amount of data in the primary instance, it may take a long
time to complete a full backup during standby instance creation.

Step 3: Enable Write Forwarding

In normal cases, after a RegionlessDB cluster is created, the primary instance
receives and processes read and write requests, and standby instances receive only
read requests. After write forwarding is enabled, standby instances can receive
write requests and then forward them to the primary instance for processing. After
data is written to the primary instance, the data is synchronized to all standby
instances. Write forwarding simplifies the data write process. You can directly
connect a database service through a standby instance's IP address to perform
read and write operations. In addition, consistency is ensured and the nearby read
is not affected.

Constraints:

When write forwarding is enabled, user _@gdb_WriteForward@_ is created.
Do not modify or delete the user, or write forwarding cannot run properly.

For commands that can be implicitly committed, if write forwarding is not
supported, the transactions corresponding to the current node and primary
node are automatically committed.

For the global consistency level, before accessing data for the first time, each
transaction needs to use a connection in the session pool to obtain a data
point (LSN) from the primary node. If no sessions are available, the command
for reading data may fail.

If there is a connection error when a user uses a session for write forwarding
and the user is in a multi-statement transaction, the server proactively closes
the connections to the client and the primary node, ensuring that the client
can detect the error.

The versions of the primary and standby instances must be the latest.

Write operations are finally forwarded to and processed by the primary node.
If a temporary table with the same name exists in the given database of the
primary and read replicas, the data on the primary node is used.

If there is a failover for a standby instance in a RegionlessDB cluster, the write
forwarding parameters (rds_open_write_forwarding and
rds_write_forward_read_consistency) are restored to the default values.

Table 22-4 lists all supported and unsupported scenarios.
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Table 22-4 Scenarios supported and not supported by write forwarding

Constraints

Description

Supported
scenarios

e Write forwarding is only available when the transaction
isolation level of the standby instances is RR.

e Write forwarding supports the following commands:
- SQLCOM_UPDATE
- SQLCOM_INSERT
- SQLCOM_DELETE
- SQLCOM_INSERT_SELECT
- SQLCOM_REPLACE
- SQLCOM_REPLACE_SELECT
- SQLCOM_DELETE_MULTI
- SQLCOM_UPDATE_MULTI
- SQLCOM_ROLLBACK

If an unsupported command is executed, the following
error information is displayed.

ERROR xxx (yyy): This version of MySQL doesn't yet support 'operation with
write forwarding'.

operation indicates the operation type that is not
supported.

Unsupporte
d scenarios

e In the current version, WARNING and RECORD
information cannot be displayed when a standby instance
forwards write requests.

e In the current version, SQL requests that are being
executed cannot be interrupted when a standby instance
forwards write requests.

e SELECT FOR UPDATE statements are not supported.
e EXPLAIN write forwarding statements are not supported.

e The statements for write forwarding cannot contain SET
VARIABLE.

e SAVEPOINT is not supported when write forwarding is
enabled.

e Write forwarding is not supported in XA transactions.

e Currently, START TRANSACTION READ WRITE is not
supported. You can directly use START TRANSACTION to
test write forwarding.

e Write forwarding is not supported in stored procedures.

e When write forwarding is enabled, temporary tables
cannot be created. To create temporary tables, disable
write forwarding temporarily.

Step 1 On the RegionlessDB page, locate the RegionlessDB cluster.
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Step 2 Click Set Write Forwarding in the Operation column to create a write forwarding
account.

Figure 22-7 Creating a write forwarding account
Database Name/D DB Engine Version Status DB Instances Instance Name Created Operation

e
A f 024 A4 RIS GBI Add Slnty e SetWie Fanering| Dl
St ian s 0BV 0 e an i AddStandoy nstane | S Wie Fovading Deee

10 v | TotalRecords: 1 1

(11 NOTE

The system automatically creates an internal account (_@gdb_WriteForward@_) so that
write requests can be forwarded to the primary instance for processing. You cannot modify
or delete the internal account, or write forwarding will be affected.

Step 3 In the Set Write Forwarding dialog box, confirm the information and click OK.

Figure 22-8 Setting write forwarding

Set Write Forwarding

Create a write forwarding account for the following instance?
Database Name/ID Status
gdb-Ge23 ]
0O Available

54dd95d9-a18a-4b63-a190-7a...

The system automatically creates an internal account tso that write requests
can be forwarded to the primary instance for processing. The account cannot
be deleted after being created.

After write forwarding is configured, configure rds_open_write_forwarding and
rds_write_forward_read_consistency on the standby instances and ensure that
transaction_isolation is set to REPEATABLE-READ.

f” "'-\,]
L Cancel ) “

Step 4 On the Instances page, click the name of the standby instance in the
RegionlessDB cluster.

Step 5 In the navigation pane, choose Parameters.

Step 6 Search for rds_open_write_forwarding in the upper right corner of the
Parameters page and change its value to ON.
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Step 7 Click Save in the upper left corner to enable write forwarding.

Step 8 Search for rds_write_forward_read_consistency in the upper right corner of the
Parameters page and change the read consistency level of write forwarding.

You can modify the parameters to set the read consistency range. For details, see
Table 22-5.

e If read consistency is required, you are advised to set the consistency level to
SESSION. The consistency level GLOBAL will cause a large extra cost for all
read requests. For example, if any client is used to connect to TaurusDB and
the GLOBAL level is used, the time for accessing the MySQL command line is
prolonged.

e The read consistency level in write forwarding cannot be changed to SESSION
in a transaction.

e Before enabling write forwarding, ensure that the transaction isolation levels
of standby instances are RR.

e When write forwarding is enabled, the transaction isolation level of the
current session cannot be changed.

e The read consistency level cannot be changed in a transaction.

Table 22-5 Parameter description

Parameter Description
NONE Write forwarding is disabled.
EVENTUAL Results of write operations are not visible until the

write operations are performed on the primary
instance. The query does not wait for data
synchronization between primary and standby
instances to complete, so data that is not updated
may be read.

SESSION All queries executed by a standby instance with write
forwarding enabled see the results of all data writes
performed in this session. The queries wait for the
results of forwarded write operations to be replicated.

GLOBAL A session can view all committed changes of all
sessions and instances in a RegionlessDB cluster. The
query may wait for a certain period, which is related
to the replication latency.

Step 9 Click Save in the upper left corner.
----End

Step 4: Connect to the RegionlessDB Cluster for Service Management

After a RegionlessDB cluster is created, no unified connection address is provided.
The primary and standby instances in the RegionlessDB cluster provide
independent connection addresses. You can use the nearest primary or standby
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instance based on the service access region to connect to the RegionlessDB cluster.
The RegionlessDB cluster automatically forwards write requests to the primary
instance for processing and read requests to the instance of the nearest region for
processing.

Example:

1.

Connect to the primary instance and write data to the database.

mysql> CREATE DATABASE mydatabase;

mysql> CREATE TABLE orders (order_id INT PRIMARY KEY, customer_name VARCHAR(255),
order_date DATE);

mysql> INSERT INTO orders (order_id, customer_name, order_date) VALUES (1, 'UserA', '2023-12-18'),
(2, 'UserB', '2023-12-17"), (3, 'UserC', '2023-12-16");

Use the nearest standby instance to access the database and query the data

written in 1.
mysql> select * from mydatabase.orders;

| order_id | customer_name | order_date |
| 1| UserA | 2023-12-18 |
[ 2 | UserB | 2023-12-17 |
| 3| UserC | 2023-12-16 |

+

+

Connect to database through the primary instance and run the following SQL

statements to create the mydatabase database and orders table.
mysql> CREATE DATABASE mydatabase;

Query OK, 1 row affected (0.00 sec)

mysqgl> USE mydatabase;

Database changed

mysql> CREATE TABLE orders (order_id INT PRIMARY KEY, customer_name VARCHAR(255),
order_date DATE);

Query OK, 0 rows affected (0.01 sec)

Connect to the database from a standby instance, run the following SQL
statements to write three data records to the orders table, and query the

written data.

mysql> INSERT INTO orders (order_id, customer_name, order_date) VALUES (1, 'UserA', '2023-12-18'),
(2, 'UserB', '2023-12-17"), (3, 'UserC', '2023-12-16");

Query OK, 3 rows affected (0.00 sec)

mysql> SELECT * FROM mydatabase.orders;

+ + + +

| order_id | customer_name | order_date |

+ + + +

| 1| UserA | 2023-12-18 |

| 2 | UserB | 2023-12-17 |
L

3| UserC | 2023-12-16 |
+ + +

3 rows in set (0.01 sec)
Connect to the database through the primary instance and run the following

SQL statements to query the data inserted by the standby instance in 4.
mysql> SELECT * FROM mydatabase.orders;

+ + + +
| order_id | customer_name | order_date |
+ + + +

| 1 | UserA | 2023-12-18 |

| 2 | UserB | 2023-12-17 |

| 3| UserC | 2023-12-16 |

+ + + +

3 rows in set (0.00 sec)
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22.3 Using a RegionlessDB Cluster for Remote DR

Scenarios

Constraints

If there is a region-level fault on the primary instance, workloads can be switched
to a standby instance for remote DR.

As shown in Figure 22-9, a RegionlessDB cluster contains a primary instance
deployed across two AZs and a standby instance deployed in a single AZ. If the
primary AZ of the primary instance is faulty, workloads are preferentially switched
to the standby AZ. If both the primary and standby AZs of the primary instance
are faulty, workloads are switched to the standby instance.

Figure 22-9 Remote DR principle

Region A Region B
(primary data center) (standby data center)

Application

Application

Read/

Write Read

T Y 1
| 1
| |

Primary Standby 1
| 1
| 1
| Primary instance Standby instance :
| (dual-AZ) (single AZ) |
| |
bmmmmmmm A RegionlessDB cluster - - ------ !

For details, see Constraints.

Step 1: Create a RegionlessDB Cluster

1. Log in to the management console.

2. click 7 inthe upper left corner and select a region and project.

3. Click = in the upper left corner of the page and choose Databases >
TaurusDB.

4. On the RegionlessDB page, click Create RegionlessDB in the upper right
corner.

Figure 22-10 Creating a RegionlessDB cluster

RegionlessD8
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5. In the Create RegionlessDB dialog box, configure RegionlessDB Name,
Primary Instance Region, and Primary Instance.

Figure 22-11 Configuring the RegionlessDB cluster information
Create RegionlessDB
RegionlessDB Name
Primary Instance Region v

Primary Instance o

f’—- ‘\\
| Cancel |

Table 22-6 Parameter description

Parameter Description

RegionlessDB Name | The name must start with a letter and consist of 4
to 64 characters. Only letters (case-sensitive),
digits, hyphens (-), and underscores (_) are

allowed.
Primary Instance Select a region where the primary instance is
Region located.
Primary Instance Select an existing DB instance as the primary

instance of the RegionlessDB cluster.

6. Click OK.
7. After the primary instance is created, view and manage it.

During the creation process, the instance status is Creating. To view the
detailed progress and result of the creation, go to the Task Center page. After
the status of the primary instance is Available, you can use the instance.

Step 2: Add a Standby Instance

1. On the RegionlessDB page, locate the RegionlessDB cluster.
2. Click Add Standby Instance in the Operation column.

Figure 22-12 Adding a standby instance

eeeeeee

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 487



TaurusDB

User Guide 22 RegionlessDB Clusters (OBT)

3. On the displayed page, configure related parameters.

Table 22-7 Basic information

Parameter | Description

Region Region where the standby instance is deployed.

Products in different regions cannot communicate with each
other through a private network. After a DB instance is
purchased, the region cannot be changed.

Creation Create new

Method

DB The name must start with a letter and consist of 4 to 64

Instance characters. Only letters, digits, hyphens (-), and underscores

Name (L) are allowed.

DB Engine | TaurusDB

Kernel Kernel version of the standby instance. The kernel version

Version must be 2.0.46.231000 or later.

For details about the updates in each kernel version, see

TaurusDB Kernel Version Release History.

NOTE
To specify the kernel version, submit a request by choosing Service
Tickets > Create Service Ticket in the upper right corner of the
management console.

DB Only Cluster can be selected. There are 2 to 10 read replicas

Instance in a cluster instance in the RegionlessDB cluster.

Type

Storage Shared

Type

AZ Type An AZ is a physical region where resources have their own
independent power supply and networks. AZs are physically
isolated but interconnected through an internal network.
Some regions support both single-AZ and multi-AZ
deployment and some only support single-AZ deployment.

e Single AZ: The primary node and read replicas are
deployed in the same AZ.

e Multi-AZ: The primary node and read replicas are
deployed in different AZs to ensure high reliability.

Time Zone | You need to select a time zone for your instance based on the
region hosting your instance. The time zone is selected during
instance creation and cannot be changed after the instance is
created.

Issue 01 (2025-06-12)

Copyright © Huawei Cloud Computing Technologies Co., Ltd.

488



https://support.huaweicloud.com/intl/en-us/kerneldesc-taurusdb/taurusdb_20_0003.html
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex

TaurusDB
User Guide

22 RegionlessDB Clusters (OBT)

Parameter | Description

Instance For details about the specifications supported by TaurusDB,

Specificatio | see Instance Specifications.

ns TaurusDB is a cloud-native database that uses the shared
storage. To ensure workload stability in high read/write
pressure, the system controls the read/write peaks of DB
instances based on instance specifications. For details about
how to select instance specifications, see Performance White
Paper.

CPU The CPU architecture can be x86 or Kunpeng. Under a CPU

Architectur
e

architecture, you need to select vCPUs and memory of the
instance.

Nodes

All nodes of the standby instance are read replicas. You can
apply for a maximum of 10 read replicas at a time for a pay-
per-use instance.

After an instance is created, you can add read replicas as
required. Up to 15 read replicas can be created for a standby
instance in a cluster.

Storage

Storage will be scaled up dynamically based on the amount
of data that needs to be stored, and is billed hourly on a pay-
per-use basis.

VPC

e A dedicated virtual network in which your TaurusDB
instance is located. It isolates networks for different
workloads. You can select an existing VPC or create a VPC.
For details about how to create a VPC, see Creating a
VPC.

If no VPC is available, TaurusDB allocates a VPC to you by
default.

CAUTION

e Ensure that the VPC selected for the standby instance is
connected to the VPC selected for the primary instance
through a VPN.

e After a TaurusDB instance is created, the VPC cannot be
changed.

e A subnet provides dedicated network resources that are
logically isolated from other networks for network security.
A private IP address is automatically assigned when you
create a DB instance. You can also enter an idle private IP
address in the subnet CIDR block.
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4.
5.
6.

Parameter

Description

Security
Group

It can enhance security by controlling access to TaurusDB
from other services. When you select a security group, you
must ensure that it allows the client to access instances.

If no security group is available or has been created,
TaurusDB allocates a security group to you by default.

To ensure subsequent database connection and access, you
need to allow all IP addresses to access your DB instance
through port 3306 and over ICMP.

Configure private network security group rules to ensure that
the primary and standby instances in a cluster can
communicate with each other.

Parameter
Template

Contains engine configuration values that can be applied to
one or more instances. You can modify the instance
parameters as required after the instance is created.

If you use a custom parameter template when creating a DB
instance, the specification-related parameters in the custom
template will not be applied. Instead, the default values are
used. For details, see What Parameters Should | Pay
Attention to When Creating a DB Instance?

After a DB instance is created, you can adjust its parameters
as needed. For details, see Modifying Parameters in a
Parameter Template.

Enterprise
Project

This parameter is for enterprise users. To specify it, submit a
request by choosing Service Tickets > Create Service Ticket
in the upper right corner of the management console.

An enterprise project provides a way to manage cloud
resources and enterprise members on a project-by-project
basis.

You can select an enterprise project from the drop-down list.
The default project is default.

Tag

This parameter is optional. Adding tags helps you better
identify and manage your DB instances. Each DB instance can
have up to 20 tags.

After a DB instance is created, you can view its tag details on
the Tags tab. For details, see Tag Management.

(1] NOTE

The instance password and table name case sensitivity are the same as those of the
primary instance. You do not need to set them separately.

Click Next.

Confirm the information and click Submit.

Go to the Instances page to view and manage the instance.
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During the creation process, the instance status is Creating. To view the
detailed progress and result of the creation, go to the Task Center page. After
the status of the instance is Available, you can use the instance.

If there is a large amount of data in the primary instance, it may take a long
time to complete a full backup during standby instance creation.

Step 3: Connect to a Standby Instance for Workload Management

Select the nearest standby instance to access the database based on the workload
access area.

For example, use a standby instance to access the database and query data.

mysql> select * from mydatabase.orders;

+ + + +
t t t t

| order_id | customer_name | order_date |

| 1| UserA | 2023-12-18 |
| 2 | UserB | 2023-12-17 |
| 3| UserC | 2023-12-16 |

+ + +
t t t

22.4 Performing a Failover in a RegionlessDB Cluster

Failovers

A RegionlessDB cluster consists of multiple TaurusDB instances in different regions
around the world. The cluster in each region inherits the original same-region HA
feature. A RegionlessDB cluster provides cross-region failover capabilities.

If the primary instance in a RegionlessDB cluster fails and cannot be restored,
usually due to a regional outage, a failover is triggered to promote the standby
instance with the latest data from all available standby instances to the primary
instance.

A failover may result in some data loss, depending on the replication latency
between the primary and standby instances during the failover.

Generally, a failover can be complete within several minutes. However, after a
failover is performed, the original primary instance needs to be rebuilt as a
standby instance before being added back to the entire cluster. The rebuilding
process may take dozens of minutes to several hours, depending on the data
volume and network conditions between regions.

If a failover is required, submit a service ticket.

Other Operations and Checks

The primary and standby instances are independent TaurusDB instances. During a
failover, the configurations between the primary and standby instances are not
exchanged. To prevent performance and compatibility issues caused by different
configuration parameters, you are advised to check for any differences in
configuration items between the primary and standby instances after a failover.

e Check the read/write addresses of your application.
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During a failover, the read/write addresses of instances are not exchanged.
You need to check whether the read/write address of your application is as
expected.

During a failover, you can configure an application to use the read/write
address of the new primary instance. After the faulty instance is rebuilt,
reconfigure the read/write address of the application.

e Check the write forwarding configurations of standby instances. For details,
see Step 3: Enable Write Forwarding.

e Check the configurations of a parameter template. For details, see Modifying
Parameters of a DB Instance.

e Configure monitoring alarms. For details, see Metrics and Alarms.

22.5 Removing a Standby Instance from a
RegionlessDB Cluster

Constraints

Procedure
Step 1

Step 2

Step 3
Step 4
Step 5
Step 6

Only standby instances can be removed from a RegionlessDB cluster. After a
standby instance is removed from a RegionlessDB cluster, data of the primary
instance will not be synchronized to the standby instance.

A\ CAUTION

After a standby instance is removed from a RegionlessDB cluster, the standby
instance will be permanently deleted. Exercise caution when performing this
operation.

You can remove a standby instance from a RegionlessDB cluster.

For details, see Constraints.

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the RegionlessDB page, locate the RegionlessDB cluster.

Click the name of the cluster to view its details.

In the instance list area, locate a standby instance and click Remove in the
Operation column.

Figure 22-13 Accessing the instance list page

ssssss

Primary Instance
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Step 7 If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

Step 8 In the displayed dialog box, enter DELETE in the text box and click OK.

Figure 22-14 Removing a standby instance from RegionlessDB

Remove from RegionlessDB

Selected for removing from the RegionlessDB: 1
After being removed, the instance cannot be added to the RegionlessDB as a standby
instance.

Name/lD Status

gauss-5994
a6d3cfcf3d12484e022a538393.

To confirm deletion, enter "DELETE" helow.

DELETE

( cancel }n

To view the detailed progress and result of the task, go to the Task Center page.

--—-End

22.6 Deleting a RegionlessDB Cluster

You can delete a RegionlessDB cluster.

Constraints
e Before deleting a RegionlessDB cluster, ensure that all standby instances have
been removed from it. For details about how to remove a standby instance,
see Removing a Standby Instance from a RegionlessDB Cluster.
e For more constraints, see Constraints.
Procedure

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.
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Step 3
Step 4
Step 5
Step 6

Step 7

Click = in the upper left corner of the page and choose Databases > TaurusDB.
In the navigation pane, choose RegionlessDB.
Locate a cluster and click Delete in the Operation column.

If you have enabled operation protection, click Start Verification in the displayed
dialog box. On the displayed page, click Send Code, enter the obtained
verification code, and click Verify to close the page.

For details about how to enable operation protection, see /dentity and Access
Management User Guide.

In the Delete RegionlessDB dialog box, select or deselect Delete instances in
RegionlessDB as required, enter DELETE in the text box, and click OK.

Figure 22-15 Deleting a RegionlessDB cluster

Delete RegionlessDB

Selected for deletion: 1

Deleted RegionlessDB cannot be recovered. Applications connected to a RegionlessDE
are not able to access DB instances in it. Change the connection address in a timely
manner.
Database Name/ID Status
qdb-Ge28 .
O Available

54dd95d9-a13a-4bG3-a190-Ta. .

Delete instances in the RegionlessDB.

To confirm deletion, enter "DELETE" below.

DELETE

I'XF -L\'l

Step 8 Refresh the RegionlessDB cluster list later to confirm that the deletion was

successful.

To view the detailed progress and result of the task, go to the Task Center page.

--—-End
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22.7 Viewing the Replication Latency and Traffic of a
RegionlessDB Cluster

After a RegionlessDB cluster is created, you can monitor the database status and
performance based on related metrics.
Viewing the Replication Latency and Traffic on the Console

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select the region and project of the primary
instance.

Step 3 Click === and select Cloud Eye under Management & Governance.

Step 4 In the navigation pane, choose Cloud Service Monitoring > TaurusDB.

Step 5 Click V in the front of a RegionlessDB cluster. Locate a standby instance and click
View Metrics in the Operation column.

e You can view the performance metrics in the last 1 hour, last 3 hours, last 12
hours, last 1 day, or last 7 days.

Figure 22-16 Viewing RegionlessDB metrics

aaaaaaaaaaaaaaa

e  For details about metrics supported by RegionlessDB clusters, see Table 22-8.
For details about the metrics of primary and standby instances, see TaurusDB
Metrics.

Table 22-8 RegionlessDB cluster metrics

Metric Metric | Description Valu | Monitored Object | Monito
ID Name e ring
Rang Interva
e l (Raw
Data)
gdb_repl | GDB Data >0 Standby instances | 1
ication_l | Replicat | replication ms in a RegionlessDB | minute
atency ion latency of the cluster
Delay measured
object
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Metric Metric | Description Valu | Monitored Object | Monito
ID Name e ring
Rang Interva
e l (Raw
Data)
gdb_repl | GDB Data >0 Standby instances | 1
ication_c | Replicat | replication bytes | in a RegionlessDB | minute
apacity | ion traffic of the /s cluster
Traffic measured
object
----End

Viewing the Replication Latency and Traffic Using SQL Commands

Use a MySQL client tool to connect to the TaurusDB instance and run the
following command to query the RegionlessDB status:

mysql> select * from information_schema.global_db_status;

In the command output, each row indicates an instance in the RegionlessDB
cluster (the first row indicates the primary instance and other rows indicate the
standby instances). For details about the parameters contained in each row, see

Table 22-9.

Table 22-9 Parameter description

Parameter

Description

HW_REGION

Region code of the standby instance. The first row in
the table is the primary instance, and the region code
of the primary instance is an empty string.

IS_PRIMARY

Whether the instance is the primary instance. true: it
is the primary instance. false: It is the standby
instance.

MAX_PERSIST_LSN

Maximum LSN of the current redo logs of the
instance that have been persisted to the shared
storage.

MILLISECONDS

REPLICATION_LAG_IN_

Latency from the time when data is written to the
primary instance to the time when data can be read
from the standby instance, in ms. The replication
latency of the primary instance is 0.
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Parameter

Description

REPLICATION_CAPACITY
_IN_MB

Throughput of data replication from the primary
instance to a standby instance, in MB/s. The
replication throughput of the primary instance is 0.
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2 3 Metrics and Alarms

23.1 TaurusDB Metrics

Function

You can monitor the status of your instances using Cloud Eye. This section

describes the TaurusDB metrics that can be monitored by Cloud Eye as well as

their namespaces and dimensions.

The monitoring interval can be 1 minute, 1 second, or 5 seconds. The default
monitoring interval is 1 minute. To enable Monitoring by Seconds, submit a
request by choosing Service Tickets > Create Service Ticket in the upper right

corner of the management console.

TaurusDB Instance Metrics

Namespace: SYS.GAUSSDB

Table 23-1 TaurusDB instance metrics

Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring
Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | CPU CPU usage 0- % N/A TaurusDB | 1
b_mysq | Usage | of the 100 instance minute
1001 _cp monitored nodes 5
u_util object second
s
1
second
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | Memo | Memory 0- % N/A TaurusDB | 1
b_mysq | ry usage of the | 100 instance minute
[002_m | Usage | monitored nodes 5
em_util object second
s
1
second
gaussd | Netwo | Incoming >0 Bytes/ | 1024 TaurusDB | 1
b_mysq | rk traffic in S (IEC) instance minute
l004_by | Input | bytes per nodes 5
tes_in Throu | second second
ghput s
1
second
gaussd | Netwo | Outgoing >0 Bytes/ | 1024 TaurusDB | 1
b_mysq | rk traffic in S (IEC) instance minute
l005_by | Outpu | bytes per nodes 5
tes_ out |t second second
Throu S
ghput 1
second
gaussd | Total Total >0 Count | N/A TaurusDB | 1
b_mysq | Conne | number of instance minute
l006_co | ctions | connections nodes 5
nn_cou that attempt second
nt to connect to S
the
TaurusDB 1
server second
gaussd | Curren | Number of >0 Count | N/A TaurusDB | 1
b_mysq | t active instance minute
l007_co | Active | connections nodes 5
nn_acti | Conne second
ve_cou | ctions S
nt
1
second
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | QPS Query times | 20 Times | N/A TaurusDB | 1
b_mysq of SQL /s instance minute
1008_q statements nodes
ps (including >
DDL, DML, second
SHOW, SET S
statements 1
and storage second
procedures)
per second
gaussd | TPS Execution >0 Times | N/A TaurusDB | 1
b_mysq times of /s instance minute
1009_tp submitted nodes 5
s and rollback second
transactions S
per second 1
second
gaussd | Buffer | Ratio of used | 0- % N/A TaurusDB | 1
b_mysq | Pool pages to 100 instance minute
[010_in | Usage | total pages nodes
nodb_b in the
uf_usa InnoDB
ge buffer
gaussd | Buffer | Ratio of read | O0- % N/A TaurusDB | 1
b_mysq | Pool hits to read 100 instance minute
1011_in | Hit requests in nodes
nodb_b | Ratio the InnoDB
uf_hit buffer
gaussd | Buffer | Ratio of dirty | O- % N/A TaurusDB | 1
b_mysq | Pool data to all 100 instance minute
[012_in | Dirty data in the nodes

nodb_b | Block InnoDB
uf_dirty | Ratio buffer

gaussd | InnoD | Number of >0 Byte/s | 1024 | TaurusDB | 1

b_mysq | B Read | read bytes (IEC) instance minute
[013_in | Throu | per second nodes
nodb_r | ghput | in the
eads InnoDB
buffer
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | InnoD | Bytes written | >0 Bytes/ | 1024 TaurusDB | 1
b_mysq | B to pages by s (IEC) instance minute
(014_in | Write | InnoDB per nodes
nodb_ Throu | second.
writes | ghput | TaurusDB
only writes
data to
temporary
tables.
gaussd | InnoD | Number of >0 Times | N/A TaurusDB | 1
b_mysq [ B Log | InnoDB log /s instance minute
017_in | Write | write nodes
nodb_l | Reque | requests per
og_writ | st second
e_reqg_c | Freque
ount ncy
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B Log | physical instance minute
[019_in | Writes | writes to the nodes
nodb_| InnoDB redo
og_writ log file
es
gaussd | Tempo | Number of >0 Count | N/A TaurusDB | 1
b_mysq | rary temporary instance minute
1020_te | Tables | tables nodes
mp_tbl automaticall
_count y created on
disks when
TaurusDB
statements
are executed
gaussd | DELET | Number of >0 Count | N/A TaurusDB | 1
b_mysq | E DELETE /s instance minute
1028 co | State statements nodes 5
mdml_ | ments | executed per second
del_cou | per second s
nt Secon
d 1
second
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | INSER | Number of >0 Count | N/A TaurusDB | 1
b_mysq | T INSERT /s instance minute
1029 co | State statements nodes 5
mdml_i | ments | executed per second
ns_cou | per second S
nt Secon
d 1
second
gaussd | INSER | Number of >0 Count | N/A TaurusDB | 1
b_mysq | T_SELE | INSERT_SELE /s instance minute
030 co | CT CT nodes
mdml_i | State statements
ns_sel_ | ments | executed per
count per second
Secon
d
gaussd | REPLA | Number of >0 Count | N/A TaurusDB | 1
b_mysq | CE REPLACE /s instance minute
1031 _co | State statements nodes
mdml_r | ments | executed per
ep_cou | per second
nt Secon
d
gaussd | REPLA | Number of >0 Count | N/A TaurusDB | 1
b_mysq | CE_SEL | REPLACE_SE /s instance minute
032 _co | ECTIO | LECTION nodes
mdmlLr | N statements
ep_sel_ | State executed per
count ments | second
per
Secon
d
gaussd | SELEC | Number of >0 Count | N/A TaurusDB | 1
b_mysq | T SELECT /s instance minute
1033 co | State statements nodes 5
mdml_ | ments | executed per second
sel_cou | per second S
nt Secon
d 1
second
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | UPDA | Number of >0 Count | N/A TaurusDB | 1
b_mysq | TE UPDATE /s instance minute
1034 _co | State statements nodes 5
mdml_ | ments | executed per second
upd_co | per second S
unt Secon
d 1
second
gaussd | Row Number of >0 Count | N/A TaurusDB | 1
b_mysq | Delete | rows deleted /s instance minute
l035_in | Freque | from the nodes
nodb_d | ncy InnoDB table
el_row_ per second
count
gaussd | Row Number of >0 Count | N/A TaurusDB | 1
b_mysq | Insert | rows /s instance minute
l036_in | Freque | inserted into nodes
nodb_i | ncy the InnoDB
ns_row table per
_count second
gaussd | Row Number of >0 Count | N/A TaurusDB | 1
b_mysq | Read rows read /s instance minute
l037_in | Freque | from the nodes
nodb_r | ncy InnoDB table
ead_ro per second
w_coun
t
gaussd | Row Number of >0 Count | N/A TaurusDB | 1
b_mysq | Updat | rows /s instance minute
1038 in | e updated into nodes
nodb_u | Freque | the InnoDB
pd_row | ncy table per
_count second
gaussd | Used Used storage | O- GB 1024 TaurusDB | 1
b_mysq | Storag | space of the | 128*1 (IEC) instance minute
048 di | e monitored 024 nodes
sk_used | Space | object
_Size
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | Error Ratio of the | O0- % N/A TaurusDB | 1
b_mysq | Rate number of 100 instance minute
1060_rx | of error packets nodes
_errors | Receiv | to the total
ed number of
Packet | received
s packets
during the
monitoring
period
gaussd | Loss Ratio of the | 0- % N/A TaurusDB | 1
b_mysq | Rate number of 100% instance minute
1061 _rx | of lost packets nodes
_dropp | Receiv | to the total
ed ed number of
Packet | received
s packets
during the
monitoring
period
gaussd | Error Ratio of the | O- % N/A TaurusDB | 1
b_mysq | Rate number of 100% instance minute
1062_tx | of error packets nodes
_errors | Sent to the total
Packet | number of
s sent packets
during the
monitoring
period
gaussd | Loss Ratio of the | O- % N/A TaurusDB | 1
b_mysq | Rate number of 100% instance minute
l063_tx | of lost packets nodes
_dropp | Sent to the total
ed Packet | number of
S sent packets
during the
monitoring
period
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | Conne | Percent of 0- % N/A TaurusDB | 1
b_mysq | ction used 100% instance minute
l072_co | Usage | TaurusDB nodes
nn_usa connections
ge to the total
number of
connections
gaussd | Slow Number of >0 Count | N/A TaurusDB | 1
b_mysq | Query | TaurusDB /min instance minute
l074_sl | Logs slow query nodes
ow_que logs
ries generated
per minute
gaussd | Replic | Delay >0 s N/A TaurusDB | 1
b_mysq | ation between the instance minute
l077_re | Delay | primary nodes
plicatio node and
n_delay read replicas
NOTE
This metric is
used only for
read replicas.
gaussd | Storag | Average >0 ms N/A TaurusDB | 1
b_mysq | e delay of instance minute
[104_df | Write | writing data nodes
v_write | Delay | to the
_delay storage layer
in a specified
period
gaussd | Storag | Average >0 ms N/A TaurusDB | 1
b_mysq | e Read | delay of instance minute
[105_df | Delay | reading data nodes
v_read_ from the
delay storage layer
in a specified
period
Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 505



TaurusDB

User Guide 23 Metrics and Alarms
Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)

gaussd | INSER | Number of >0 Count | N/A TaurusDB | 1
b_mysq | Tand | INSERT and /s instance minute
[107_co | INSER | INSERT_SELE nodes
mdml_i | T_SELE | CT
ns_and | CT statements
_ins_sel | State executed per
_count | ments | second

per

Secon

d
gaussd | COM Number of >0 Count | N/A TaurusDB | 1
b_mysq | MIT COMMIT /s instance minute
1108 _co | State statements nodes
m_com | ments | executed per
mit_co | per second
unt Secon

d
gaussd | ROLLB | Number of >0 Count | N/A TaurusDB | 1
b_mysq | ACK ROLLBACK /s instance minute
1109 _co | State statements nodes
m_rollb | ments | executed per
ack_co | per second
unt Secon

d
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B times that /s instance minute
[110_in | Storag | InnoDB nodes
nodb_b | e reads data
ufpool_ | Layer | from the
reads Read storage layer

Reque | per second

sts per

Secon

d
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B Read | InnoDB read /s instance minute
(111_in | Reque | requests per nodes
nodb_b | sts per | second
ufpool_ | Secon
read_re | d
quests
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)

gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B pages read instance minute
(114_in | Bufpo | into the nodes
nodb b | ol InnoDB
ufpool_ | Read buffer pool
read_a | Ahead | by the read-
head ahead

background

thread
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B pages read instance minute
(115_in | Bufpo | into the nodes
nodb b | ol InnoDB
ufpool_ | Read buffer pool
read_a | Ahead | by the read-
head_e | Evicte | ahead
victed d background

thread that

were

subsequently

evicted

without

having been

accessed by

queries
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B random instance minute
[116_in | Bufpo [ read-aheads nodes
nodb_b | ol initiated by
ufpool_ | Read InnoDB
read_a | Ahead
head_ r | Rnd
nd
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B pages read instance minute
[117_in | Pages | from the nodes
nodb_p | Read InnoDB
ages_re buffer pool
ad by

operations

on InnoDB

tables

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 507



TaurusDB

User Guide 23 Metrics and Alarms
Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv

e on) al

(Raw
Data)
gaussd | InnoD | Number of >0 Count | N/A TaurusDB | 1
b_mysq | B pages instance minute
[118_in | Pages | written by nodes
nodb_p | Writte | operations
ages_w | n on InnoDB
ritten tables
gaussd | Disk Disk usage 0- % N/A TaurusDB | 1
b_mysq | Usage | of the 100 instance minute
1119_di monitored nodes
sk_used object
_ratio
gaussd | Total Total >0 Bytes | 1024 TaurusDB | 1
b_mysq | Bytes | number of (IEC) instance minute
1120_in | of bytes in the nodes
nodb b | Buffer | InnoDB
uffer_p | Pool buffer pool
ool_byt containing
es_data data
gaussd | Row Total time >0 ms N/A TaurusDB | 1
b_mysq | Lock spent in instance minute
[121_in | Time acquiring nodes
nodb_r row locks for
ow_loc InnoDB
k_time tables
gaussd | Row Number of >0 Count | N/A TaurusDB | 1
b_mysq | Lock times /min instance minute
[122_in | Waits | operations nodes
nodb_r on InnoDB
ow_loc tables had to
k_waits wait for a
row lock
gaussd | Sorts Number of >0 n | Count | N/A TaurusDB | 1
b_mysq | Using | sorts that /min instance minute
[123_so | Range | were done nodes
rt_rang | s using ranges
e
gaussd | Sorted | Number of >0 Count | N/A TaurusDB | 1
b_mysq | Rows | sorted rows /min instance minute
1124 so nodes
rt_rows
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)

gaussd | Sorts Number of >0 Count | N/A TaurusDB | 1
b_mysq | by sorts that /min instance minute
[125_so | Scanni | were done nodes
rt_scan | ng by scanning

Tables | tables.
gaussd | Hits Number of >0 Count | N/A TaurusDB | 1
b_mysq | for hits for open /min instance minute
[126_ta | Open tables cache nodes
ble_ope | Tables | lookups
n_cach | Cache
e_hits Looku

ps
gaussd | Misses | Number of >0 Count | N/A TaurusDB | 1
b_mysq | for misses for /min instance minute
[127_ta | Open | open tables nodes
ble_ope | Tables | cache
n_cach | Cache | lookups
e_misse | Looku
S ps
gaussd | Long- | Number of >0 Count | N/A TaurusDB | 150s
b_mysq [ Runnin | long instance
1128_lo | g transactions nodes
ng_trx_ | Transa | that are not
count ctions | closed
gaussd | 1/O 1/O write >0 Count | N/A TaurusDB | 1
b_mysq | Write | IOPS /s instance minute
1342_io | IOPS nodes
stat_io
ps_writ
e
gaussd | 1/O 1/O read >0 Count | N/A TaurusDB | 1
b_mysq | Read IOPS /s instance minute
1344 io | IOPS nodes
stat_io
ps_read
gaussd | 1/O Disk write >0 Bytes/ | 1024 TaurusDB | 1
b_mysq | Write | bandwidth s (IEC) instance minute
[346_io | Bandw | per second nodes
stat_thr | idth
oughpu
t_write
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)

gaussd | 1/O Disk read >0 Bytes/ | 1024 TaurusDB | 1
b_mysq | Read bandwidth s (IEC) instance minute
[348_io | Bandw | per second nodes
stat_thr | idth
oughpu
t read
gaussd | Binlog | Number of >0 Count | N/A TaurusDB | 5
b_mysq | Files TaurusDB instance minute
1371 _ta binlog files nodes S
urus_bi
nlog_to
tal_file_
counts
gaussd | Tempo | Number of >0 Count | N/A TaurusDB | 1
b_mysq | rary temporary /min instance minute
1378 cr | Tables | tables nodes
eate_te | Create | automaticall
mp_tbl | d per |y created on
_per_m | Minut | disks per
in e minute when

TaurusDB

statements

are executed
gaussd | Existin | Number of >0 Count | N/A TaurusDB | 1
b_mysq | g transactions instance minute
[386_u | Transa | that are not nodes
ndo_sp | ctions | cleared in
aces_tr |in the undo
x_count | Undo space

Space
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring
Rang Rule (Dimensi | Interv
e on) al

(Raw
Data)

gaussd | Write | Whether >0 Count | N/A TaurusDB | 1
b_mysq | Traffic | write traffic instance minute
(348 ta | Contro | control is nodes
urus_th | | triggered for
rottle_s a DB

lice_nu instance. If
m its value is
greater than
0, write
traffic
control is
triggered. Its
value
indicates the
number of
slices whose
traffic is
limited.

gaussd | Read Whether >0 Count | N/A TaurusDB | 1
b_mysq | Traffic | read traffic instance minute
1339 _ta | Contro | control is nodes
urus_sa | | triggered for
|_flow_ a DB

control instance. If
_instan its value is
ce_read greater than
_page_t 0, read
hrottle traffic
control is
triggered. Its
value
indicates the
number of
read pages
whose traffic
is limited.
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Metric | Metric | Metric Valu | Unit Conve | Monitore | Monit
ID Description | e rsion | d Object | oring

Rang Rule (Dimensi | Interv
e on) al
(Raw
Data)
gaussd | Replic | Millisecond- | =0 Count | N/A TaurusDB | 1
b_mysq | ation level instance minute
1430_ta | Delay | replication nodes 5
urus_in | Millise | delay in an second
nodb_r | cond- | instance. Itis S
pLLmilli | level only used for
second read replicas. 1
_behin NOTE second
d_mast This metric is
er only
available to
instances
whose kernel
version Is
2.0.54.24060
0 or later.
Proxy Instance Metrics
Namespace: SYS.DBPROXY
Table 23-2 Proxy instance metrics
Metric | Metri | Metric Valu | Unit Conv | Monitore | Monit
ID (d Description e ersio | d Object | oring
Ran n (Dimensi | Interv
ge Rule | on) al
(Raw
Data)
rds_pro | Front | Number of >0 Count | N/A Proxy 1
xy_fron | end connections instance minut
tend_c | Conn | between nodes e
onnecti | ection | applications
ons S and the proxy
rds_pro | Backe | Number of >0 Count | N/A Proxy 1
xy_bac | nd connections instance minut
kend_c | Conn | between the nodes e
onnecti | ection | proxy and
ons S TaurusDB
databases
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Metric | Metri | Metric Valu | Unit Conv | Monitore | Monit
ID d Description e ersio | d Object | oring

Ran n (Dimensi | Interv
ge Rule | on) al
(Raw
Data)
rds_pro | Avera | Average >0 ms N/A Proxy 1
Xy_aver | ge response time instance minut
age_res | Respo nodes e
ponse_ | nse
time Time
rds_pro | QPS Query times >0 Count N/A Proxy 1
Xy_que of SQL instance minut
ry_per_ statements nodes e
second
S
rds_pro | Read | Proportion of | 0- % N/A Proxy 1
xy_read | Propo | read requests | 100 instance minut
_query | rtion | to total nodes e
_propo requests
rtions
rds_pro | Write | Proportion of | 0- % N/A Proxy 1
xy_writ | Propo [ write requests | 100 instance minut
e_quer | rtion | to total nodes e
y_prop requests
ortions
rds001 | CPU CPU usage of | 0- % N/A Proxy 1
_cpu_u | Usage | the monitored | 100 instance minut
til object nodes e
rds002 | Mem | Memory 0- % N/A Proxy 1
_mem_ | ory usage of the 100 instance minut
util Usage | monitored nodes e
object
rds004 | Netw | Incoming >0 byte/s | 1024 | Proxy 1
_bytes_ | ork traffic in bytes (IEC) | instance minut
in Input | per second nodes e
Throu
ghput
rds005 | Netw | Outgoing >0 byte/s | 1024 | Proxy 1
_bytes_ | ork traffic in bytes (IEC) | instance minut
out Outp | per second nodes e
ut
Throu
ghput
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Metric | Metri | Metric Valu | Unit Conv | Monitore | Monit
ID d Description e ersio | d Object | oring

Ran n (Dimensi | Interv
ge Rule | on) al
(Raw
Data)
rds_pro | Front- | Number of >0 Counts | N/A Proxy 1
xy_fron | End connections /sec instance minut
tend_c | Conn | created per nodes e
onnecti | ection | second
on_cre |s between the
ation Creat | database
ed proxy and
per applications
Secon
d
rds_pro | Multi- | Number of >0 Counts | N/A Proxy 1
xy_mul | State | multi- /sec instance minut
ti_state | ment | statements nodes e
ment_q | Queri | executed in
uery es per | transactions
Secon | per second
d
rds_pro | Trans | Number of >0 Counts | N/A Proxy 1
xy_tran | action | SELECT /sec instance minut
saction | Queri | statements nodes e
_query | es per | executed in
Secon | transactions
d per second
Dimension
Table 23-3 Metric dimension
Key Value
gaussdb_mysql_instance_id TaurusDB instance ID
gaussdb_mysql_node_id TaurusDB instance node ID
dbproxy_instance_id Proxy instance 1D
dbproxy_node_id Proxy node ID
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23.2 Viewing TaurusDB Metrics

Scenarios
Cloud Eye monitors TaurusDB running statuses. You can view TaurusDB metrics on
the management console. With these metrics, you can identify periods of high
resource usage. You can also check error logs or slow query logs for problematic
SQL statements to optimize them.

Prerequisites

e DB instances are running properly.

Metrics of the DB instances that are faulty or have been deleted cannot be
displayed on the Cloud Eye console, but you can view them after the DB
instances are rebooted or become available.

/A\ CAUTION

If a DB instance has been faulty for 24 hours, Cloud Eye assumes that the
instance no longer exists and deletes it from the monitoring object list. You
need to manually clear the alarm rules created for the instance.

e DB instances have kept running properly for about 10 minutes.

For a newly created DB instance, you need to wait for a while before viewing
its metrics.

e To view metrics of a proxy instance, ensure that read/write splitting has been
enabled for the DB instance. For details, see Creating a Proxy Instance for
Read/Write Splitting.

Viewing DB Instance Metrics

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.

Step 4 On the Instances page, locate a DB instance and click View Metrics in the
Operation column.

Alternatively, click the instance name to go to the Basic Information page. In the
upper right corner of the page, click - and choose View Metric.

Figure 23-1 Viewing metrics on the Basic Information page

Dlogh @ Reset

wwwwww
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To view metrics of a node, locate the node in the Node List area and click View
Metrics in the Operation column.

Step 5 On the displayed Cloud Eye page, view metrics.

You can view the performance metrics in the last 1 hour, last 3 hours, last 12
hours, last 1 day, or last 7 days.

--—-End

Viewing Proxy Instance Metrics

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 Choose Database Proxy in the navigation pane, locate a proxy instance, and click
View Metrics in the Operation column.

You can view the performance metrics in the last 1 hour, last 3 hours, last 12
hours, last 1 day, or last 7 days.

--—-End

Viewing Real-Time Metrics

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.
Step 5 In the navigation pane, choose Advanced O&M.

Step 6 Under Real-Time Monitoring, view real-time monitoring data such as CPU usage,
memory usage, SELECT statements per second, DELETE statements per second,
and INSERT statements per second.

You can also click View details to view more metrics on the Cloud Eye console.

--—-End

23.3 Configuring Monitoring by Seconds

TaurusDB supports Monitoring by Seconds. You can set the monitoring interval to
1 second or 5 seconds to view the metric values.
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Billing

TaurusDB provides monitoring every 60 seconds for free, but you are billed for
Monitoring by Seconds. Its pricing is listed on a per-hour basis, but bills are
calculated based on actual usage.

Table 23-4 Price details

Region Monitoring Interval Pay-per-Use (USD/
Hour)

CN East-Shanghai1, CN 1s 0.024

North-Beijing4, CN

South-Guangzhou, CN 5s 0.012

Southwest-Guiyang1, CN
North-Ulangab1, and CN
South-Guangzhou-
InvitationOnly

AP-Singapore, AP- 1s 0.032

Jakarta, RU-Moscow?2,

CN-Hong Kong, AP- 5s 0.016

Bangkok, and TR-

Istanbul

LA-Sao Paulo1 1s 0.054
5s 0.027

Enabling Monitoring by Seconds

Step 1

Step 2

Step 3
Step 4
Step 5
Step 6
Step 7

Step 8

Log in to the management console.

Click in the upper left corner and select a region and project.
Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Click Performance.

In the upper part of the page, click Enable Monitoring by Seconds.

In the displayed dialog box, click next to Monitoring by Seconds, select a
collection interval, and click OK.

After you enable this function, monitoring data will be reported and displayed by
the second after about five minutes.
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Figure 23-2 Enabling Monitoring by Seconds

Dashboard Sessions Performance

Create Alarm Rulel Enable Monitoring by Seconds |

Comparison by Date

Linked Charts

CPU Usage @

Price

5 | understand and agree to pay this amount

—— 1
15:35 15:40

Storage Analysis

Enable Monitoring by Seconds

Monitoring by Seconds D Interval| 1seco.. v

Locks & Transactions

~ =~ 16::

Step 9 In the navigation pane, click Advanced O&M > Real-Time Monitoring to view

metric data.

e View the current data collection period in the upper part of the page.

e  Monitoring by Seconds supports the following metrics: CPU usage, memory
usage, SELECT statements per second, DELETE statements per second, and
INSERT statements per second. You can click View details to view more
metrics. For details about the metrics, see TaurusDB Metrics.

e If you need to change the collection period, see Modifying Collection

Interval.

--—-End

Disabling Monitoring by Seconds

Step 1 On the Instances page, click the instance name.

Step 2 In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.

Step 3 Click Performance.

Step 4 In the upper part of the page, click Enable Monitoring by Seconds.

Step 5
OK.

In the displayed dialog box, click D next to Monitoring by Seconds and click

After you disable this function, monitoring data will be reported and displayed by

the minute after about five minutes.

--—-End
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Modifying Collection Interval
Step 1 On the Instances page, click the instance name.
Step 2 In the navigation pane, choose DBA Assistant > Real-Time Diagnosis.
Step 3 Click Performance.
Step 4 In the upper part of the page, click Enable Monitoring by Seconds.
Step 5 Select the monitoring interval and click OK.

Monitoring data will be reported based on the new collection interval about 5
minutes later.

Figure 23-3 Modifying the collection interval

Enable Monitoring by Seconds

Linked Charts

Meaonitoring by Seconds () nterval

1 second

seconds

Configuring Monitoring by Seconds.

understand and agree to sa}r:hiz amount.

Cancel

--—-End

APIs

e Configuring Monitoring by Seconds
e Querying the Configuration of Monitoring by Seconds

23.4 Configuring TaurusDB Alarm Rules

Scenarios

You can create alarm rules for an instance to configure the monitored objects and
notification policies and then stay aware of the instance status.

The following parameters can be configured: alarm rule names, services,
dimensions, monitored objects, metrics, alarm thresholds, monitoring period, and
whether to send notifications.
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Constraints
A maximum of 50 alarm policies can be added to an alarm rule. If any one of

these alarm policies is met, an alarm will be triggered.

Creating a Metric Alarm Rule for a DB Instance

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Click Service List. Under Management & Governance, click Cloud Eye.
Alternatively, go to the Cloud Eye console using any of the following methods:

e On the Instances page, locate a DB instance and click View Metrics in the
Operation column.

e On the Instances page, click the instance name to go to the Basic

Information page. In the upper right corner of the page, click " and choose
View Metric.

e In the Node List area of the Basic Information page, locate a node and click
View Metrics in the Operation column.

Step 4 In the navigation pane, choose Alarm Management > Alarm Rules. On the
displayed page, click Create Alarm Rule in the upper right corner.

Step 5 On the displayed page, set parameters as prompted.

Figure 23-4 Setting alarm rule parameters

Descrption

Table 23-5 Alarm rule parameters

Parameter Description

Name Name of the alarm rule. The system generates a random name,
but you can change it if needed.

Description Description of the alarm rule.

Alarm Type Select Metric.
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Parameter Description

Cloud Select TaurusDB.

product

Resource Cloud product is recommended.

Level

Monitoring e All resources: An alarm will be triggered if any resource of

Scope the current cloud product meets the alarm policy. To exclude
resources that do not require monitoring, click Select
Resources to Exclude.

e Resource groups: An alarm will be triggered if any resource
in the selected resource group meets the alarm policy.

e Specific resources: Click Select Specific Resources to select
resources.

Method e Associate template: After an associated template is
modified, the policies contained in this alarm rule to be
created will be modified accordingly.

You are advised to select Use existing template. The existing
templates already contain three common alarm metrics: CPU
usage, memory usage, and storage space usage.
e Configure manually: Configure alarm policies manually.
Template If you select Associate template for Method, you need to select
a template.
You can select a default alarm template or create a custom
template.

Alarm Policy | If you select Configure manually for Method, you need to

configure alarm policies.

An alarm is triggered when the metric configured for this alarm
reaches the preset threshold in consecutive periods. For
example, Cloud Eye triggers an alarm every 5 minutes if the
average CPU usage of the monitored object is 80% or more for
three consecutive 5-minute periods.

Alarm The alarm severity can be Critical, Major, Minor, or

Severity Informational.
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Figure 23-5 Setting alarm notification parameters

Alarm Nofification (:)
# Nofification Recipient Notification Policies Motification group Topic subscription

You can specify fhe notification group, window, template, and other parameters in a nofification policy. Create Notification Policy

# Nofification Policies —Select- W Q

Advanced Seftings ¥ Enterprise Project | T

Table 23-6 Alarm notification parameters

Parameter Description

Alarm Whether to notify users when alarms are triggered. Notifications
Notification can be sent by email, text message, or HTTP/HTTPS message.

Notification You can select a notification group or topic subscription as
Recipient required.

Notification Notification group the alarm notification is to be sent to.
Group

Notification Object the alarm notification is to be sent to. You can select the
Object account contact or a topic. This parameter is only available if
you select Topic subscription for Notification Recipient.

e The account contact is the mobile phone number and email
address of the registered account.

e A topic is used to publish messages and subscribe to
notifications.

Notification Time window during which Cloud Eye sends notifications.

Window If Notification Window is set to 08:00-20:00, Cloud Eye sends
notifications only within this window.

Trigger Condition for triggering an alarm notification. You can select

Condition Generated alarm (when an alarm is generated), Cleared alarm
(when an alarm is cleared), or both.

Enterprise Enterprise project that the alarm rule belongs to. Only users

Project with the enterprise project permissions can view and manage

the alarm rule.

Tag Key-value pairs that you can use to easily categorize and search
for cloud resources.

Step 6 Click Create.
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For details about how to create alarm rules, see Creating an Alarm Rule in Cloud
Eye User Guide.

--—-End

Creating a Metric Alarm Rule for a Proxy Instance

Step 1 Log in to the management console.

Step 2 Click — in the upper left corner of the page. Under Management &
Governance, click Cloud Eye.

Alternatively, go to the TaurusDB console. On the Instances page, click the
instance name. In the navigation pane, choose Database Proxy. On the displayed
page, locate a proxy instance and click View Metrics in the Operation column to
go to the Cloud Eye console.

Step 3 In the navigation pane, choose Cloud Service Monitoring.
Step 4 Click Database Proxy Service DBPROXY.

Step 5 On the Instances page, locate a proxy instance and choose More > Create Alarm
Rule in the Operation column.

Step 6 On the displayed page, set parameters as needed. For details, see Creating an
Alarm Rule.

1. Set the alarm rule name and description.

Figure 23-6 Setting the alarm rule name and description

Table 23-7 Name and Description

Parameter Description

Name Name of the alarm rule. The system generates a
random name, but you can change it if needed.

Example value: alarm-b6al

Description (Optional) Supplementary information about the
alarm rule.

2. Set alarm rule parameters.

Figure 23-7 Setting alarm rule parameters

# Wethod Associate template Configure manually

# Template —Select- v | (Q Create Custom Template

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 523


https://support.huaweicloud.com/intl/en-us/usermanual-ces/en-us_topic_0084572213.html
https://console-intl.huaweicloud.com/?locale=en-us
https://support.huaweicloud.com/intl/en-us/usermanual-ces/en-us_topic_0084572213.html
https://support.huaweicloud.com/intl/en-us/usermanual-ces/en-us_topic_0084572213.html

TaurusDB
User Guide

23 Metrics and Alarms

3.

Table 23-8 Alarm rule parameters

Parameter

Description

Method

Select an associated template, use an existing
template or create a custom template as required.

- Modifying the template will also modify its
associated alarm rules.

- If you select Configure manually, you can
configure Alarm Policy and Alarm Severity as
required.

Template

Select the template to be used.

You can select a default alarm template or create a
custom template.

For details about how to create a custom template, see
Creating a Custom Template

Alarm Policy

Specifies the policy for triggering an alarm.

A maximum of 50 alarm policies can be added to an
alarm rule. If any one of these alarm policies is met,
an alarm will be triggered.

Set alarm notification parameters.

Figure 23-8 Setting alarm notification parameters

Alarm Nofification

# Nofification Recipient Notification Policies Motification group Topic subscription

# Notification Palicies

Advanced Settings ¥

You can specify the notification group, window, template, and other parameters in a notffication policy. Create Noiffication Policy

nterprise Project | Tag

Table 23-9 Alarm notification parameters

Parameter | Description

Alarm Whether to notify users when alarms are triggered.

Notification | Notifications can be sent by email, text message, or HTTP/
HTTPS message.

Notification | You can select a notification group or topic subscription as

Recipient required.
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Parameter Description

Notification | Notification group the alarm notification is to be sent to.

Group

Notification | Object the alarm notification is to be sent to. You can select

Object the account contact or a topic. This parameter is only
available if you select Topic subscription for Notification
Recipient.
- The account contact is the mobile phone number and

email address of the registered account.
- A topic is used to publish messages and subscribe to
notifications.

Notification | Time window during which Cloud Eye sends notifications.

Window If Notification Window is set to 08:00-20:00, Cloud Eye
sends notifications only within this window.

Trigger Condition for triggering an alarm notification. You can select

Condition Generated alarm (when an alarm is generated), Cleared
alarm (when an alarm is cleared), or both.

Enterprise Enterprise project that the alarm rule belongs to. Only users

Project with the enterprise project permissions can view and
manage the alarm rule.

Tag Key-value pairs that you can use to easily categorize and
search for cloud resources.

Step 7 Click Create.

----End

23.5 Event Monitoring

23.5.1 Introducing Event Monitoring

Event monitoring provides reporting, query, and alarm functions for event data.
You can create alarm rules for both system events and custom events. When

specific events occur, Cloud Eye generates alarms for you.

Events are key operations on TaurusDB that are stored and monitored by Cloud

Eye. You can view events to see operations performed by specific users on specific

resources, such as deleting a read replica or changing instance specifications.

Event monitoring provides an API for reporting custom events (abnormal events or

important change events) generated by services to Cloud Eye.

Event monitoring is enabled by default. You can view monitoring details about
system events and custom events. For details about system events, see Events

Supported by Event Monitoring.
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23.5.2 Viewing Event Monitoring Data

Scenarios

Procedure
Step 1

Step 2

Step 3
Step 4

Step 5
Step 6

Step 7

In event monitoring, you can query system events that are automatically reported
to Cloud Eye and custom events reported to Cloud Eye through the API. You can
create alarm rules for both system events and custom events. When specific
events occur, Cloud Eye generates alarms for you.

Event monitoring is enabled by default.

You can view the event monitoring data.

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.

On the Instances page, locate the DB instance and click View Metrics in the
Operation column to go to the Cloud Eye console.

Alternatively, go to the Cloud Eye console using either of the following methods:

e On the Instances page, click the instance name to go to the Basic

Information page. In the upper right corner of the page, click " and choose
View Metrics.

e In the Node List area of the Basic Information page, locate a node and click
View Metrics in the Operation column.

Click < to return to the Cloud Eye console.

In the navigation pane, choose Event Monitoring.

On the displayed Event Monitoring page, all system events of the last 24 hours
are displayed by default.

You can also click 1h, 3h, 12h, 1d, 7d, or 30d to view events generated in different
periods.

Locate an event and click View Event in the Operation column to view details
about a specific event.

--—-End

23.5.3 Creating Alarm Rules for Event Monitoring

Scenarios

If you need to focus on core events, you can create alarm rules and alarm
notifications for specified events. This way, you get timely alerts and can quickly
troubleshoot or switch services. This section describes how to create an alarm rule
to monitor an event.
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Procedure

Step 1
Step 2
Step 3

Step 4
Step 5

Log in to the management console.

Click = in the upper left corner of the page. Under Management &
Governance, click Cloud Eye.

In the navigation pane, choose Event Monitoring.

On the event list page, click Create Alarm Rule in the upper right corner.

On the displayed page, set parameters as needed.

Table 23-10 Parameter description

Parameter Description

Name Specifies the name of the alarm rule. The system generates a
random name, but you can change it if needed.

Description (Optional) Provides supplementary information about the alarm
rule.

Enterprise You can select an existing enterprise project or click Create

Project Enterprise Project to create an enterprise project.

Alarm Type Specifies the alarm type corresponding to the alarm rule.

Event Type Specifies the event type of the metric corresponding to the

alarm rule.

Event Source

Specifies the service the event is generated for.
Example value: TaurusDB

Monitoring Specifies the monitoring scope for event monitoring.

Scope

Method Specifies the event creation method.

Alarm Policy | Events indicate the instantaneous operations users performed

on system resources, such as login and logout.

For details about events supported by Event Monitoring, see
Events Supported by Event Monitoring.

You can select a trigger mode and alarm severity as needed.

Click

to enable alarm notification. The validity period is 24 hours by default.

If the topics you require are not displayed in the drop-down list, click Create an

SMN topic.
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Table 23-11 Alarm notification parameters

Parameter

Description

Alarm
Notification

Specifies whether to notify users when alarms are triggered.
Notifications can be sent by email or text message, or through
HTTP/HTTPS request to servers.

Notification
Object

Specifies the object an alarm notification is to be sent to. You
can select the account contact or a topic.

e Account contact is the mobile phone number and email
address of the registered account.

e Topic is used to publish messages and subscribe to
notifications. If the required topic is unavailable, create one
first and add subscriptions to it.

For details, see Creating a Topic and Adding Subscriptions.

Validity
Period

Cloud Eye sends notifications only within the validity period
specified in the alarm rule.

If you set Validity Period to 08:00-20:00, Cloud Eye sends
notifications only within 08:00-20:00.

Trigger
Condition

Specifies the condition for triggering the alarm notification.

Step 6 After the configuration is complete, click Create.

--—-End
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23.5.4 Events Supported by Event Monitoring

TaurusDB Instance Events

Table 23-12 TaurusDB

Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct
Sev Sugge
erit stion
y
TaurusDB | Increment | Taurusincreme | Maj | The network | Submi | Backu
al backup | ntalBackuplnst | or betweenthe |ta p jobs
failure anceFailed instance and | servic | fail.
the e
management | ticket.
plane or the
OBS is
disconnected,
or the backup
environment
created for
the instance
is abnormal.
Read addReadonlyN | Maj | The quotais | Check | Read
replica odesFailed or insufficient or | the replic
creation underlying read as fail
failure resources are | replica | to be
exhausted. quota. | create
Releas | d.
e
resour
ces
and
create
read
replica
s
again.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
DB createlnstanceF | Maj | The quota is | Check | Instan
instance ailed or insufficient or | the ces
creation underlying instan | fail to
failure resources are | ce be
exhausted. quota. | create
Releas | d.
e
resour
ces
and
create
instan
ces
again.
Read activeStandByS | Maj | The read Submi | The
replica witchFailed or replica fails ta read
promotio to be servic | replic
n failure promotedto | e a fails
the primary ticket. | to be
node due to prom
network or oted
server to the
failures. The prima
original ry
primary node node.
takes over
services
quickly.
Instance flavorAlteration | Maj | The quotais | Submi | Instan
specificati | Failed or insufficient or | t a ce
ons underlying servic | specif
change resources are | e icatio
failure exhausted. ticket. | ns fail
to be
chang
ed.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Faulty DB | Taurusinstance | Maj | The instance | Submi | Servic
instance RunningStatus | or process is ta es
Abnormal faulty or the | servic | may
network e be
between the | ticket. | affect
instance and ed.
the DFV
storage is
disconnected.
DB Taurusinstance | Maj | The instance | Obser | None.
instance RunningStatus | or is recovered. | ve the
recovered | Recovered service
runnin
g
status.
Faulty TaurusNodeRu | Maj | The node Obser | A
node nningStatusAb | or process is ve the | read
normal faulty or the | instan | replic
network ceand | a
between the | service | may
node and the | runnin | be
DFV storage g prom
is status | oted
disconnected. | es. to the
prima
ry
node.
Node TaurusNodeRu | Maj | The node is View None.
recovered | nningStatusRec | or recovered. the
overed node
runnin
g
status.
Read TaurusDeleteRe | Maj | The network | Submi | Read
replica adOnlyNodeFai | or betweenthe |ta replic
deletion led management | servic | as fail
failure plane and the | e to be
read replica is | ticket. | delete
disconnected d.
or the VM
fails to be
deleted from
laas.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Password | TaurusResetinst | Maj | The network | Check | Passw
reset ancePasswordF | or between the | the ords
failure ailed management | instan | fail to
plane and the | ce be
instance is status | reset
disconnected | and for
or the try instan
instance is again. | ces.
abnormal. If the
fault
persist
SI
submi
ta
servic
e
ticket.
DB TaurusRestartin | Maj [ The network | Check | Instan
instance stanceFailed or between the | the ces
reboot management | instan | fail to
failure plane and the | ce be
instance is status | reboo
disconnected | and ted.
or the try
instance is again.
abnormal. If the
fault
persist
SI
submi
ta
servic
e
ticket.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Restoratio | TaurusRestoreT | Maj | The instance | If the | Backu
n to new | oNewlnstanceF | or quota is new p
DB ailed insufficient, instan | data
instance underlying ce fails | fails
failure resources are | to be to be
exhausted, or | create | restor
the data d, ed to
restoration check | new
logic is the instan
incorrect. instan | ces.
ce
quota,
releas
e
resour
ces,
and
try to
restore
to a
new
instan
ce
again.
In
other
cases,
submi
ta
servic
e
ticket.
EIP TaurusBindEIPT | Maj | The binding Submi | EIPs
binding olnstanceFailed | or task fails. ta fail to
failure servic | be
e boun
ticket. | d to
instan
ces.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
EIP TaurusUnbindEl | Maj | The Submi | EIPs
unbinding | PFrominstance | or unbinding ta fail to
failure Failed task fails. servic | be
e unbo
ticket. | und
from
instan
ces.
Paramete | TaurusUpdatel | Maj | The network | Check | Instan
r nstanceParame | or between the | the ce
modificati | terFailed management | instan | para
on failure plane and the | ce meter
instance is status | s fail
disconnected | and to be
or the try modif
instance is again. | ied.
abnormal. If the
fault
persist
S
submi
ta
servic
e
ticket.
Paramete | TaurusApplyPar | Maj | The network | Check | Para
r ameterGroupTo | or between the | the meter
template | InstanceFailed management | instan | templ
applicatio plane and ce ates
n failure instances is status | fail to
disconnected | and be
or the try applie
instances are | again. | dto
abnormal. If the | instan
fault ces.
persist
SI
submi
ta
servic
e
ticket.
Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 534


https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex

TaurusDB

User Guide 23 Metrics and Alarms
Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct
Sev Sugge
erit stion
y
Full TaurusBackupl | Maj [ The network | Submi | Backu
backup nstanceFailed or between the |ta p jobs
failure instance and | servic | fail.
the e

management | ticket.
plane or the
OBS is
disconnected,
or the backup
environment
created for
the instance

is abnormal.
Read TaurusActiveSt | Maj | When the Check | Servic
replica andbySwitched | or primary node | the es are
promotio is faulty, a instan | inter
n read replica is | ce mitte

promoted to | status. | ntly
the primary If the | interr

node. fault upted
persist
S
submi
ta
servic
e
ticket.
Instance NodeReadonly | Maj | The instance | Submi | After
read-only | Mode or supportsonly | ta the
query servic | instan
operations. e ce
ticket. | beco
mes
read-
only,
write
reque
sts
canno
t be
proce
ssed.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Instance NodeReadWrit | Maj | The instance | Submi | None.
read/ eMode or can process ta
write both write servic
and read e
requests. ticket.
Instance DisasterSwitch | Maj | If an instance | Submi | The
DR Over or is faultyand |ta datab
switchove unavailable, a | servic | ase
r switchoveris | e conne
performed to | ticket. | ction
ensure that is
the instance inter
continues to mitte
provide ntly
services. interr
upted
. The
DR
instan
ceis
prom
oted
to
prima
ry to
provi
de
servic
es.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Database | TaurusDatabas | Maj | The database | Log in | When
process eProcessRestart | or process is to the | the
restarted | ed stopped due | Cloud | datab
to insufficient | Eye ase
memory or consol | proce
high load. e. ss is
Check | suspe
wheth | nded,
er the | workl
memo | oads
ry on
usage | the
increas | node
es are
sharpl | interr
y or upted
the .In
CPU this
usage | case,
istoo | the
high HA
for a servic
long e
time. auto
You matic
can ally
increas | restar
e the | tsthe
specifi | datab
cation | ase
sor proce
optimi | ss
ze the | and
service | attem
logic. pts to
recov
er the
workl
oads.
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Proxy Instance Events

Table 23-13 Events supported by proxy instances

Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct
Sev Sugge
erit stion
y
Proxy Connectio | proxy_connecti | Maj | The proxy Chang | Servic
instance n failure on_failure_to_d | or instance e e
between | b failed to values | reque
proxy establish a of sts
instance new related | route
and DB connection param | d
instance with the eters throu
primary node | based | gh
of a DB on the
instance, and | metric | proxy
it may failto |s instan
establish a (Conn | ce are
new ection | interr
connection S, upted
with a read Active | .
replica. The Conne
DB instance ctions,
or proxy and
instance is CPU
overloaded, Usage
or the ) of
network the DB
between the | instan
them is ce and
abnormal. proxy
instan
ce. If
the
metric
s are
norma
L
submi
ta
servic
e
ticket.
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Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Connectio | proxy_connecti | Gen | The proxy Chang | Read
n failure on_failure_to r | eral | instance e reque
between | eplica failed to values | sts
database establish a of acces
proxy and new related | sed
read connection param | throu
replica with a read eters gh
replica. The based | the
read replica is | on proxy
overloaded, metric | instan
or the s ce are
network (Conn | interr
between the | ection [ upted
proxy s, .
instance and | Active
read replica is | Conne
abnormal. ctions,
and
CPU
Usage
) of
the
read
replica
. If the
metric
s are
norma
L
submi
ta
servic
e
ticket.
Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 539


https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex
https://console-intl.huaweicloud.com/ticket/?locale=en-us#/ticketindex/createIndex

TaurusDB

User Guide 23 Metrics and Alarms
Event Event Event ID Ala | Description Handl | Impa
Source Name rm ing ct

Sev Sugge
erit stion
y
Proxy proxy_connecti | Maj | No rules in Add Servic
instance on_failure_caus | or the security the e
access to | e_security_grou group allow proxy | reque
DB p the proxy instan | sts
instance instance to ce route
failure access the DB | addres | d
instance. s to throu
the gh
rules the
of the [ proxy
securit | instan
\ ce are
group. | interr
upted
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24 Interconnection with CTS

24.1 Key Operations Supported by CTS

Cloud Trace Service (CTS) records operations related to TaurusDB for further
query, audit, and backtracking. Table 24-1 lists the supported operations.

Table 24-1 TaurusDB operations recorded by CTS

Operation Resource Type Trace Name
Creating a DB instance instance createlnstance
Creating a read replica instance addNodes

Deleting a read replica instance deleteNode
Rebooting a DB instance | instance restartinstance
Changing a database instance changelnstancePort
port

Changing a security instance modifySecurityGroup
group

Promoting a read replica | instance instanceSwitchOver
to the primary node

Binding or unbinding an | instance setOrResetPubliclP
EIP

Deleting a DB instance instance deletelnstance
Renaming a DB instance | instance renamelnstance
Changing a failover instance modifyPriority
priority

Creating a database instance createDatabase
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Operation Resource Type Trace Name
Creating a database instance createDatabaseUser
account

Resetting a password instance resetPassword
Deleting a database instance dropDatabase
Deleting a database instance dropDatabaseUser
account

Changing the password instance modifyDatabaseUserPwd
of a database user

Restoring data to a new | instance restorelnstance

DB instance

Enabling read/write instance openProxy

splitting

Disabling read/write instance closeProxy

splitting

Assigning read weights instance setProxyWeight
Changing the CPU and instance resizeFlavorOrVolume
memory specifications of

an instance

Configuring monitoring instance openSecondExtend
by seconds

Upgrading a minor instance upgradeVersion
version

Adding a tag instance addInstanceTags
Authorizing database instance grantDatabaseUser
user permissions

Revoking database user | instance revokeDatabaseUser
permissions

Applying for a private instance createDnsName
domain name

Modifying a private instance modifyDnsName
domain name

Changing the routing instance modifyProxyRouteMode
policy of a proxy

instance

Changing the port of a instance modifyProxyPort

proxy instance
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Operation Resource Type Trace Name
Applying for a private instance proxyCreateDns

domain name for a
database proxy instance

Changing a private instance modifyProxyDnsName
domain name for a
database proxy instance

Deleting a private instance deleteProxyDnsName
domain name for a
database proxy instance

Deleting database proxy | instance reduceProxy

nodes

Creating a backup backup createManualSnapshot
Configuring an backup setBackupPolicy
automated backup policy

Deleting a backup backup deleteManualSnapshot
Creating a parameter parameterGroup createParameterGroup
template

Modifying parameters in | parameterGroup updateParameterGroup

a parameter template

Deleting a parameter parameterGroup deleteParameterGroup
template

Replicating a parameter | parameterGroup copyParameterGroup
template

Resetting a parameter parameterGroup resetParameterGroup
template

Comparing parameter parameterGroup compareParameterGroup
templates

Applying a parameter parameterGroup applyParameterGroup
template

24.2 Viewing Tracing Events

Scenarios

After CTS is enabled, operations on cloud resources are recorded. You can view the
operation records of the last 7 days on the CTS console.

This section describes how to query the operation records of last 7 days on the
console.
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Prerequisites

Before using CTS, you need to enable it. For details, see Enabling CTS.

Procedure

Step 1 Log in to the management console.

Step 2 Click in the upper left corner and select a region and project.

Step 3 In the upper left corner of the page, click — and choose Management &
Governance > Cloud Trace Service.

Step 4 In the navigation pane, choose Trace List.

Step 5 Filter conditions to query traces.

Table 24-2 Filtering criteria

Filtering Criteria Description

Time Range In the upper right corner, choose Last 1 hour, Last 1
day, or Last 1 week, or specify a custom time range.

Trace Type Select Management or Data

e Management traces record details about creating,
configuring, and deleting cloud service resources in
your tenant account.

e Data traces record operations on data, such as data
upload and download.
NOTE

- If you select Data for Trace Type, you can only filter
traces by tracker.

- The trace list does not record queries.

Trace Source Select a trace source as needed.

Resource Type Select a resource type as needed.

Search By If you select Resource ID for Search By, you need to
enter a resource ID.

Operator Select a specific operator from the drop-down list.

Trace Status Select All trace statuses, Normal, Warning, or
Incident.

Step 6 View the events that meet the search criteria.

Step 7 Click an event name. Details about the event are displayed in the dialog box on
the right.

Step 8 Click Export in the upper left corner of the list. CTS exports traces collected in the
past seven days to a CSV file. The CSV file contains all information related to the
traces.
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For details about key fields in the trace structure, see Trace Structure and
Example Traces in Cloud Trace Service User Guide.

--—-End
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Task Center

25.1 Viewing a Task

You can view the progresses and results of instant and scheduled tasks on the
Task Center page.
Viewing an Instant Task

Step 1 Log in to the management console.

Step 2 Click 9 i the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 In the navigation pane, choose Task Center. On the displayed Instant Tasks tab
page, locate the target task and view its details.

Figure 25-1 Viewing an instant task

Status OrderiD Created Completea DB Instance Name/iD

e Identify a task based on the task name/task ID, order ID, and instance
name/ID, and view the task creation time and end time.

e  Click the All drop-down list box in the upper part to view the task execution
progress and status in a specified period. The default period is all time. The
task list shows tasks that have been executed in the past 30 days.

e  Click the filter box in the upper part to query the desired instant tasks by task
name and task status.

- Task status: Running, Completed, and Failed
- Task name:
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Creating a TaurusDB instance

Creating a TaurusDB read replica

Rebooting a TaurusDB instance

Changing a TaurusDB instance port

Promoting a TaurusDB read replica to the primary node
Binding an EIP to a TaurusDB instance

Unbinding an EIP from a TaurusDB instance
Changing the instance name for a TaurusDB instance
Changing a security group for a TaurusDB instance
Deleting a TaurusDB instance

Upgrading a DB instance version

Deleting a TaurusDB read replica

Changing the specifications of a TaurusDB instance
Restoring to a new TaurusDB instance

Changing private IP address

Modifying collection period of Monitoring by Seconds
Adding database proxy nodes

Deleting database proxy nodes

Enabling database proxy

Disabling database proxy

Changing IP address of a proxy instance

Changing proxy instance specifications

Enabling or disabling SSL

Changing consistency level of a proxy instance
Changing read weights of nodes

Restoring to an existing DB instance

Restoring tables to a point in time

Creating a database

Deleting a database
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®  (Creating a database account

" Deleting a database account

®  Changing the password of a database user

®  Changing the host IP address of a database user

®  Authorizing database user permissions

®  Deleting database user permissions

"  Rebooting a node

®  Changing read/write splitting address

®  Changing a node name

" Increasing specifications of a serverless instance

®  Decreasing specifications of a serverless instance

®  Changing the port of a proxy instance

= Applying for a private domain name for a proxy instance
®  Changing the private domain name of a proxy instance
" Deleting the private domain name of a proxy instance

®  Changing the routing policy of a proxy instance

®  Enabling or disabling SSL for a proxy instance

=  Applying for a private domain name for the DB instance
®  Changing the private domain name of the DB instance
®  (Creating the primary instance for a RegionlessDB cluster
®  (Creating standby instances for a RegionlessDB cluster

®  Deleting a RegionlessDB cluster

®  Setting write forwarding for a RegionlessDB cluster

®  Modifying the remarks of a TaurusDB database

®"  Modifying the remarks of a TaurusDB database user

--—-End

Viewing a Scheduled Task

Step 1 Log in to the management console.
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Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page, choose Databases > TaurusDB.

Step 4 In the navigation pane, choose Task Center. On the Scheduled Tasks tab page,

APIs

view the task progress and results.

Figure 25-2 Viewing a scheduled task

Instant Tasks ~ Scheduled Tasks

Status Created Execution Time Period (GMT+0: DBinstance NamelD  Result

e To identify the task, you can use the instance name/ID or enter the instance
ID in the search box in the upper right corner.

e You can enter the instance ID or task status in the search box to determine
the desired task and view the task creation time and execution time.

Task status: Running, Completed, Failed, Canceled, To be executed, and To
be authorized.

e Click the All drop-down list box in the upper part to view the task execution
progress and status in a specified period. The default period is all time.

----End

e Obtaining Information About a Task with a Specified ID
e Obtaining Instant Tasks
e Obtaining Scheduled Tasks

25.2 Deleting a Task Record

Constraints

You can delete the task records that no longer need to be displayed.

e Deleted task records cannot be recovered. Exercise caution when performing
this operation.

e Deleting task records will not delete instances or terminate tasks in progress.

Deleting an Instant Task Record

Step 1 Log in to the management console.

Step 2 Click Y i the upper left corner and select a region and project.
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Step 3
Step 4

Step 5

Click = in the upper left corner of the page, choose Databases > TaurusDB.

In the navigation pane, choose Task Center. Locate the target task on the
displayed Instant Tasks tab page.

Click Delete in the Operation column. In the displayed dialog box, enter DELETE
as prompted and click OK.

You can delete instant task records with the following statuses:

e Completed
e Failed

--—-End

Deleting a Scheduled Task Record

APIs

Step 1

Step 2

Step 3

Step 4

Step 5

Step 6

Log in to the management console.

Click 9 i the upper left corner and select a region and project.

Click = in the upper left corner of the page, choose Databases > TaurusDB.

Choose Task Center in the navigation pane on the left. On the Scheduled Tasks
page, locate the task record to be deleted and check whether the task record
status is To be executed or To be authorized.

e If yes, go to Step 5.
e If no, go to Step 6.
Click Cancel in the Operation column. In the displayed dialog box, click OK. Then,

click Delete in the Operation column. In the displayed dialog box, enter DELETE
as prompted and click OK.

Click Delete in the Operation column. In the displayed dialog box, enter DELETE
as prompted and click OK.

You can delete scheduled task records with the following statuses:

e Completed

e Failed

e Canceled

e To be authorized

--—-End

e Canceling a Scheduled Task
e Deleting a Task Record
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26 Tag Management

Tag Management Service (TMS) enables you to use tags on the management
console to manage resources. TMS works with other cloud services to manage
tags. TMS manages tags globally, and other cloud services manage their own tags.

Scenarios

e You are advised to configure predefined tags on the TMS console.
e A tag consists of a key and value. You can add only one value for each key.
e Each instance can have up to 20 tags.

Adding a Tag

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 Choose Tags in the navigation pane and click Add Tag. In the displayed dialog
box, enter a tag key and value, and click OK.
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Figure 26-1 Adding a tag
x
Add Tag
It is recommended that you use TMS's predefined tag function to add the same tag to
different cloud resources. View predefined tags
Cance

e When you enter a tag key and value, the system automatically displays all
tags (including predefined tags and resource tags) associated with all
instances except the current one.

e The tag key must be unique and must consist of 1 to 36 characters. Only
letters, digits, hyphens (-), and underscores (_) are allowed.

e The tag value can be empty or consist of 1 to 43 characters. Only letters,
digits, hyphens (-), underscores (_), and periods (.) are allowed.

Step 6 View and manage the tag on the Tags page.

Editing a Tag

Step 1

Step 2

Step 3
Step 4
Step 5

Step 6

--—-End

Log in to the management console.

Click 0 in the upper left corner and select a region and project.

Click = in the upper left corner of the page and choose Databases > TaurusDB.
On the Instances page, click the instance name.

On the Tags page, locate the tag to be edited and click Edit in the Operation

column. In the displayed dialog box, change the tag value and click OK.

e Only the tag value can be edited.

e The tag value can be empty or consist of 1 to 43 characters. Only letters,
digits, hyphens (-), underscores (_), and periods (.) are allowed.

View and manage the tag on the Tags page.

--—-End
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Deleting a Tag

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.

Step 3 Click — in the upper left corner of the page and choose Databases > TaurusDB.
Step 4 On the Instances page, click the instance name.

Step 5 On the Tags page, locate the tag to be deleted and click Delete in the Operation
column. In the displayed dialog box, click Yes.

Step 6 View that the tag is no longer displayed on the Tags page.
----End

APIs
e Querying Resource Tags
e Querying Project Tags
e Adding or Deleting Tags in Batches
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Quota Management

Scenarios

Quotas put limits on the quantities and capacities of resources available to users,
for example, the maximum number of TaurusDB instances that you can create.

If a quota cannot meet your needs, apply for a higher quota.

Viewing Quotas

Step 1 Log in to the management console.

Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 Choose Resources > My Quotas in the upper right corner of the page.

The Quota page is displayed.

Figure 27-1 Viewing quotas

Resources Billing

Open Beta

My KooGallery
Step 4 View the used and total quotas of each type of resources.
----End

Increasing Quotas

Step 1 Log in to the management console.

Issue 01 (2025-06-12) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 554


https://console-intl.huaweicloud.com/?locale=en-us
https://console-intl.huaweicloud.com/?locale=en-us

TaurusDB

User Guide 27 Quota Management
Step 2 Click 0 in the upper left corner and select a region and project.
Step 3 In the upper right corner of the console page, choose Resources > My Quotas.
Figure 27-2 Viewing quotas
Resources  Billing
Open Beta Tests
My KooGallery
Step 4 In the upper right corner of the page, click Increase Quota.
Figure 27-3 Increasing quotas
Step 5 On the Create Service Ticket page, configure parameters as required.

In the Problem Description area, fill in the content and reason for quota
adjustment.

Step 6 After all necessary parameters are configured, select the agreement and click

APIs

Submit.

----End

e Querying the Instance Quotas of a Tenant

e Querying the Resource Quotas of a Specified Enterprise Project
e Configuring Resource Quotas for a Specified Enterprise Project
e Modifying the Resource Quotas of a Specified Enterprise Project
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